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Abstract

Quantum annealing is an approach to quantum computing that serves as an alternative to general-purpose quantum com-
puting. However, the cryptographic community does not currently view quantum annealing as a significant threat to crypto-
graphic algorithms. Recent findings indicate that quantum annealing could be used for the efficient cryptanalysis of stream
ciphers. Furthermore, although additional analysis is necessary, cryptanalysis with quantum annealing appears to require a re-
latively small amount of resources, suggesting its practical applicability. This contrasts with Grover’s algorithm, which neces-
sitates quantum circuits of substantial depth and billions of quantum gates. This paper will explore the potential cybersecurity
risks if the implications of quantum annealing are not taken seriously.
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1. Introduction

Quantum computingis regarded as a serious threat to cybersecurity. The existence of Shor’s polynomial-time algorithm implies
that all classical asymmetric cryptographic algorithms based on the factorization problem or the discrete logarithm problem are
no longer secure. Additionally, quantum computing impacts the cryptanalysis of symmetric algorithms. Due to Grover’s algorithm,
the security level of symmetric algorithms is effectively halved. However, the application of Grover’s algorithm is challenging, as it
requires a quantum circuit of very large depth with billions of quantum gates. Both Shor’s and Grover’s algorithms can only be run
on general-purpose quantum computers.

Another approach to quantum computing, which is limited to solving only quadratic optimization problems, is quantum
annealing. Although many cryptographic attacks can be reduced to optimization problems, quantum annealing is not considered
asignificant threat to cryptographic asymmetric algorithms. This is mainly because such reductions often require millions of logical
qubits, resulting in a very high time complexity for cryptanalysis using quantum annealing.

Recent research shows that quantum annealing could be very usefulin the cryptanalysis of symmetric algorithms, particularly
stream ciphers. However, it appears that the cryptographic community has not yet fully recognized this potential threat. This paper
will focus mainly on highlighting the consequences if quantum annealing is not treated as a severe threat to modern symmetric
ciphers and its potential impact on cybersecurity.
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2. Gentle introduction to quantum annealing

Quantum annealing, described in detail by Morita & Nishimori (2008), is a concept derived from the physical process used in metalworking,
which involves heating the metal to a high temperature and then allowing it to cool slowly. This analogy is apt for understanding the
fundamentals of quantum annealing, a sophisticated technique in quantum computing. This method is mainly specialized for solving
optimization problems, specifically the Ising and the equivalent QUBO (Quadratic Unconstrained Binary Optimization) problems.
The QUBO problem, in its basic form, is represented as a polynomial of binary variables x{, X5, ..., Xy € B, where N is the number
of variables, and rational coefficients @y 1, @1 3, ..., Ay y—1, Ay y € R. The objective is to find the minimum of the function

fQx1, Xz, 0, Xy) = Xiwj Q3 XX + X4 by (1)

Quantum annealing’s capability is limited to problems that can be converted into this QUBO format, distinguishing it from
gate-based quantum computing. Therefore, algorithms like Shor’s or Grover’s, which are prominent in gate-based quantum
computing, are not executable on quantum annealers.

The quantum annealing method differs much from other methods of solving sparse systems of multivariate equations, especially
using an overdefined system of equations. The main reason for this is that when transforming a problem to the QUBO, the complexity
of solving QUBO problems using quantum annealing depends mostly on the number of variables (Mukherjee & Chakrabarti, 2015).
This means that one aims to obtain a QUBO problem with the smallest possible number of variables. However, in overdefined systems
of equations, the number of variables often grows significantly.

To better understand quantum annealing, comparing it with gate-based quantum computing is crucial. Quantum annealing
is an adiabatic process that relies on quantum mechanics phenomena like quantum tunneling. It unfolds in several distinct stages,
each with unique characteristics and implications for the optimization process. Below is a more detailed description of these
stages, accompanied by simplified illustrations to aid understanding. It isimportant to remember that these illustrations represent
a 1-dimensional space for simplicity, whereas, in reality, the energy landscape is more accurately represented as an N-dimensional
hypercube, where N is the number of variables in the QUBO problem. Moreover, to make the process easier to understand, our
description is maximally simplified.

a. Beginning of the Quantum Annealing Process

At the outset of quantum annealing, all system states possess high energy and are equally probable as the ground state, the state
of minimum energy. This state of equal probability is known as superposition. Figure 1illustrates this concept, with each light circle
representing the probability of a state being selected as the problem’s solution. The intensity of a circle’s color correlates with the
likelihood of that state being chosen when the system is measured.

Energy of the system

State of the system

Figure 1. The Beginning of the Quantum Annealing Process: At this stage, each state has an equal probability of being chosen as
the minimum of the given problem. The entire system, as well as each individual state, possesses a high level of energy. Authors’
own work.
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b. The Cooling Phase - The Intermediate State of Quantum Annealing

During the process presented in (Figure 2), the system undergoes adiabatic transformations, leading to changes in the energy
landscape over time. The state probabilities start to cluster around local minima in the system. This phase is governed by the
gradual reduction in quantum fluctuations. Simultaneously, the quantum tunneling effect begins to play a role, though its more
significant impacts are reserved for the final stage of quantum annealing.

Energy of the system

State of the system

Figure 2. The Intermediate Stage of the Quantum Annealing Process: During the adiabatic evolution, the local minima of the

system change over time. States corresponding to these local minima have the highest probabilities of being measured. Authors’
own work.

¢. The Cooling Phase - Approaching the End of Quantum Annealing

In this later stage, adiabatic transformation wanes in its influence on the system’s energy landscape. Quantum tunneling, although
slowing down, becomes a dominant effect. This phenomenon facilitates transitions between states, generally favoring moves from
higher to lower energy states, as S‘D%Agﬁ in Figure 3. The probability of quantum tunneling, presented by Mukherjee & Chakrabarti
(2015), isdetermined by Pr = e~ T, wherew s the width of the energy barrier, AE is the maximum energy barrier height,andI"
is the quantum fluctuation strength. This probability aids in estimating the duration required to complete the quantum annealing
process effectively, roughly calculated as eWVN,

Energy of the system

WYAE |, owVN

g~ ¢

State of the system

Figure 3. The Near End of the Quantum Annealing Process: As the process approaches its conclusion, the influence of adiabatic
transformation and quantum tunneling effects on the system gradually diminishes over time. Authors’ own work.
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d. The Final Phase - Measurement in Quantum Annealing

In the final phase, presented in Figure 4, quantum fluctuations within the system diminish significantly. The energy landscape has
reached its definitive form, and the effects of both adiabatic transformation and quantum tunneling are minimal. As the strength
of quantum fluctuations approaches zero, the probability of quantum tunneling also becomes exceedingly low. Consequently, this
phase culminates in the system measurement. The objective is to verify the solution obtained through quantum annealing, with
the hope that the probability of accurately determining the real ground state is sufficiently high.

Energy of the system

\Wv ﬂx f\ﬁ

State of the system

Figure 4. Final Phase of the Quantum Annealing Process: In this phase, neither adiabatic evolution nor quantum tunneling effects
significantly influence the energy landscape of the system. This indicates that the time has come to perform a measurement.
Authors’ own work.

3. Real quantum annealers

A key advantage of quantum computers based on quantum annealing technology is their resistance to noise, compared to analog
computers or gate-model quantum computers. Another significant advantage is that the quantum computer with the largest
number of resources currently available on the market is the quantum annealer from D-Wave. Among the companies involved
in quantum annealing technology and the Canadian company D-Wave, Qilimanjaro Quantum Tech and NEC Corporation are also
worth mentioning.

The Canadian company D-Wave is a leader in developing and providing quantum computing systems, software, and services,
as well as the world’s first commercial supplier of quantum computers. D-Wave’s services are used to solve problems in various
fields, such as financial modeling, logistics, cybersecurity, defect detection, drug development, planning, material engineering,
and artificial intelligence. The company currently offers the D-Wave Advantage system, which has over 5,000 qubits.

The Spanish company Qilimanjaro Quantum Tech, specializing in advanced technologies, aims to create a coherent quantum
annealer by combining the latest technological achievementsin the field of quantum computing based on superconducting qubits.
The target quantum annealer will be based on superconducting flux qubits with long coherence, pure quantum interactions, and
dense qubit connections, which will increase computing power. In July of 2023, Qilimanjaro Quantum Tech, in collaboration
with GMV, delivered the first quantum computer service to BSC-CNS (Barcelona Supercomputing Center - Centro Nacional de
Supercomputacién). This service involves providing BSC with remote access to a 5-qubit chip through Quantum-as-a-Service
(Qaas). This chip, named Gen0, is intended for the Spanish academic and business community. It is the first in a series of seven
QPU chips to be delivered to BSC, with the last being the Gen6 chip with 30 qubits.

The Japanese company NEC Corporation is an international corporation in the field of information technology and electronics.
NEC aims to develop practical applications of quantum annealing technology. In anticipation of the realization of high-performance
quantum annealers, NEC is also developing quantum annealing simulators.

Since D-Wave currently provides the largest quantum annealer, this article will describe the development of quantum annealer
architectures based on their technology.

The Quantum Processing Unit (QPU) is a network of orthogonally oriented qubits connected by couplers, forming what is
known as a hardware graph. However, it is not a complete graph, but with the development of quantum annealers by D-Wave,
not only has the number of qubits increased, the number of connections between qubits has as well. In the characteristics of QPU
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topology, apart from the number of physical qubits, parameters such as the nominal length of qubit connections, indicating the
number of qubits with which a given qubit is connected by internal couplers and the degree of the qubit indicating the number of
all qubits with which a given qubit is connected, are also distinguished. The number of physical qubits and the type of connections
between them determine the possibility of embedding the problem graph in the hardware graph and solving the problem. More
information about the graph embedding process in quantum annealers can be found in Cai, Macready & Roy, (2014), Date, Patton,
Schuman & Potok (2019), Boothby, King & Roy (2016). Since, as mentioned earlier, the hardware graph is not complete, for large
and dense problems, so-called qubit chains are created, which means that one logical variable is represented by a certain number
of physical qubits, which must return the same value in the solution.

Currently, D-Wave has developed three different QPU architectures: Chimera, Pegasus, and Zephyr. In the oldest
architecture, Chimera, qubits are connected using two types of internal and external couplers. Internal couplers connect pairs
of qubits with opposite orientations, while external couplers connect pairs of collinear qubits, i.e., pairs of qubits parallel in the
same row or column. Figure 5 shows a graph representing the Chimera topology, where qubits are represented as horizontal and
vertical loops. An exemplary qubit, marked in green, is connected to four qubits of the opposite orientation (marked in purple)
using internal couplers (marked with black dots). Additionally, this qubit is connected to two collinear qubits (marked in blue) using
external couplers (marked with a bold blue line). The nominal length of qubit connections in the Chimera topology is 4, while the
degree of the qubit is 6.
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Figure 5. Graph representing the Chimera topology. Adopted from: D-Wave System Documentation.

Consider an example optimization problem, represented by the graph in Figure 6. This problem consists of 24 edges and
16 vertices (logical variables), of which one vertex has a degree of 15 (variable Xx;), three vertices have a degree of 3 (variables x4,
X12, X13), and the remaining vertices have a degree of 2.

Embedding the example problem in the hardware graph of a QPU with Chimera topology requires the use of 38 physical
qubits, 28 internal couplers, and two external couplers, as shown in Figure 7. During embedding, two chains were created: one
chain of 6 qubits in length, marked in green, for the logical variable x, and one chain of 2 qubits in length, marked in blue, for the
logical variable x1s.
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Figure 7. Embedding of the graph of the example problem in QPU with Chimera topology. Authors’ own work.

The next architecture developed by D-Wave was the Pegasus topology, in which qubits are oriented horizontally or vertically,
similar to the Chimera topology, but grouped in shifted arrangements, as shown in Figure 8. In the Pegasus topology, three
types of couplers are distinguished: internal, external, and odd. As in the Chimera topology, internal couplers connect qubits
oriented orthogonally to each other. External couplers connect adjacent qubits similarly aligned. Odd couplers connect pairs
of similarly aligned qubits. Each qubit in the Pegasus topology, with an exemplary qubit marked in green in Figure 8, connects
with 12 orthogonal qubits (marked in purple) using internal couplers (marked with black dots), two qubits of the same orientation
(marked in blue) using external couplers (marked with a bold blue line), and with one qubit similarly aligned (marked in red) using
an odd coupler (marked with a bold red line). The nominal length of qubit connections in the Pegasus topology is 12, while the
degree of the qubit is 15.
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Figure 8. Graph representing the Pegasus topology. Adopted from: D-Wave System Documentation.

Embedding the example problem in the hardware graph of a QPU with Pegasus topology requires the use of 17 physical
qubits, 16 internal couplers, one external coupler, and eight odd couplers, as shown in (Figure 9). During the embedding, a single
chain was formed, consisting of 2 qubits, marked in green, for the logical variable x.
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Figure 9. Embedding of the graph of the example problem in QPU with Pegasus topology. Authors’ own work.
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The latest architecture developed by D-Wave is the Zephyr topology, in which the orientation of qubits and types of couplers
are analogous to the Pegasus topology but with more connections between qubits achieved in the Zephyr topology. Each qubitin
the Zephyr topology, with an exemplary qubit marked in green in Figure 10, connects with 16 orthogonal qubits (marked in purple)
using internal couplers (marked with black dots), two qubits of the same orientation (marked in blue) using external couplers
(marked with a bold blue line), and with two qubits of the same orientation (marked in red) using odd couplers (marked with a bold
red line). The nominal length of qubit connections in the Zephyr topology is 16, while the degree of the qubit is 20.
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Figure 10. Graph representing the Zephyr topology. Adopted from: D-Wave System Documentation.

Embedding the example problem in the hardware graph of a QPU with Zephyr topology requires the use of 16 physical qubits,
16 internal couplers, and eight odd couplers, as shown in Figure 11. During the embedding, no chain was formed because each
logical variable is represented by exactly one physical qubit, and each edge in the problem graph is represented by exactly one
coupler.

Unfortunately, even though the Zephyr topology provides a qubit degree of 20, in the case of even small but dense problems,
chains are also formed in this architecture. An example of such an optimization problem could be the problem presented in the
graph shown on the left side in Figure 13. This problem consists of 9 edges and six vertices, of which three vertices have a degree
of 4 (variables xg, X1, X5), and three vertices have a degree of 2 (variables X3, X4, X5). This problem is smaller than the one considered
earlier, but it is denser. Therefore, embedding this problem in the Zephyr architecture requires the creation of a single chain of
length 2, as shown on the right side.
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Figure 12. On the left is a graph showing example problem no. 2. On the right: the embedding of example problem no. 2 in Zephyr
topology. Authors’ own work.

Itis known that D-Wave creates commercial quantum computers that solve optimization problems of a certain class, presented
inthe BQM (Binary Quadratic Model), CQM (Constrained Quadratic Model), or DQM (Discrete Quadratic Model) models. Each problem
represented as an optimization problem in one of these models can be embedded in a D-Wave quantum annealer, considering the
density and size of the problem, and with a sufficiently long time, an optimal solution or, sufficient for most problems, a suboptimal
one can be achieved. To construct a computer that can be used in as many different problems as possible, D-Wave had to find
a compromise between the number of physical qubits, the number of couplers, and their arrangement in the QPU unit, which
demonstrates the continuous development of the developed architectures of quantum annealers, as shown in Table 1.
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Table 1. Comparison of resources of quantum annealers with different architectures.

Topology Chimera Pegasus Zephyr

#Qubits 2,000+ 5,000+ 7,000+

#Couplers 6,000+ 35,000+ 60,000+

Connectivity 6 15 20

(o

Hardware graph wies walee aslne e P SRRl

. . .
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H H
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Adapted from: Kelly & King & Raymond, 2021; McGeoch & Farré 2022; D-Wave System Documentation

It is worth recalling several publications, such as Jiang, Britt, McCaskey, Humble & Kais (2018) Wang, Hu, Yao & Wang (2020),
Burek, Wronski, Mank & Misztal (2022) Wronski, Burek & Lesniak (2023), in which target problem sizes in the form of QUBO
for various symmetric and asymmetric cryptography ciphers have been determined. It is important to note that QUBO problems
forsymmetric cryptography ciphers are several orders of magnitude smaller than forasymmetric cryptography ciphers. Additionally,
it should be noted that in the case of symmetric cryptography, the problem graph for a given cipher will be the same, regardless
of the used plaintext-ciphertext pair (there may be a few monomials differing in the equations for the first and last rounds, due to the
bits equal to 0 in the plaintext or ciphertext, but this only results in the absence of a certain connection in a specific problem graph).
Therefore, one can imagine that in today’s digitized world, a cipher is used, the breaking of which would bring huge profits. Building
a quantum annealer dedicated to attacking such a cipher would be profitable in such a case. Since this particular annealer would
not have to solve general optimization problems but only one specific problem, its architecture would not have to be structured as
in previous topologies. Two cases of qubit and coupler arrangement in the QPU of such an annealer can be considered. In the first
case, the orthogonality of the qubits is maintained, but their alignment and arrangement of couplers correspond to the edges in
the graph of the attacked cipher’s problem. In the second case, any orientation of the qubits is allowed so that the hardware graph
corresponds as closely as possible to the graph of the attacked cipher’s problem.

4. Quantum Annealing as a threat

The development of quantum annealing demonstrates that the risks associated with its application are becoming increasingly
significant. Specifically, annealing should be taken into account in the design of new cryptographic algorithms. In the
development of modern ciphers, careful attention should be given to the appropriate algebraic complexity of the equations
that define the cipher.

a. Reducing the algebraic attack to the QUBO problem

The method proposed in Burek & Wroriski & Mank & Misztal (2022) for transforming the algebraic description of a cipher into
Quadratic Unconstrained Binary Optimization form demonstrates that, in the context of quantum annealing, precise linearization
is not necessitated. Instead, the application of an estimation proposed by Rosenberg in his article (1975) suffices:

xix]' < Xk + 2(xl‘x]' — 2xk(xi + x]) + 3xk). (2)

The application of the above formula enables the development of an effective attack against certain ciphers that are resilient
to typical algebraic attacks.
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In detail, the algebraic attack on the symmetric cipher reduction procedure is as follows:
1. Theresulting system of equations is transformed into a system of equations with integer coefficients and binary variables:

fi= 0(mod2) - f; — 2k; = 0.

2. Each equation is linearized according to the formula (2). In addition, the penalty for each substitution is determined. For
example:

x0x1+x2+1—2k0 =0- X3+X2+1—2k0:0.
The above substitution is connected with the following penalty, according to the previously mentioned equation (2):
beny x, = 2(xpx; — 2x3(xg + x1) + 3x3).

3. Inthe next step, auxiliary variables are replaced with binary variables. Each variable is constrained according to the following
equation:

ko< =), 3)

4.  Finally, the form of the polynomial corresponding to the QUBO problem is determined. Each of the m equations is squared,
then they are summed with the penalty function multiplied by an arbitrary constant:

F =35 (fim)" + c- Pen.

The above procedure allows for reducing the algebraic attack on any symmetric cipher to a QUBO problem. The difficulty
of the annealing attack depends on the final number of variables. This is directly related to the original system of equations resulting
from the algebraic description of the cipher. Similar attacks on asymmetric ciphers may require a different way to transform the
problem.

b.The growing threat

Apopulartrend in the recent development of cryptographic algorithms has been the exploration of lightweight ciphers. The mantra
“As light as a feather, and as hard as dragon-scales” encapsulates the goal of achieving a delicate balance between algorithmic
simplicity and robust security. However, questions arise regarding the veracity of this assertion. The use of small internal
states, short key lengths, and computational simplicity may inadvertently contribute to a reduced problem size in the context
of Quadratic Unconstrained Binary Optimization (QUBO). The requisite number of equations for the algebraic depiction of the
cipher is intimately connected to the size of its internal state. A more extensive internal register necessitates an increased number
of equations for its characterization, thus expanding the scale of the problem suitable for quantum annealing. When setting aside
quantum annealing as a substantial threat, the potential exists to develop ciphers characterized by a limited internal state, lacking
a specifically adapted structure against quantum annealing attacks. These ciphers may demonstrate resilience to classical attacks
and exhibit resistance to potential threats from gate-model quantum computers but manifest vulnerabilities to risks associated
with adiabatic computations.

The seriousness of the threat is underscored by the fact that there are annealers on the market to embed some of the
problems. In fact, the embeddability of a problem is affected by the density of the matrix defining the problem. The structure of the
matrix results from the way the problem is transformed and the structure of the cipher. This fact shows that by ignoring the threat
of annealing development in cryptanalysis, ciphers can be created that can be easily embedded in available annealers. Participants
in the NIST Lightweight Cryptography competition have not been tested for potential vulnerabilities to quantum annealing.
The analysis for the Grain-128 stream cipher and its updated version Grain-128a, from which one of the contest finalists,
Grain-128AEAD, draws inspiration, was presented in Wronski, Burek & Le$niak (2023).
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It touches on the embeddability of the resulting problem and a proposal to build a dedicated quantum annealer. The analysis
assumed three different maximum values of the connectivity parameter: 20, 50, and equal to the maximum degree of the vertex in
the problem graph. The obtained results are presented in Table 2.

Table 2. A comparison of required resources for a dedicated quantum annealer with respect to the connectivity parameter for
Grain-128 and Grain-128a ciphers.

#Qubits #Couplers Connectivity Chain Lenght

~ 5,800 ~ 77,500 max 225 1
Grain-128 ~ 6,900 ~ 78,700 max 50 5

~9,600 ~ 81,500 max 20 13

~ 6,800 ~ 95,000 max 249 1
Grain-128a =~ 8,100 ~ 96,100 max 50 6

~ 13,100 ~ 101,050 max 20 14

Adapted from: Wronski & Burek & Lesniak, 2023.

As it can be seen, a qubit degree of 20 is currently achievable, and for this value of the connectivity parameter, 9,600 physical
qubits and 81,500 couplers are required for the Grain-128 cipher, while for the Grain-128a cipher, 13,100 qubits and 101,050
couplers are required. These are resource sizes that still exceed current architectures. However, for the connectivity of 50, for the
Grain-128 cipher, the required resources are already comparable to the current Zephyr architecture. Therefore, it can be imagined
that constructing a quantum annealer dedicated to attacking a specific cipher is possible and achievable in the near future.

c. Adiscussion on complexity

In the context of advances in quantum gate computers, the potential threat of a Grover’s attack is growing. An algorithm developed

in 1996 at Bell Laboratories makes it possible to search a set of N keys with a complexity ofO(\/N) using 0 (log, N)qubits. Applying

it against symmetric algorithms reduces the effective key length by half. The simplest idea to secure ciphers against it is to lengthen

the key. By doubling the length of the symmetric key, the classic level of security can be maintained. This idea applied in an

unthinking form, as shown in Wronski, Burek & Le$niak (2023), can make the cipher vulnerable to a quantum annealing attack.
Figure 13 shows the asymptotic complexities of the two attacks:

+  anattack using quantum annealing (as described in Section 1):

A
0 (e ), where § = 2, as suggested in Mukherjee & Chakrabarti (2015); (4)

. Grover’s attack:

0 (2|2ﬁ>; (5)

The above equations can be related to the length of the internal state. According to our other studies, the following relations
can be derived:
. key length depending on the length of the internal state, denoted as, is as follows:

K| = a- 1, where, for example, for most stream ciphers,0 <a <1
. number of variables depending on the length of the internal state, denoted as/, is as follows:

N = b -l,whereb € Zis an integer resulting from the design of the cipher.

Figure 13 shows asymptotic complexities, for example, values of a and b.
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Figure 13. This graph presents the complexity of two characteristic attacks. The green line presents the Grover’s attack, and the red
line represents the quantum annealing attack. Authors’ own work.

The graph presented in (Figure 13) shows the dependence of the complexity of attacks on the length of the internal state and,
thus, the size of the key. The colors indicate:
+  the complexity of the Grover’s attack (green);
+  the complexity of the quantum annealing attack (red).

The graph shows the intersection point of the red line with the green line - the quantum annealing attack becomes more
efficient than the Grover’s attack. The graph shows the threat from scaling the cipher without considering the threat from quantum
annealing. Due to the method of transformation, especially for stream ciphers, the above characteristic points will always be the
same. Increasing the size of the internal state or key only induces the generation of more equations. By not increasing the difficulty
of these equations, the complexity of an attack using quantum annealing grows more slowly compared to brute-force attacks and
Grover’s attacks. Cipher scaling as a safeguard against the Grover attack should be accompanied by modifying the cipher structure.
Care should be taken to appropriately increase the number of variables in the corresponding QUBO problem, for example, by
lengthening and increasing the algebraic degree of the equations describing the cipher.

5. A possible scenario involving quantum annealing

Disregarding the threat posed by quantum annealing carries security and defense implications. A potential scenario using the
discussed threat can be presented. Figure 14 presents the next significant events leading to serious consequences. The event, in
parallel, is accompanied by the discussed development of quantum annealers.

a. Ignoring the threat of quantum annealing and cipher construction

The root of the danger is ignoring the potential associated with the development of quantum annealing. As outlined earlier, cipher
designs resistant to classical attacks can remain vulnerable to annealing. Light ciphers deserve special attention, as mentioned in
previous chapters. Their small internal state can induce a small number of variables for the QUBO problem. At the same time, this
small size allows the cipher to be widely used. The large number of applications expands the areas at risk.
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b. Standardization by NIST and common use of cipher

As presented by Chen et al. (2016), the National Institute of Standards and Technology does not regard quantum annealing as
a serious threat. Itis said that due to quantum annealers specialized nature, these analog-quantum devices are not believed to

be of relevance to cryptanalysis. However, recent research results show that quantum annealing poses a threat to symmetric
cryptography, especially to stream ciphers. As mentioned earlier, there are ciphers resistant to classical attacks, but they are
vulnerable to quantum annealing. Among them is Grain-128a, the underlying scheme of NIST Lightweight Cryptography finalist
Grain-128AEAD. Standardized ciphers are widely used in both military and civilian industries. Standardizing a cipher with such
a vulnerability will allow a threat to be introduced into many sectors:
«  processing of classified data;
. Internet of Things devices;
. telecommunications.

c. Consequences

The exploitation of such a vulnerability has consequences in two areas:

. Defense
Once adopted, the standardized cipher can be used to secure classified data. Compromising such data has defense
implications. A successful attack and disclosure of such data can significantly affect the defense potential of a country using
such an untested cipher.

«  Safety
The standardized cipher may find its way into commercial use. Internet of Things devices, commonly used in smart solutions,
are highly popular. The use of ciphers with vulnerabilities in such devices introduces privacy risks for users of such solutions.

Ignoring the threat of
quantum annealing

Construction of a eipher
vulnerable to the discussed
threat

of of guanium anoeali

Seandardization ot
yuloerable cipher by NIST

Common use of cipher in
military and civilian
industrics

i} ping an effeetive ling attack against a vulnerable cipher

Compromise of classilied Yiolalions of citizens' Leaks of cilizens' sensilive
state data privacy / dauta

Defense Safety

Figure 14. A possible vulnerability exploitation scenario. There are only a few steps parallel to quantum annealing development,
leading to serious consequences. Authors’ own work.
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The private data of users may be revealed. In addition, the cipher can be used to secure telecommunications. Communications
secured in this way will make it possible to violate the secrecy of correspondence of any callers. The most important
consequence is related to the use of a cipher to secure sensitive data. Data is not only based on the state of health but also
allows financial commitments to be disclosed.

The seriousness of the above consequences is also underscored by the cost. The need to replace such a cipher involves
buying new equipment and implementing new solutions. In addition, violations of privacy can involve financial penalties for the
companies that were responsible for ensuring that privacy.

6. Conclusion

This paper presents several compelling arguments to support the claim that quantum annealing should be considered a serious
threat to symmetric ciphers and, consequently, to cybersecurity. It has been demonstrated that if modern ciphers are not tested
against quantum annealing attacks, it is possible to construct algorithms that are resilient to other methods but vulnerable to
quantum annealing.

Ultimately, this could result in the future of cryptography relying on weaker algorithms, which are relatively easy to breach.
This scenario would significantly lower the level of cybersecurity for those utilizing such algorithms.

Nowadays, the cost of quantum annealing is high, and current technology does not allow for successfully solving instances of
significant cryptanalytic problems; however, there is a great probability that it will not be a problem in the near future.
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