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Abstract

Cyberattacks represent one of the key threats to the stability, integrity, and availability of modern information systems, making 
the rapid and effective restoration of operational continuity after cybersecurity incidents essential. This article provides 
a comprehensive review and comparative analysis of techniques used to recover systems following information security 
incidents, including such approaches as backups, redundancy, virtualization, and cloud-based technologies. The analysis 
draws on an in-depth examination of the academic literature and industry practices, enabling a comparison of the most widely 
used methods in both historical and contemporary contexts. Particular attention is given to evaluating the effectiveness of 
these solutions with respect to two critical continuity metrics: system recovery time (RTO) and acceptable data loss (RPO). The 
comparison also considers the economic costs of implementing and maintaining various technologies, as well as organizational 
factors that influence the effectiveness of recovery strategies. Both the advantages and limitations of each approach are 
discussed, with consideration of system scale, resource availability, and the level of process automation.
The study identifies significant research gaps in continuity strategies, especially in light of the growing complexity of IT 
environments and the integration of cloud and hybrid solutions. Based on the analysis, recommendations are formulated for 
further development of system recovery practices, with particular emphasis on standardizing procedures, automating recovery 
testing, and adopting emerging security technologies. These findings may serve as a foundation for building more effective 
and resilient information security strategies, ultimately enhancing data protection and ensuring greater operational continuity 
in the face of the increasing volume and complexity of cyberthreats.
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1. Introduction

The rapid evolution of information technologies accompanying contemporary processes of societal digitalization brings with it 
an escalating risk of cyberattacks, whose scale and complexity continue to grow. Such incidents significantly disrupt organizational 
operations, often resulting in severe financial losses, data breaches, and reputational damage to both private companies and public 
institutions (Shameli-Sendi et al., 2014; Ponemon, 2022). Against this backdrop, the key challenge is not only to protect systems 
from potential threats but also to ensure their effective restoration following an attack (Andress, 2020).
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Disaster recovery techniques are particularly critical for minimizing losses resulting from cyber incidents (Tamimi et al., 2019). 
Prior studies and the existing body of literature emphasize that appropriately selected system recovery strategies are essential 
to ensuring high availability and resilience of information and communication technology infrastructure (Khoshkholghi, 2014). 
The most prevalent approaches include creating and maintaining backups, deploying redundant systems, using virtualization, 
and adopting cloud computing services. Each of these methods carries distinct advantages and limitations, and the choice of 
an appropriate approach depends on factors such as the organization’s operational profile, available resources, acceptable risk 
thresholds, and regulatory requirements (Buyya et al., 2013; Alhazmi & Malaiya, 2013).

This article presents a comprehensive review and comparative analysis of selected disaster recovery techniques for restoring 
IT system continuity following cyberattacks. Their effectiveness is assessed in terms of key metrics such as system recovery time 
(RTO) and acceptable data loss (RPO). In addition, the economic and organizational aspects of implementing the respective 
solutions are examined, and research gaps in this area are identified. Based on the findings, the study proposes recommendations 
to improve disaster recovery practices and enhance the resilience of IT infrastructure against contemporary cyberthreats.

2. Methodology

This study employed a Systematic Literature Review (SLR) methodology, following the guidelines proposed by Kitchenham and 
Charters (2007). The primary research objective of this study is to identify, classify, and evaluate the technical effectiveness of 
contemporary disaster recovery methods used to mitigate the impact of cyberattacks. The process was carried out in several 
stages: formulating research questions, searching the literature, selecting publications according to predefined criteria, performing 
content analysis, and synthesizing the findings.

The first step involved defining the main research question: “What disaster recovery techniques are currently used to restore 
the continuity of IT systems after cyberattacks, and what are their primary advantages and limitations?” In addition, supplementary 
research questions were formulated to examine the comparative effectiveness of the analyzed techniques, their availability, and 
the specifics of their implementation across different IT environments.

Subsequently, scientific publications were retrieved using electronic databases such as IEEE Xplore, Scopus, Web of Science, 
and ScienceDirect. Search terms included “disaster recovery techniques,” “cyber-attack recovery,” “system restoration after cyber-
attack”, “business continuity after cyber-attack” and their Polish equivalents. A temporal filter was applied to include articles 
published between 2011 and 2025, ensuring the inclusion of the most recent state-of-the-art solutions from 2024–2025. However, 
a select number of older foundational sources were intentionally retained due to their exceptional substantive value and theoretical 
significance, as they establish the core conceptual frameworks for the entire field of study.

In the third stage, the results were screened based on abstracts and full texts according to strict inclusion and exclusion criteria 
designed to ensure the reproducibility of the SLR. These criteria are detailed in Table 1.

Table 1. SLR Inclusion and Exclusion Criteria
Criterion ID Inclusion Criteria (IC) Exclusion Criteria (EC)

C1 Peer-reviewed journal articles, conference papers, or book chapters White papers, commercial presentations, blog posts, or editorial notes

C2 Studies published between 2013 and 2025 Research published before 2013

C3 Focus on IT system recovery, restoration, or business continuity specifically 
following cyberattacks

General disaster recovery for natural disasters (e.g., floods, earthquakes) 
without a cyber context

C4 Papers providing technical details, architectural frameworks, or comparative 
metrics (e.g., RTO, RPO)

Papers focusing purely on legal, political, or psychological aspects 
of cybersecurity

Source: the authors’ own work.

To ensure the scientific rigor and validity of the synthesized findings, all candidate papers that passed the inclusion criteria 
were subjected to a formal Quality Assessment (QA) process, as recommended by Kitchenham and Charters (2007). Each paper was 
evaluated against four specific quality assessment questions designed to measure its methodological soundness and relevance 
to disaster recovery operations:
•	 QA1 (Objective): Is the research objective or the problem related to cyber-attack recovery clearly stated?
•	 QA2 (Methodology): Does the paper propose a clearly defined technical approach, architectural framework, or empirical 

methodology?
•	 QA3 (Data & Metrics): Are the recovery metrics (such as RTO, RPO, availability, or recovery success rates) explicitly evaluated 

or discussed?
•	 QA4 (Contribution): Does the study provide a significant contribution to the field of IT system continuity and cyber-resilience?
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Each publication was graded for each question using a three-point scoring system: 1.0 (Fully answered), 0.5 (Partially 
answered), and 0.0 (Not answered). Consequently, the maximum possible quality score for a single paper was 4.0. Only papers that 
achieved a threshold score of 2.5 or higher were retained for the final data extraction phase. This strict quality filtering ensured that 
poorly documented or purely speculative studies were excluded from the final matrix synthesis.

Only sources that directly addressed system recovery techniques after cyberattacks and provided clearly defined methods or 
comparative data were selected. A total of 40 articles qualified for detailed analysis.

Finally, a qualitative content analysis was conducted to identify and classify techniques according to the following criteria: 
type of technology (cloud computing, virtualization, traditional backups, system redundancy), recovery time objective (RTO), and 
data availability after failure (Recovery Point Objective – RPO) (Snedaker, 2020; Linthicum, 2009). To this end, content coding and 
thematic analysis were employed, enabling the identification of the main thematic categories and technical solutions proposed by 
the authors of the reviewed publications (Braun & Clarke, 2006).

The final stage of the methodology involved synthesizing and comparing the collected information. For this purpose, a matrix-
based approach (a comparative techniques matrix) was employed, allowing for a clear juxtaposition of the characteristics of 
individual system recovery techniques following cyberattacks and the identification of their advantages and limitations.

2.1. A Comprehensive Review of System Recovery Techniques Following Cyberattacks

This chapter presents a comprehensive overview of the most commonly used techniques for restoring IT systems disrupted by 
cyberattacks. These techniques are grouped according to technological criteria, including traditional solutions, redundancy-based 
solutions, virtualization-based solutions, and cloud-based solutions. 

Each of the presented techniques has specific advantages and limitations that determine its effectiveness and suitability for 
specific organizations and types of threats. A detailed comparative analysis of these methods will be presented in the next chapter.

Traditional Recovery Methods. Traditional system recovery methods focus primarily on the regular creation and storage 
of data backups as well as the configuration of IT environments. These are solutions based on local backup mechanisms, 
such as copies stored on magnetic media, optical media, or external drives. The main advantages of this approach are its low 
implementation cost and ease of deployment; however, its principal drawbacks include a relatively long data restoration time 
and the risk of media damage (Tamimi et al., 2019; Snedaker, 2020). Furthermore, current paradigms emphasize the shift towards 
immutable and air-gapped backup architectures as a primary line of defense against data-destructive malware (Li et al., 2024). 
For this reason, traditional solutions may not meet the requirements of organizations with high service availability demands.

Redundant systems are widely used as a means of protection against the effects of cyberattacks and other failures. Hardware 
redundancy involves the parallel operation of two or more identical infrastructure components, which assume each other’s roles 
in the event of a component failure (Silberschatz et al., 2018). Software redundancy, in turn, encompasses solutions such as 
High Availability (HA) clusters, in which applications run simultaneously on multiple nodes or take over functions in the event 
of a failure. Redundancy is particularly advantageous in environments with high availability and fault-tolerance requirements. 
However, it entails higher infrastructure costs and greater administrative complexity (Mukherjee, 2014). 

The deployment of these redundant frameworks has further evolved beyond traditional local, single-site mirroring to address 
both infrastructure vulnerabilities and the exponential growth of data volume. To eliminate the risk of a single point of failure at the 
cloud provider level, contemporary redundant systems increasingly utilize distributed multi-cloud environments. Implementing 
a disaster recovery service system across multiple cloud vendors ensures that even in the event of a catastrophic provider outage, 
the automated failover mechanisms can seamlessly shift operations to an independent cloud infrastructure, thereby preserving 
the lowest possible RTO and RPO metrics (Liu et al., 2022).

This level of high-availability redundancy is increasingly recognized as a foundational requirement for specialized data 
systems and critical infrastructure, most notably within modern smart grids. The massive, continuous influx of information 
generated by smart metering data analytics presents unprecedented challenges in terms of application throughput, methodology 
adaptation, and real-time system stability (Wang et al., 2019). For such vital networks, any prolonged downtime can lead to severe 
systemic failures, making multi-layered redundancy and instantaneous data replication the only viable strategy to safeguard data 
integrity and maintain continuous utility operations.

IT environment virtualization enables the creation of isolated, virtual copies of operating systems, applications, and data that 
can be easily migrated between physical servers. System recovery in a virtualized environment is faster than with traditional methods, 
as it often requires only restoring virtual machine images (snapshots) to other hardware or environments (Buyya et al., 2013). 
Virtualization also facilitates the automation of IT system recovery processes, thereby reducing service downtime following 
a cyberattack. At the same time, it requires careful management of hardware resources and increases the security requirements 
of virtualized environments (Bigelow, 2019).
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Cloud-Based Solutions. The development of cloud technologies has significantly influenced approaches to IT system 
continuity and disaster recovery. The use of cloud computing enables the storage of data and applications on external providers’ 
servers, ensuring that information remains secure even in the event of a complete failure of local infrastructure (Khoshkholghi, 2014). 
The most commonly used Disaster Recovery as a Service (DRaaS) offerings enable organizations to rapidly launch emergency 
IT environments in the cloud following a cyberattack. The main advantages of this approach include scalability, flexibility, low 
recovery time, and reduced capital expenditures. Consequently, decision-makers are faced with a complex evaluation of cloud 
adoption, which requires balancing these operational efficiencies and scalability benefits against the inherent compliance and 
security risks (Carroll et al., 2011). Recent advancements in 2024 and 2025 highlighted the integration of artificial intelligence 
and automated orchestration in cloud-based DRaaS to counter sophisticated ransomware attacks that target backup repositories 
themselves (Vinisha et al., 2025; Nikolovski et al., 2025). Its principal drawbacks, however, involve risks related to the security of 
data entrusted to external providers and the potential challenges associated with the availability and quality of cloud services 
(Alhazmi & Malaiya, 2013; Mell & Grance, 2011). These cloud computing environments remain fundamentally vulnerable to a wide 
array of security challenges, including multi-tenancy issues, data breaches, and targeted ransomware threats that continuously 
jeopardize stored corporate assets (Tabrizchi & Kuchaki Rafsanjani, 2020). To mitigate these severe vulnerabilities and secure 
sensitive applications within DRaaS platforms, contemporary frameworks emphasize the implementation of robust security 
models and advanced cryptographic architectures designed to maintain data confidentiality even in shared cloud infrastructures 
(Suraj et al., 2018).

To address these performance and availability challenges, recent studies have placed a significant emphasis on evaluating 
the operational metrics of cloud-based recovery mechanisms, specifically analyzing data protection efficiency and recovery 
time objectives to optimize overall system resilience (Nikolovski & Mitrevski, 2023). Standard cloud architectures are also being 
systematically upgraded to meet modern resilience requirements; current research addresses the structural transformation 
and comprehensive development pathways of modern data disaster recovery frameworks to ensure continuous data integrity 
(Tian et al., 2023).

Furthermore, to mitigate the risks associated with reliance on a single external provider and eliminate single points of failure, 
organizations increasingly adopt multi-cloud architectures. Implementing disaster recovery service systems within a multi-cloud 
environment allows for distributed redundancy, thereby enhancing system reliability and strategic flexibility during large-scale 
infrastructure disruptions (Liu et al., 2022). Comprehensive literature overviews confirm that while cloud-integrated disaster 
recovery provides robust paradigms for continuity, its ultimate success depends on how effectively the underlying system balances 
replication frequency with network bandwidth constraints (Abualkishik et al., 2020).

Finally, the prominent drawbacks concerning data security require sophisticated mitigation strategies, as the cloud 
environment remains highly susceptible to evolving vulnerabilities. Extensive analyses of cloud security landscapes identify critical 
threats ranging from data breaches to unauthorized access and outline rigorous mitigation frameworks necessary to safeguard 
sensitive information (Alouffi et al., 2021). Consequently, addressing these multi-faceted challenges through integrated security 
protocols and advanced encryption standards remains a foundational requirement for establishing trustworthy and secure cloud-
based disaster recovery solutions (Salim et al., 2023).

3. A Comparative Analysis of Selected Techniques for Restoring IT System Continuity After Cyberattacks

The objective of the comparative analysis is to provide a detailed presentation of the IT system recovery techniques described in the 
previous section of this article. This comparison encompasses key evaluation criteria that fundamentally influence the selection 
of the most appropriate method for an organization. Particular emphasis is placed on system recovery time efficiency (Recovery 
Time Objective – RTO), the acceptable extent of data loss (Recovery Point Objective – RPO), and the costs of implementing and 
maintaining individual techniques. In addition, attention is given to the significant advantages and potential limitations of each 
method, enabling the precise identification of optimal solutions depending on an organization’s operational profile and available 
resources. This in-depth analysis facilitates a better understanding of the capabilities and constraints of available technologies, 
supporting informed decision-making in continuity management following cyber incidents.

3.1. RTO and RPO Benchmarking of Disaster Recovery Techniques

Ensuring the effectiveness of the system recovery process after a cyberattack depends critically on two parameters: RTO and RPO. 
The RTO parameter defines the maximum acceptable time to restore the system to operational status, while the RPO parameter 
specifies the maximum acceptable level of data loss. A comparative analysis of selected techniques according to these criteria 
is presented in Table 2 below.
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Table 2. Comparative Analysis of the Effectiveness of IT System Continuity Recovery Techniques After Cyberattacks in Terms 
of RTO and RPO Parameters

Technique Average RTO Average RPO Remarks

Traditional 
Backups

A few hours to 
a few days 12–24 hours

These methods typically exhibit the longest RTOs, ranging from several hours to even several days, particularly when 
physical restoration of data from magnetic tapes or external drives is required. In such cases, the RPO also remains 

relatively high, ranging from several hours to as much as one full day, meaning that the organization must accept the 
risk of losing critical data generated since the last backup. Nevertheless, these methods remain popular due to their 

ease of implementation and low initial costs, especially among small and medium-sized enterprises 
(Snedaker, 2020; Tamimi et al., 2019).

Redundant 
Systems

Minutes to 
several hours

Minutes to 
several hours

These solutions offer significantly shorter recovery times, with RTO ranging from just a few minutes to, at most, 
several hours, owing to the automatic failover to backup IT environments. Similarly, RPO remains very low, typically 

within a range of a few minutes to one hour. As a result, this technique is recommended for organizations that 
cannot tolerate prolonged downtime, such as financial institutions, hospitals, or data centers. Nevertheless, these 
solutions entail higher implementation costs and require a sophisticated, professionally managed infrastructure 

(Mukherjee, 2014; Buyya et al., 2013).

Virtualization 
Techniques

A few minutes 
to a few hours

A few minutes 
to a few hours

By leveraging virtual machine snapshots and the ability to migrate environments between physical servers, these 
approaches achieve relatively short RTOs – ranging from a few minutes to several hours. The RPO is similarly 
favorable, often spanning from just a few minutes to at most one hour. Virtualization also enables advanced 
automation of system recovery processes following an attack, further reducing restoration time. As a result, 

this method is particularly attractive for dynamic organizations with moderate budgets that require flexible and 
efficient solutions. However, these techniques carry risks associated with the heightened vulnerability of virtualized 

environments to cyberattacks, especially in the absence of adequate security measures at the virtualization layer 
(Alhazmi & Malaiya, 2012; Alhazmi & Malaiya, 2013).

Cloud 
Computing 

(DRaaS)

A few minutes 
to a few hours

A few minutes 
to a few hours

These solutions typically provide very short system recovery times (RTO ranging from a few minutes to at most several 
hours) as well as equally favorable RPO values (from a few minutes to several hours). Cloud technology enables 
rapid activation of disaster recovery environments without the need for maintaining proprietary infrastructure. 

DRaaS solutions are characterized by high scalability and flexibility, allowing organizations to tailor them to current 
operational needs and financial constraints. However, a key limitation is the dependency on the stability of cloud 

service providers and the availability of internet connections, which may increase operational risk in the event 
of telecommunications infrastructure failures 
(Silberschatz et al., 2018; Litte & Chapa, 2003).

Source: the authors’ own work.

The comparison in Table 2 shows that the fastest system recovery is achieved by solutions based on redundancy as well as 
cloud and virtualization technologies. Traditional backups exhibit the longest RTOs and the highest risk of data loss (high RPO), 
making them less effective in dynamic environments. To further optimize these metrics, modern empirical evaluations of Backup-
as-a-Service (BaaS) environments demonstrate that cloud-integrated backup architectures can significantly reduce both recovery 
time and data volatility, providing predictable RTO and RPO benchmarks that outperform traditional physical storage media in 
disaster scenarios (Mendonça et al., 2019). The verification of these benchmarks is heavily supported by dedicated performance 
analyses of cloud service-based data protection systems, which demonstrate how systematic resource orchestration directly 
influences recovery velocities and minimizes operational overhead during data restoration (Nikolovski et al., 2024). The deployment 
of such optimized infrastructure is increasingly critical in specialized sectors, such as academic and public institutions, where the 
challenges of protecting highly confidential records demand stringent data security measures alongside minimized RPO to prevent 
permanent information loss (Madhura & Mahalakshmi, 2021).

Consequently, the paradigm shift toward cloud computing technology has enabled the development of advanced data centers 
capable of supporting these rapid-recovery architectures through scalable resource allocation and high-throughput networking 
(Xie et al., 2022). To operationalize these capabilities for high-availability IT services, organizations frequently implement integrated 
Data Center-Disaster Recovery Center (DC-DRC) frameworks. These dual-site frameworks ensure that when the primary data 
center encounters a disruptive event or cyberattack, the interconnected disaster recovery center can immediately assume the 
operational workload, effectively pushing RTO closer to real-time execution thresholds (Dhanujati & Girsang, 2018). Furthermore, 
the necessity of such robust high-availability strategies is particularly evident in modern critical infrastructure, such as new power 
systems managing massive streams of measurement data, where continuous data availability and immediate failover capabilities 
are paramount to prevent cascading systemic failures (Tao et al., 2024). 

This critical dependency on network availability underscores a vulnerable link in the DRaaS pipeline: if communication 
channels between the local enterprise and the cloud provider are severed, the entire recovery process stalls, regardless of the 
cloud's internal resilience. To mitigate the impact of widespread telecom outages, contemporary disaster recovery strategies 
incorporate comprehensive protection mechanisms for communication networks against large-scale physical or logical disruptions 
(Gomes et al., 2016). These mechanisms include diverse routing, automated path reconfiguration, and traffic prioritization to ensure 
that critical replication data can still reach cloud repositories during regional infrastructure emergencies.
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Furthermore, in scenarios where the primary telecommunications infrastructure is completely destroyed or paralyzed 
by a cyber-physical attack, establishing alternative communication pathways becomes paramount. In such extreme events, 
the deployment of rapid, ad-hoc wireless network recovery solutions offers a viable alternative to traditional internet connectivity 
(Reichman & Wayer, 2019). By setting up temporary, decentralized ad-hoc networks on-site, organizations can maintain localized 
data coordination and restore essential communication links to backup systems, effectively bridging the connectivity gap until 
mainstream internet services are stabilized.

3.2. Advantages and Limitations of IT System Recovery Methods After Cyberattacks

Each of the analyzed methods for restoring IT system continuity after cyberattacks have specific advantages and limitations, 
as presented in Table 3.

Table 3. Characteristics of the Advantages and Limitations of Methods for Restoring the Continuity of IT Systems After Cyberattacks
Technique Advantages Limitations

Traditional Backups Simple implementation, low investment cost, availability Slow recovery, high level of data loss, risk of media failure

Redundant Systems Very short downtime, high reliability, minimal data loss High costs, complex administration, need for additional 
hardware resources

Virtualization Techniques Reduced recovery time, easy automation, and flexibility and mobility 
of IT resources

Risk of security threats to virtual infrastructure, 
need for specialized expertise

Cloud Computing (DRaaS) Scalability, rapid deployment, low initial cost, and no need 
to maintain proprietary disaster recovery infrastructure

Dependence on the provider, data security concerns, 
need for constant internet access

Source: the authors’ own work.

The comparison presented in Table 3 indicates that cloud-based and virtualization solutions are currently the most promising 
due to their flexibility and ease of scalability. In contrast, traditional techniques are more suitable for smaller organizations with 
limited budgets.

3.3. Implementation and Maintenance Costs of IT System Continuity Recovery Techniques After Cyberattacks

Cost analysis represents an important criterion in selecting an appropriate system recovery technique after a cyberattack. 
Costs include both the implementation and ongoing maintenance of individual solutions:
•	 Traditional backups: low initial costs; however, the need for regular media management, storage, and testing of backups 

generates hidden operational expenses.
•	 Redundant systems: the highest initial costs due to hardware and software acquisition, as well as infrastructure maintenance. 

In addition, the requirement for a skilled administrative staff further increases ongoing operational expenditures.
•	 Virtualization techniques: moderate implementation costs, primarily associated with the purchase and licensing 

of virtualization platforms. Long-term administrative expenses are lower due to process automation.
•	 Cloud-based solutions (DRaaS): low initial investment costs and flexibility offered by the subscription model; however, 

expenses increase with the scale and intensity of service usage, which may result in higher long-term costs (Mell & Grance, 2011).

4. Conclusions

Based on a comparative analysis of IT system recovery techniques following cyberattacks, it is possible to identify recommended 
practices and areas requiring further research and technological development. The following section discusses the main conclusions 
derived from the review, highlighting both identified research gaps and practical recommendations.

The analysis indicates that the most effective and contemporary approaches to system recovery after cyberattacks involve 
cloud-based and virtualization technologies. Particularly advantageous is the Disaster Recovery as a Service (DRaaS) solution, 
which combines short recovery times (RTO), minimal data loss (RPO), and substantial flexibility in managing IT costs and resources. 
Recommended best practices include:
•	 Employing hybrid recovery methods that combine local redundant environments with cloud-based disaster recovery sites, 

thereby significantly increasing resilience.
•	 Automating system recovery processes, especially within virtualization and cloud environments, to reduce response times 

and minimize human error.
•	 Regularly testing and updating Disaster Recovery plans, including cyberattack simulations, to ensure preparedness for 

realistic threat scenarios.
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4.1. Identification of Research Gaps and Areas Requiring Further Study 

The literature review and comparative analysis revealed several significant research gaps that require further investigation and 
technological development:
•	 Integration of recovery methods with advanced security technologies: issues related to integrating recovery systems with SIEM 

(Security Information and Event Management) tools and artificial intelligence remain insufficiently explored. Such integration 
could enable faster threat identification and the automated initiation of system recovery procedures.

•	 Data security in cloud technologies: there is a lack of comprehensive studies on methods for minimizing the risk of losing 
control over data stored in the cloud during cybersecurity incidents.

•	 Economic analysis of the long-term costs of disaster recovery: there is an insufficient number of studies comparing the 
actual, long-term operational costs of different recovery techniques, including both explicit and hidden costs arising from 
unplanned downtime and reputational damage. Furthermore, current literature lacks extensive exploration into alternative, 
non-commercial infrastructure models, such as decentralized or cooperative deployment strategies that could potentially 
democratize disaster recovery capabilities for resource-constrained entities.

4.2. Practical Recommendations for Enterprises and Institutions

Practical recommendations have been formulated to help organizations effectively implement system recovery strategies after 
cyberattacks. It is advised that recovery techniques be tailored to the specific operational context and the acceptable level of risk 
within a given sector. For mission-critical activities such as financial services, healthcare, or the energy sector-redundant and cloud-
based solutions are recommended, as they enable rapid activation of disaster recovery environments. For less critical sectors, 
traditional or hybrid approaches that combine the advantages of multiple methods may be employed. Additionally, to address 
the high financial barriers and risk of vendor lock-in associated with mainstream commercial providers, public institutions and 
smaller enterprises should explore alternative cloud paradigms. Specifically, adopting community cloud models and leveraging 
open-source infrastructure can provide a highly cost-effective, collaborative, and sustainable framework for establishing shared 
disaster recovery environments without relying heavily on proprietary ecosystems (Baig et al., 2018).

A key element of an effective strategy is the adoption of multilayered recovery methods (i.e., diversification), encompassing 
the simultaneous use of local backups, redundant environments, and cloud-based services. Such diversification enhances overall 
resilience against a broad spectrum of threats.

Regular training and crisis simulations are also essential to ensure that personnel are adequately prepared to respond to real 
cybersecurity incidents. These activities help organizations react quickly and minimize the negative impacts of potential attacks.

Finally, legal and regulatory considerations such as compliance with data protection laws, including GDPR should be fully 
integrated into disaster recovery planning. Implementing solutions aligned with these requirements not only improves security but 
also protects organizations from the legal and financial repercussions of data loss incidents.
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