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Abstract

The rapid development of unmanned aerial systems (UAS) has made drones both a useful civilian tool and a potential threat
to public safety and critical infrastructure. This paper aims to analyze the threats posed by unmanned aerial systems to
critical infrastructure and to assess available protective strategies and solutions, with particular emphasis on technological,
organizational, and legal barriers. The study seeks to demonstrate that effective protection of critical infrastructure against
UAS-related threatsrequiresanintegrated approach combiningmodern counter-dronetechnologies (C-UAS, Counter-Unmanned
Aerial Systems) with appropriate organizational procedures and coherent legal regulations.

This article employs a qualitative analysis of scientific literature, industry reports, and normative documents concerning
critical infrastructure protection. On this basis, factors that increase the vulnerability of critical infrastructure to aerial attacks

by unmanned aerial vehicles are identified. In addition, case studies of incidents involving unmanned aerial systems directed
against critical infrastructure are presented.

The study concludes with a proposal for a counter-UAS defense system concept for critical infrastructure. Furthermore,
the results of an experiment conducted using an air operations simulator and a scenario-based analysis of C-UAS use cases are
presented. This enabled the determination of the capabilities for detecting and neutralizing different types of unmanned aerial
vehicles within a simulated critical infrastructure facility.

Keywords: counter-UAS systems, critical infrastructure, drones, security, unmanned aerial systems

1. Introduction

Critical infrastructure, which includes energy, telecommunications, transport, water and sewage systems, financial systems, and
public administration facilities, underpins the proper functioning of the state and the security of its citizens. Its importance has
been explicitly emphasized in strategic documents of the European Union (CEC, 2026). Any disruption to the continuity of critical
infrastructure operations or its physical destruction may lead to severe social, economic, and political consequences, including
destabilization of the state system, restricted access to public services, and reduced crisis response capabilities (Haimes, 2016).
Previousresearch and practicesin criticalinfrastructure protection have primarily focused on physical threats such as sabotage,
terrorist attacks, natural disasters, and technical failures, and, in recent years, have also included cyber threats. The literature
widely emphasizes the need for a systems-based approach that integrates technical, organizational, and legal measures,
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while taking into account the interdependencies between individual infrastructure sectors (Brunner, 2009; Rinaldi, Peerenboom,
Kelly, 2001). At the same time, it has been noted that classical protection models are not always sufficient in the face of a rapidly
changing threat environment.

A significant challenge for modern security systems has become the rapid development of unmanned aerial systems (UAS),
which has led to the emergence of a new category of threats that have so far been marginally considered in analyses of critical
infrastructure protection. In recent years, there has been a significant increase in incidents involving unauthorized airspace
violations, reconnaissance of protected facilities, disruption of technical systems, and direct attacks on strategically important
sites. Research confirms that even commercially available drones can be used for disruptive, sabotage, and terrorist activities,
significantly increasing the risk level for critical infrastructure (Adnan, Khamis, 2022).

Experiences from recent armed conflicts, particularly operations in Ukraine (Rieznik, Sydorov, Tatarenko, 2025) and the Middle
East (Veilleux, Archambault, 2022), have demonstrated the effectiveness of UAS in targeting state infrastructure, including energy,
logistics, and administrative facilities. In response to the growing risk, the development and implementation of integrated counter-
UAS systems are becoming increasingly important. These systems include solutions for detecting, identifying, and neutralizing
unmanned aerial systems. They utilize, among others, radar, optical, acoustic, and radio-electronic sensors, as well as kinetic
countermeasures (Dobija, 2023; Rudys, Laucys, Ragulis et al., 2022).

At the same time, authors (i.e. Michalski & Radomyski, 2020) indicate that the effectiveness of such systems is strongly
dependent on the nature of the protected facility, environmental conditions, the level of integration with existing security
infrastructure, and applicable legal regulations. Despite the rapid development of counter-drone technologies, significant gaps
remain in the literature regarding comprehensive protection of civilian critical infrastructure, particularly in the organizational,
procedural, and legal dimensions. Existing regulations governing the use of UAS and counter-UAS operations often fail to keep pace
with technological developments, hindering effective responses to threats in civilian airspace (European Commission JRC, 2024;
EASA, 2021).

2. Critical Infrastructure as an Element of State Security

Criticalinfrastructure (Cl) constitutes one of the foundations of modern state security, determining the continuity of state functioning,
social stability, and economic development. The term refers to systems, facilities, and services whose disruption or destruction
could lead to serious consequences for state security and the lives of citizens. The origin of the term “critical infrastructure” dates
back to the 1990s, when it began to be used in the United States and Canada to describe systems essential for the functioning of
modern society and public administration. The first official document introducing this concept is considered to be U.S. President
Bill Clinton’s directive of May 22, 1998, concerning the protection of critical infrastructure against terrorist and cyber threats
(PDD-63, 1998). At the European level, the concept was formally defined in Council Directive 2008/114/EC, which describes critical
infrastructure as assets essential for maintaining vital societal functions, health, safety, security, and the economic or social well-
being of citizens (EU, 2008).

The importance of critical infrastructure results from its high level of interdependence. Disruption of one system, such as
the energy or information and communication technology sectors, may trigger a domino effect that paralyzes other state sectors.
The consequences of such disruptions may include threats to the life and health of citizens, economic destabilization, reduced
public administration response capabilities, and a decline in public trust in state institutions. For this reason, protecting and
strengthening critical infrastructure resilience is one of the key priorities of contemporary security policy. This is reflected, among
others, in EU Directive 2022/2557 (CER), which focuses on enhancing the resilience of critical infrastructure against threats such
as cyberattacks, natural disasters, and terrorism (EU, 2022).

3. Development of Critical Infrastructure and the Evolution of Threats Against It

The development of critical infrastructure over recent decades has been closely linked to technological progress, globalization, and
the growing interdependence among technical, economic, and administrative systems. Alongside the expansion and automation
of infrastructure systems, threats targeting critical infrastructure have also evolved, encompassing both traditional threats and new
forms of asymmetric activity.

From a historical perspective, until the mid-20®" century, the dominant threats to key infrastructure were military in nature.
During World War | and World War II, the primary targets of attacks were railway lines, bridges, ports, power plants, and industrial
facilities, whose destruction was intended to weaken the enemy’s military and economic potential. At that time, such infrastructure
was not referred to as “critical,” although it performed an analogous systemic function.
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During the Cold War, threats against infrastructure assumed a strategic character. In addition to preparations for potential
armed conflict, concerns emerged regarding sabotage, subversion, and the use of weapons of mass destruction, including attacks
on nuclear power plants, energy networks, and state communication systems. During this period, the importance of information
and telecommunications infrastructure for the functioning of the state also began to be recognized.

After the end of the Cold War, particularly from the 1990s onward, the development of information technologies and the
Internet led to the growing significance of non-military threats, including terrorist and cyber threats (Zuber, 2019). A turning point
was the terrorist attacks of September 11,2001, in the United States, which demonstrated the scale of the consequences resulting
from attacks on transport and financial infrastructure, as well as their implications for international security. From that moment,
critical infrastructure became one of the primary targets of terrorist activities.

In subsequent years, cyberattacks began to play an increasingly important role. One notable example was the 2010 Stuxnet
computer virus attack against the Iranian nuclear program, which, for the first time, demonstrated the possibility of physically
damaging industrial infrastructure through cyber tools (Kushner, 2013). Another significant case involved cyberattacks on the
Ukrainian power grid in 2015-2016, which caused temporary power outages affecting hundreds of thousands of consumers.
In December 2015, malware known as BlackEnergy was used to gain control over the systems of energy operators, resulting in
power supply disruptions. In 2016, a more advanced attack employing Industroyer (Crash Override), specifically designed to target
industrial systems, was carried out.

In recent years, the catalogue of threats to critical infrastructure has been further expanded to include hybrid threats that
combine military, cyber, informational, and economic activities.

Examples include acts of sabotage against energy infrastructure, such as damage to undersea gas pipelines and
telecommunications cables, which have highlighted the vulnerability of transnational infrastructure systems to covert operations
and actions difficult to attribute unequivocally to a specific perpetrator (Olech, 2025).

At the same time, the importance of natural and climate-related threats, such as floods, prolonged droughts, extreme weather
events, and earthquakes, has continued to grow. These events increasingly lead to serious disruptions in the functioning of energy,
water supply, and transport systems, as has been repeatedly observed in Europe and elsewhere. The increasing frequency of such
events means that the resilience of critical infrastructure to natural hazards is becoming a key security challenge.

4. Unmanned Aerial Systems as a Contemporary Threat to Critical Infrastructure

In recent years, one of the fastest-growing threats to critical infrastructure has been the use of unmanned aerial systems (UAS),
commonly known as drones. This phenomenon is part of the broader evolution of asymmetric threats, characterized by low
implementation costs, high effectiveness, and difficulty in identifying perpetrators. The growing popularity of drone attacks results
primarily from three factors: widespread access to drone technology, the relative ease of piloting or programming flight operations,
and the high cost-effectiveness of their use in offensive activities.

One of the first examples of the large-scale use of drones against critical infrastructure was the attack on the Abqgaiq and
Khurais oil facilities in Saudi Arabia in September 2019, which led to the temporary paralysis of Saudi Aramco’s production and
areduction in the global oil supply. The Houthi rebels claimed responsibility for the attack, while the Saudi authorities accused Iran
of carrying it out, highlighting the international dimension of threats to energy infrastructure (BBC, 2019).

Another significant example was the drone attacks in the United Arab Emirates on January 17, 2022, when unmanned
aerial vehicles struck ADNOC oil facilities and the area surrounding Abu Dhabi Airport. As a result of the attack, three people
were killed, and six others were injured. The Houthis once again claimed responsibility for the incident, which was regarded as
a significant escalation of the regional conflict and confirmation of the vulnerability of critical infrastructure to UAS-based attacks
(Al Jazeera, 2022).

The significance of the drone threat became particularly evident during the Russo-Ukrainian War, which has been ongoing
since 2022. Russia has regularly employed hundreds of strike drones, including Shahed-136 (Geran-2) systems, to attack
Ukrainian critical infrastructure, particularly in the energy, industrial, and municipal sectors, causing prolonged power outages
and civilian casualties. Record-scale attacks were carried out, among others, during the night of September 6-7, 2025, when
Russia reportedly used more than 800 drones of various types (Military Portal, 2025). At the same time, Ukraine has conducted
retaliatory operations using drones against Russian energy, industrial, and military facilities, causing disruptions in energy
supplies and damage to infrastructure within the territory of the Russian Federation (Reuters, 2025). These examples demonstrate
that drones have become a permanent element of contemporary operations targeting critical infrastructure, both in interstate
and asymmetric conflicts.
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However, the threat posed by UAS is not limited solely to war zones. In September 2025, Copenhagen Airport was temporarily
closed after unidentified drones were detected, causing significant disruptions to air traffic. Similar incidents occurred at other
airports in Denmark and the United Kingdom, where drone sightings led to the suspension of flight operations and the activation
of emergency procedures (Biatczyk, 2025). Some commentators described these incidents as potential elements of hybrid threats
aimed at the security of transport systems and state infrastructure.

5. Factors Increasing the Vulnerability of Critical Infrastructure to Air Attacks Using Unmanned Aerial Systems

The specific nature of critical infrastructure, combined with the dynamic development of drone technologies, has increased its
vulnerability to this type of threat. The key factors contributing to the effectiveness of attacks using unmanned aerial systems
(UASs) include, among others, the extensive and dispersed nature of infrastructure facilities, their attractiveness as attack targets,
and the limited protection of low-altitude airspace.

5.1. Extensive and Spatially Dispersed Infrastructure Facilities

Critical infrastructure often includes extensive, linear installations such as energy networks, pipelines, railway lines, airports, and
industrial complexes, which, by their nature, are difficult to secure comprehensively. Traditional physical protection measures,
referred to as “hard target” protection, including fences, alarm systems, video surveillance, and security patrols, were primarily
designed to address ground-based threats. Consequently, they often prove insufficient against air attacks, especially those
involving small, low-flying drones capable of bypassing existing protective barriers.

5.2. Attractiveness of Critical Infrastructure as an Attack Target

Critical infrastructure elements constitute particularly attractive targets for potential aggressors, both state and non-state
actors. Disruption of their functioning may lead to serious systemic consequences and the occurrence of so-called cascading
effects, including power outages, communication disruptions, transport paralysis, and limitations in the operational capabilities
of emergency response and administrative systems. For this reason, attacks on critical infrastructure using UASs are perceived
as a relatively low-cost yet highly effective instrument of strategic influence and state destabilization.

5.3. Ease of Penetrating Low-Altitude Airspace

An important factor increasing the vulnerability of critical infrastructure to drone attacks is the limited level of protection
of low-altitude airspace. Most critical infrastructure facilities do not possess specialized systems for detecting and neutralizing
UASs, particularly those operating below 120 meters, which falls within the permitted altitude range for civilian drone
operations. Limitations of low-altitude radar systems and radio-electronic tracking systems, especially in densely populated
urban environments, enable unmanned aerial vehicles to conduct reconnaissance, surveillance, or sabotage operations with
relative ease and without early detection (ICAO 2023). This issue becomes particularly significant in the context of hybrid threats,
where identifying the perpetrator of an attack may be difficult or even impossible.

6. Systems and Solutions for the Protection of Critical Infrastructure Against Threats Posed by Unmanned Aerial Systems

The entry into force of Directive (EU) 2022/2557 of the European Parliament and of the Council (CER Directive) in January 2023
significantly changed Member States' approach to the protection and resilience of critical infrastructure (Cl). The new legal
framework emphasizes not only risk identification and assessment but also the practical implementation of resilience measures
againstdynamically evolving threats, including airborne threats carried out by unmanned aerial systems (UASs). While the Directive
leaves Member States considerable flexibility in selecting technical and organizational measures, it simultaneously and indirectly
necessitates the development of counter-drone systems as an important element of critical infrastructure protection.

6.1. Methods of UAS Detection and Neutralization

The effectiveness of drone neutralization systems largely depends on the quality of monitoring systems as well as on the technical
parameters of the drones themselves, such as radar cross-section (RCS), propulsion type, range, flight altitude, and guidance
method, including the use of GNSS. Small drones with low RCS values, constructed from composite materials, may remain
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undetected by conventional radar systems, which necessitates the use of hybrid detection systems combining radar with acoustic,
optical, and thermal imaging sensors. Fast tactical drones capable of speeds exceeding 200 km/h require early detection, usually
radar-based, in order to provide sufficient reaction time for the system to neutralize the threat before the drone reaches its target.

In security systems protecting critical infrastructure facilities, various drone detection technologies are employed, operating
either in passive mode (observation and signal monitoring) or active mode (signal emission and analysis of reflected signals).
Four main methods of unmanned aerial vehicle detection can be distinguished: radar-based detection (electromagnetic waves),
radio-frequency detection (tracking control signals), acoustic detection, and optical and optoelectronic detection, including
the use of thermal imaging cameras.

The most commonly used solutions are active radar systems monitoring airspace. Their effectiveness is nevertheless limited,
as the detection range usually extends only to approximately 5-6 km due to the small size and low radar cross-section of modern
drones. Additionally, drones may be mistaken for birds or launched in the immediate vicinity of protected facilities, making
their neutralization more difficult. Passive systems include radio-frequency scanners, acoustic sensors, and optical sensors.
Radio-frequency scanners detect communication between the drone and the operator, most commonly within the 2.4-5.8 GHz
range, and, in some cases, also enable the localization of the operator. This method is relatively inexpensive and simple but
susceptible to interference and false alarms, particularly in urban environments with high levels of radio signal activity.

Acoustic sensors, using microphone arrays, identify the sound emitted by drones and determine the direction of approach,
while the use of multiple sensors additionally allows the determination of the drone’s spatial position. Their advantages include
passive operation and mobility; however, their effectiveness is limited by environmental noise and weather conditions, reducing
the effective range to approximately 300-500 meters.

Optical sensors, including daylight and thermal imaging cameras, enable precise drone identification based on shape
recognition and allow the recording of events occurringin airspace. Their effectiveness decreases under adverse weather conditions
or unfavorable lighting, while the limited field of view requires the use of multiple sensors or rotating systems.

In practice, the protection of critical infrastructure facilities relies on multisensor systems integrating low-altitude radar,
radio-emission detectors, acoustic sensors, and optical and optoelectronic systems, including thermal imaging cameras.
The integration of data from multiple sources significantly increases the effectiveness of detecting objects with a very small
radar cross-section, characteristic of modern drones (Dobija, 2025). An important complement to protection systems is the use
of unmanned aerial vehicles in defensive roles, for example, in perimeter patrol operations and rapid identification of violations
within protected zones, as confirmed by studies on UAS use in perimeter security (Serafin, 2024).

6.2. Kinetic and Non-Kinetic Counter-UAS Systems

In protecting critical infrastructure against attacks by unmanned aerial vehicles, both kinetic (hard-kill) systems, which physically
destroy the drone, and non-kinetic (soft-kill) systems, which target its control and navigation systems, are employed.

Non-kinetic systems constitute the primary element of critical infrastructure protection, particularly in urban environments
and near sensitive facilities, because they enable threat neutralization with minimal risk of collateral damage. The most commonly
used methods include radio-frequency (RF) jamming of communication between the drone and its operator, resulting in loss
of control and forcing the drone to land or return to its launch point, as well as disrupting satellite navigation signals (GNSS),
causing flight instability or disorientation of positioning systems. These solutions are characterized by relatively low operational
costs, the possibility of repeated use, and limited impact on the safety of the protected facility. Their effectiveness, however,
depends on the level of drone autonomy and the resilience of onboard systems to interference, and is additionally limited by
operational range and the ability to simultaneously counter targets approaching from multiple directions.

Kinetic systems serve a complementary role by physically destroying or intercepting drones. They include the use of small
arms, machine guns, small-caliber rapid-fire cannons, and interception systems employing nets or interceptor drones. Such systems
are characterized by a high probability of target destruction, short reaction times, and effectiveness against drones resistant to
electronic interference or operating autonomously. However, their use in protecting critical infrastructure is associated with the
risk of collateral damage from gunfire or falling debris from neutralized objects, which limits their applicability in densely built-up
environments or near particularly sensitive installations (Dobija, 2025).

7. Legal Aspects of Countering Threats Posed by Unmanned Aerial Systems

The CER Directive does not specify technical measures for protecting critical infrastructure, leaving Member States considerable
discretion in this area. At the same time, countering UASs involves significant legal limitations arising from aviation law,
telecommunications regulations, and principles concerning the protection of property and privacy. In most European Union
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Member States, the authority to actively neutralize UASs is reserved for state authorities, meaning that critical infrastructure
operators must act in close cooperation with public administration bodies and law enforcement services. The CER Directive
emphasizes precisely this necessity for cooperation as one of the pillars of building critical infrastructure resilience (EU, 2022).

In addition to technical solutions, the CER Directive places strong emphasis on organizational aspects, including the obligation
to develop crisis management plans and incident response procedures. In the context of UAS threats, this includes, among others,
alert procedures, decision-escalation mechanisms, cooperation with relevant authorities, and regular personnel training.

7.1. The Process of Neutralizing Unmanned Aerial Systems

The foundation for designing effective counter-drone systems is a thorough analysis of the technical capabilities and characteristic
features of UASs. Knowledge of drone tactical and technical parameters, such as radar cross-section (RCS), propulsion type,
guidance method, operational altitude, maximum range, endurance, and potential combat capabilities, including the ability
to carry payloads or conduct electronic warfare activities, determines the selection of appropriate sensors and the architecture
of the protection system.

The operational algorithm of counter-drone systems corresponds to the classical air-target engagement cycle and includes
the stages of detection, identification, tracking, and neutralization, disruption, or disabling of the unmanned aerial vehicle
(system). Early detection is key, meaning the target must be detected at a sufficient distance (D_det) to enable its neutralization
at a safe distance from the protected critical infrastructure facility. The required detection distance is determined by the
following relationship:

DdetzR+Vt(t,+t,+t;)£A

where:

D det - required target detection distance enabling the neutralization process,

R - distance to the outer boundary of the UAS neutralization zone (dependent on the capabilities of the counter-UAS system;
typically 1-2.5 km),

V t - velocity of the aerial target (UAS),

t, - time required for target detection, identification, and determination of coordinates,

t, - time required to prepare the neutralization system and direct it toward the target,

t; - time required for engagement of the target (e.g., firing and projectile flight time, or generation and propagation
of electromagnetic energy to the outer limit of the engagement zone), for example: for artillery projectiles (V = 875-1050 m/s)
at a range of 2.5 km: approximately 2-3 seconds, for microwave systems: < 1 second (beam generation time),

A - correction factor accounting for, among others, system delays and the distance between the reconnaissance component
and the engagement system (if they are not located on the same platform).

For example, assuming a UAS flight speed of 250 km/h (= 69.4 m/s), typical for Class Il unmanned systems such as the

Shahed-136 or Geran-2, and assuming:

«  full combat readiness of the system,

+  autonomous target detection and guidance of the engagement system,

+  target detection and identification time: t, =5s,

. preparation time of the neutralization system: t,=5s,

+  neutralization time using an artillery system at the outer limit of the engagement zone: t; =3 s,

+  distance between the reconnaissance component and the engagement effector: approximately 1 km,
«  outer boundary of the neutralization zone: R=2.5 km,

the result obtained is: D det = 4,400 m This means that target detection should occur at a distance of at least approximately
4.4 km from the protected facility. After accounting for safety margins and measurement uncertainties, the practical required
detection distance should be approximately 4.5-5.5 km.

It should be emphasized that this represents only the minimum distance necessary to meet the basic requirements of effective
defense. The earlier a drone is detected, the greater the probability of its successful neutralization. This is particularly important
in situations where one of the elements of the counter-drone defense system fails, requires additional decision-making time,
or where operator intervention becomes necessary despite the high degree of system autonomy.
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8. Concept of Counter-Drone Defense for Critical Infrastructure

The aforementioned parameters necessitate the establishment of two fundamental zones around critical infrastructure facilities:
ano-flyzoneand anidentification zone. The no-fly zoneis the areawhere unmanned aerial vehicles should be neutralized, preferably
at its outer boundaries. The boundary of this zone should constitute a clearly defined airspace limit from which the engagement
of unmanned aerial vehicles using kinetic or non-kinetic measures will be carried out.

The no-fly zone should be preceded by an identification zone. Within this area, it should be possible to conduct reconnaissance
activities and determine the status of an aircraft approaching the critical infrastructure facility. Flights within the no-fly zone should
be permitted only under special conditions specified by separate regulations or after obtaining authorization from the air traffic
services authority responsible for the relevant section of airspace. The possibility of conducting flights by friendly unmanned aerial
vehicles intended for surveillance purposes should also be provided for within this zone.

The deployment of counter-drone systems within protected facilities should be organized so that the reconnaissance zones
of individual systems, which enable the detection of unmanned aerial vehicles, cover the identification zone, while the outer
boundaries of their engagement zones begin at the outer limit of the no-fly zone. A capability configured in this way makes
it possible to create a multilayered protection system for threatened facilities (Figure 1).

i  —
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Figure 1. The Concept of a Multi-Layered Protection System for Critical Infrastructure Against Unmanned Aerial System Attacks.
Source: the authors’ own work.

9. Research

To examine the potential for countering drone threats to critical infrastructure facilities and determine the effective range for
neutralizing them, a research experiment was conducted using an operational-tactical air force simulation system. For the purposes
of the experiment, fixed safety zone parameters were adopted around the protected critical infrastructure facilities. Within the
calculation assumptions, a no-fly zone with a radius of 2.5 km and an altitude of up to 4 km was established, corresponding
to the maximum operational altitude of first- and second-class unmanned aerial vehicles. The adoption of these values resulted
from an analysis of prior experience with the establishment of restricted airspace zones and the need to ensure effective
threat neutralization.

The no-fly zone was preceded by an identification zone, whose outer boundary was defined at a distance of at least 5 km
from the protected facility. Such a solution ensures an adequate reaction time and the capability to engage targets at the outer
boundary of the no-fly zone. The adopted assumptions enabled the development of a concept for a counter-drone defense system
for critical infrastructure, whose purpose is the real-time detection and identification of unmanned aerial vehicles, assessment of
threat levels, automatic response, and threat neutralization while minimizing risks to people and property. The study assumed the
use of radar and optical detection employing medium-range radars with a detection range of up to 5 km, as well as daylight and
thermal imaging cameras.

The research was deliberately limited to individual Class | and Class Il unmanned aerial systems in order to assess the
influence of key UAS parameters, including flight speed, radar cross-section (RCS), detection range, reaction time and engagement
distance, on counter-UAS effectiveness. The research scenario was intentionally limited to a single-UAS threat. The objective was
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not to replicate the full complexity of contemporary drone attacks but rather to establish baseline operational parameters for
critical infrastructure protection, including minimum detection ranges, required reaction times and engagement distances. Such
an approach is consistent with systems-engineering methodology, where individual threat elements are first analyzed separately
before modelling more complex multi-agent and swarm scenarios. Understanding the engagement cycle of a single aerial target
constitutes a prerequisite for assessing the performance of defense systems under saturation attacks involving multiple UAS.

Due to the limitations of the simulator, it was not possible to model the operation of distributed acoustic sensors deployed
around the facility or systems for monitoring drone radio-frequency emissions. Therefore, the main research effort focused on radar
reconnaissance and the physical destruction of targets using kinetic systems, particularly rapid-fire autocannons. The research
included the engagement of two types of unmanned aerial vehicles, both first- and second-class.

The limitations of the simulator, designed primarily for modeling military operations, also prevented a comprehensive
assessment of the effectiveness of non-kinetic (soft-kill) measures, such as RF/GNSS signal jamming aimed at preventing
operator control of the drone, forcing emergency landing or return-to-home procedures, as well as the use of interceptor drones
or net-gun systems against platforms resistant to jamming. Consequently, the research focused primarily on methods of physical
threat neutralization.

At the same time, it should be emphasized that increasing the effectiveness of a counter-drone system requires integrating
hybrid technologies that combine different types of sensors. In particular, modern radars designed for the detection of small
unmanned aerial vehicles make it possible to detect objects with an effective radar cross-section of approximately 0.01-0.05 m?
at distances of up to 5 km (Poppinga, Anderson, Amendola, 2025).

Acoustic sensors enable the detection of characteristic drone engine sounds at distances of up to approximately 3 km,
especially under conditions of limited visibility. Optical and thermal imaging cameras provide real-time target identification,
classification, and flight trajectory tracking, while RF sensors enable the monitoring of frequencies used by commercial and tactical
drones, early detection of the operator, and potential disruption of signal transmission.

Table 1. Detection and Neutralization Parameters

Parameter Class I drone (small UAV) Class Il drone (large UAV) Difference / Remarks
Approximate RCS size (0.01-0.02 m?) (0.1-0.3m?) larger RCS - easier detection of Class Il
R Class Il significantly faster »
Average flight speed 90 km/h (25 m/s) 250 km/h (69,4 m/s) <horter reaction time
Average first radar detection distance 2.1km 4.6 km Class Il detected ~2x earlier
Optical identification range 1.4km 3.2km Clas:s . 'largert'arg.et >
easier identification
Moment of engagement initiation 1.1km 2.3km Greater distance for Class Il
Effective target neutralization range 0.6-0.9 km 1.4-1.8km Larger UAV easier to hit
Available reaction time from detection Approx.40s Approx. 28 s Shorter reaction time for Class Il
Overall engagement difficulty Medium Medium-High ngherc;l|ff|cultydr|ven by target speed,
kinetic energy, and armor (Class I1)

Source: The author's calculations and simulation outputs based on detection and engagement parameters reported in (Poppinga
etal., 2025), (Besada et al., 2022), (Semkin el al., 2020).

Simulation results indicate that Class Il unmanned aerial vehicles are detected and identified at significantly greater distances
than Class | drones, which is due to their larger size and higher radar cross-section. This provides earlier warning and enables the
initiation of neutralization at a greater distance from the protected facility. At the same time, the higher flight speed of Class I
drones significantly reduces the defense system's available reaction time and increases time pressure on counter-drone systems.

In contrast, Class | drones, although detected later, move more slowly, giving the operator more time to react; however,
their small size makes both detection and effective kinetic engagement more difficult. As a result, both types of platforms pose
a comparable threat, but for different reasons: Class I drones due to detection difficulty and low signature, and Class Il drones due
to high flight dynamics and limited reaction time. It can be assumed that, in the conditions of the analyzed scenario, Class Il drones
are easier targets in terms of detection and tracking, whereas Class | drones remain more difficult to detect early, which justifies the
need for a multisensor defense system.
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4. Conclusions

The presented concept is based on a multilayer counter-drone system integrating radar, acoustic, optical detection, and radio-
emission monitoring with both kinetic and non-kinetic neutralization methods. The introduction of outer, intermediate, and inner
protection zones enables early detection and classification of aerial objects, safe neutralization of threats, and flexible adaptation
of response procedures to the type of threat and level of risk. Additionally, integrating autonomous systems and artificial
intelligence-based solutions enables continuous improvement in operational effectiveness by automating decision-making
processes and adapting to changing operational conditions.

The application of counter-drone systems in critical infrastructure protection brings a range of benefits, including ensuring
continuity of protection, increasing the effectiveness and speed of threat response, reducing operational costs, and enhancing the
safety of personnel and protected facilities. At the same time, implementing such systems poses significant challenges, primarily
because a large part of critical infrastructure is located in urban areas with high population density and high levels of technical
infrastructure saturation. In such conditions, neutralizing unmanned aerial vehicles requires particular caution, as it carries
the risk of collateral damage, including falling debris from neutralized objects, the effects of kinetic measures, or disruptions to the
functioning of other technical systems.

Therefore, it is necessary to establish neutralization sectors and to precisely plan the operational areas of counter-drone
systems in such a way as to reduce potential collateral damage and minimize threats to the civilian population and supporting
infrastructure. Such planning should take into account the specific characteristics of the protected facility, its location, the nature
of its surroundings, and the acceptable level of operational risk. The selection of appropriate neutralization methods is also
particularly important, enabling proportionate responses to threats and limiting the effects of countermeasure deployment.

The development of counter-drone systems should therefore focus on increasing the precision of threat detection and
classification, minimizing collateral damage, and ensuring effective control and decision-making procedures. Technological
progress in this area is currently outpacing the development of legal regulations and operational standards, underscoring
the need to establish appropriate normative frameworks defining the principles for the use of neutralization measures
in civilian environments.

The results indicate that counter-drone systems have significant potential to enhance protection of critical infrastructure and
public safety by reducing reaction times and improving threat identification precision. However, their effective implementation
requires a balanced approach that considers the operational conditions of urban environments, legal and ethical considerations,
and the need to minimize impacts on public space and the civilian population. At the same time, the presented findings should be
interpreted within the adopted research framework, as the analysis focused on individual UAS threats and did not fully account
for coordinated swarm attacks, autonomous drone cooperation, or advanced electronic warfare effects. Therefore, the obtained
results should be considered baseline requirements for the development of future multi-UAS protection concepts, including
swarm-based scenarios, non-kinetic countermeasures, and Al-supported threat management systems.
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