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Abstract

The Internet has become a ubiquitous medium that absorbs a greater proportion of
our time. In addition to its unquestionable advantages, it presents a number of
threats to the security of its users. The aim of the article is to analyze the ways in
which individuals in different countries use the Internet and to examine the security
implications resulting from the increasing popularity of the medium. The study pre-
sents the results of research conducted in the years 2018-2019 on a group of 562 In-
ternet users from three countries: Spain, Poland and Turkey. The analysis of the re-
sults creates a gloomy picture of network users, who - despite risk awareness - do lit-
tle to defend themselves against the threats until personally affected.

Keywords: behavior of Internet Users, Internet Users safety, risks relating to Inter-
net use, safety.

access. According to the “Digital 2019” Re-

1. Introduction port, 360 million new Internet users ap-
peared in the year 2018. This translates into

11 new users per second, i.e. an average of

The Internet is one of the basic sources one million new users every day. At present,

of information and tools of communication. 4.388 billion people, i.e. 57% of the global
Nowadays, the majority of people in devel- population is online. This constitutes a
oped and developing countries has Internet growth of 9% with respect to the previous
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year. No prizes for guessing that the biggest
increase was reported in Africa, whose in-
habitants are only now starting to discover
what the Internet is. Despite this, only 34%
of people in Africa has Internet access,
whereas in Europe it amounts to 80%. In
2019, there are 3.48 billion social media
users, while the total global growth noted
year-to-year was 288 million (9%), with
3.26 billion people using social media on
mobile devices.

The Internet is a valuable and needed
medium used for practically all everyday
activities, such as making and keeping in
touch with friends on social media, shop-
ping, relaxing, learning or working. A num-
ber of people seek physical and mental
health advice or ways to express themselves
online.

It is said increasingly more often that e
virtual reality can no longer be distin-
guished as a separate sphere of life. Online
and offline worlds continuously overlap,
and there are scopes in which there is more
activity in cyberspace than there is in real
life, especially with respect to young people.
Sadly, the virtual world of the Internet en-
tails additional security challenges. The in-
creasing transfer of professional and private
lives onto the web and prolonged time spent
online multiple related risks. The Internet
may be a cause of financial and valuable
information losses, a source of health issues
and emotional disturbances, and it may
have a negative impact on our view of the
world and the moral sphere (Grabowska,
2017).

This article presents the results of the
research conducted among a group of In-
ternet users in three countries: Spain, Po-
land and Turkey. The objective of this arti-
cle is to analyze the methods of Internet use
from the perspective of user safety.

2. The Review of Literature Concern-
ing Risks of Internet Usage

Internet safety is a complex and non-
uniform area, which at the same time con-
stitutes a vital social issue (Mason 2017).
This is because threats related to Internet
usage cover both the content found online,
dangerous contacts, and one’s own conduct
online. (Livingstone et all, 2011; Wtlo-
darczyk, 2013).

Dangerous content may be two-fold.
On the one hand, it may be content prohib-
ited by the law. Examples comprise child
pornography, racism, and xenophobia. On
the other hand, there is legal content (brutal
scenes, violence, pornography, promotion
auto-destructive behavior, such as drug use,
extreme dieting, or even bomb construction
or suicide tutorials). Those who publish
such content, even though they are harmful,
relate to the principles of the international
law, i.e. human rights protection, including
the right to freedom of expression. This
guarantees any individual the right to share
an opinion and to disseminate content
which others may consider inappropriate.
It shall be highlighted that the Internet is
thereby one of the principal methods of ter-
rorist propaganda dissemination (UNODC,
2012).

We should stress that what is considered
harmful depends on cultural differences.
Every country may reach its own conclu-
sions with respect to drawing a line between
what is allowed and what is not permissible
(Youth Justice Commission 1996). Often-
times, one comes across dangerous content
accidentally, as an effect of misleading In-
ternet search results or incorrect descrip-
tions of files downloaded in P2P services.
The common feature of all negative content
is that the contact therewith may have a
damaging effect on the human psyche and
development, above all (Makaruk, and
Wojcik, 2012):

— falsified image of the world,

— distorted physical and mental develop-
ment,

— emotional disturbances,

— promotion of bad habits,

— loss of the sense of security.
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One of the underlying online activities is
making and staying in touch with friends.
Online contacts may pose a real hazard, in
particular when they lead to meetings in the
real world. The opportunities the net pre-
sents are used, among others, by pedo-
philes, representatives of various sects, ter-
rorist organizations, Neo-Nazi movements
etc. Here, it is worth highlighting that the
Internet is the most popular way of estab-
lishing relations, recruiting, and winning
support by  terrorist  organizations
(Guadagno et al., 2010). In the context of
hazardous contacts, the more and more fre-
quently reported dangerous phenomenon
online is to induce young people to commit
suicides. For instance, within in the first six
months of the 2018 alone, the Internet Hot-
line Centre in Japan received 1329 reports
of online sites including disturbing phrases,
such as “Let’s die together”, requesting to
remove information in 1255 of them (Jiji,
2019).

Internet activity sometimes leads to
cyberbullying. Cyberbullying is referred to
as "an act that is carried out by an individu-
al or a group, using electronic communica-
tion technologies, repeatedly and over time
against a victim who cannot defend him or
herself" (Berlinska, and Sztuster, 2014). In
practice, cyberbullying is built around
stocking, bullying, harassing, and ridiculing
other people with the application of tools
such as: text messaging, online communi-
cators (WhatsApp), email, websites or
closed groups and discussion fora.

This is a particularly dangerous phenome-

non, for it features (De Souza Costa Fer-

reira, Ferreira Deslandes,2018):

— high level of offender anonymity;

— high speed of dissemination of materials
aimed at the victim;

— wide availability of such materials;

— constant exposure to attacks, irrespec-
tive of one’s location or the time of the
day/night;

— arelatively low level of social control.

Using the network also poses the risk of
cybercrime. Cybercrime covers any illegal

behavior directed by means of electronic
operations that target the security of com-
puter systems and the data processed by
them (UN, 2000). Many authors and insti-
tutions, when defining cyber security, cover
a wide range of criminal behavior (ITU,
2012; Gercke, 2008). This involves that the
definition of cybercrime will continue to
evolve along the opening of novel methods
allowing cybercriminals attack consumers
in new ways. A cybercriminal may use com-
puter devices for unauthorized access or
hacking into an email or social network to
access a user’s personal information, to
steel payment information or their identity.
They can also commit credit or debit card
fraud, make a purchase online that turned
out to be a scam, or may infect a device by a
virus or other security threat. In the Norton
Cyber Security Insights (2017) report, cy-
bercrime is defined as one or more events
from a defined list of 20 potential crimes. A
cybercrime victim is a person, who con-
firmed one or more of these events took
place.

According to the International report
(Digital 2019), the average Internet user
spends more than one-quarter of his life
online. Additionally, the same report points
out that Internet users spend an average of
6 hours 42 minutes online per day, whereas
the residents of the Philippines - with the
highest Internet use rate - spend online as
many as 10 hours 2 minutes every day. The
recent rapid development of the Internet
has had an immense effect on communica-
tion and interpersonal behavior, leading to
pathological Internet use (addiction).

Internet addiction is described as an
impulse control disorder and is very similar
to pathological gambling. To employ patho-
logical gambling as a model, Young (1996)
has developed eight criteria positions of
Internet addiction. Patients are considered
“addicted” if they have provided a “Yes” an-
swer to five or more questions (Sato 2006).

Addiction to the Internet is a broad term
encompassing a number of behaviors and
issues with managing impulses related to
the Internet, personal computer and mobile
technologies. Researchers have identified
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five subcategories of certain types of com-
puter and Internet addictions (Hoeg, 2019;
Akin 2017):

1. Cybersex Addiction.

2. Net Compulsions.

3. Cyber (Online) Relationship Addic-

tion.
4. Compulsive Information Seeking.
5. Computer or Gaming Addiction.

The problem of Internet addiction is es-
pecially hazardous when it comes to chil-
dren and teenagers, for - due to their imma-
turity - they become addicted much faster
than adults do. It is estimated that at pre-
sent there are between several and over a
dozen percent of Internet addicts, and
about one-third is at risk of becoming ad-
dicted (Paszkowska, 2018).

3. The Objectives and Description of
the Research Sample

The study was conducted over the peri-
od 2018-2019 on a group of 562 Internet
users originating from three countries:
Spain, Poland and Turkey.

The purpose of the research was to indi-
cate the methods in which individuals from
the respective countries use the Internet
and safety implications posed by the more
and more popular Internet use.

The first two countries in which the sur-
vey was conducted are quite often com-
pared in economic terms (efficiency of us-
ing EU funds, development of infrastruc-
ture or general economic development) due
to the similar size of population or area.
Importantly, the percentage of people using
the Internet for e-commerce in these coun-
tries is also similar and in 2018, it fluctuat-
ed in the range of 60% (Eurostat 2019). In
turn, Turkey, has developed dynamically
over the last several years (Hergil, 2014),
and has a level of GDP per capita similar to
Poland (Eurostat, 2018). In recent years,
Turkey has also been the second fastest
growing e-commerce market after India

(Deloitte, 2018). On the other hand, Spain
is a southern European country, Poland is
located in Central-Eastern Europe, and
Turkey is at the crossroads of European and
Asian cultures. An analysis of the behavior
of Internet users from the perspective of
cultural differences prove to be look inter-
esting.

The structure of the research sample
based on nationality, gender, age, place of
residence, and activity is presented in Table
1.

Table 1.
Characteristics of the research sample
Country
Spain 34.04%
Poland 34.57%
Turkey 31.39%
Gender
Female 56.17%
Male 43.83%
Activity:
Lower secondary or primary school stu-
dent 0.18%
Secondary school student 4.26%
University/College student 37.83%
Professional 57.55%
Pensioner 0.18%
Place of residence.
100-500,000 inhabitants 17.08%
26-50,000 inhabitants 10.68%
51-100,000 inhabitants 26.33%
over 500,000 inhabitants 25.80%
Village or town of less than 25,000 in-
habitants 20.11%
Age of Respondents
under the age of 18 3.75%
18-24 30.21%
25-34 32.46%
35-44 21.20%
45-54 8.07%
55-64 3.38%
65+ 1.13%

Source: own research.
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The survey was conducted in electronic
form, and information about the survey
was provided mainly via social media. Con-
sequently, the age structure of the respond-
ents is similar to the age structure of social
media users presented in the report found
in the global research (Digital, 2019) (Fig-
ure 1).

40%
30%

= social media
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Figure 1. Comparison of the age distribution of
the research sample with that of the users of
Social Media according to the Digital 2019 Re-
port. Source: own research.

The presence of correlations between
the undertaken actions and events breach-
ing information security was verified with
the use of the x2 independence test in ac-
cordance with the following formula (1).

n 2
2 E (01 - El)
X . Ei
i=1
Where:

O - observed value, E - expected value

(€))

The expected values were determined
employing the formula 2:

Expected = (sum of row) (sum of column)
(total sum) (2)

In order to examine the impact of the
above factors, the Cramer’s contingency
coefficient V (2) was also computed (formu-

la 3).
_ / X
V= n(m-—1)

(3)

4. The Analysis of the Ways of Inter-
net Use

On average, over 90% of respondents
possess both a computer with Internet ac-
cess, and a mobile phone. The differences
between the respondents in individual
countries are small with respect to internet
connection (2%) or mobile phone posses-
sion (4%). However, there are dispropor-
tions with regards to possessing a comput-
er. In Turkey, 85.9% of respondents have a
computer, in Spain — 92.2% and in Poland
- 98%.

The differences presented above do not
translate into difference in the way the In-
ternet is used. Despite the fact that in Tur-
key the computer is owned by the fewest
number of respondents, they use the Inter-
net at home slightly more often (46%) than
on their mobiles (44%). In the event of the
Spaniards, the proportion is inverse (40.5%
uses the Internet on their mobile devices,
and 39% at home). Considerable differences
are reported in the case of the respondents
from Poland, where 54% uses mobile inter-
net on their phones, and only 32% at home
(Figure 2). These differences may stem
from varying mobile internet costs. The cost
of 1 GB mobile data is: in Poland — $1.32, in
Turkey — $2.2 and in Spain - $3.79
(https://mobirank.pl).

We should further point out that the re-
spondents in Turkey use the Internet at
work twice less frequently that the Poles
and Spaniards.
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Figure 1. The method of Internet use by re-
spondents’ country of origin. Source: own re-
search.

The analysis of the ways of Internet use
by gender is also interesting. Nearly 50% of
females use the Internet on their mobile
phones, and only 37% at home. In the case
of males, both of the above methods of In-
ternet use are equally popular (42% each).

The survey demonstrates that it is the
Turks who spend most time online. Seven-
ty-five percent of the respondents from
Turkey indicated that they spent online over
two hours per day. The same answer was
provided by 65% of the Poles and 60% of
the Spaniards. The differences in online
times are also noticeable in the case of divi-
sion by gender and place of residence. Men
and residents of large cities spend more
time on the web.

The analysis of answers regarding indi-
vidual activities conducted online is pre-
sented in Figure 3. It is clear that there is a
large group of people who use the Internet
every day for most applications, of which

44% use it to search for information and to
contact their friends (42%) and family
(20%). The Internet is also a good way to
relax and spend one’s free time (33%).
What is more, every fourth Internet user
does online banking every day. In turn, the
least popular activity turned out to be
online games, for as many as 28% of the
respondents declared that they had never
played online.

The analysis of the type of online activity
by country of origin reveals that the Poles
dominated the majority of aspects. One ex-
ception was online games where the Turk-
ish respondents had the lead.

The most popular social media among
the respondents was Facebook and Insta-
gram. However, significant differences were
recorded with reference to the country of
origin. Nearly all respondents from Poland
(96%) have a Facebook account. In the in-
terest of comparison, the percentage of
Turkish respondents using Facebook was
67%, and Spanish — 60%. Then, as many as
90% of Turks have an Instagram account.
The Spaniards were definitely less active
(64%) followed by the Poles (only 55%).
Even more discrepancies were reported
among the Twitter’s popularity. Nearly half
of the Spanish and Turkish respondents use
it (51% and 58%, respectively), in contrast
to only 5% of the Polish surveyed. Half of
the surveyed population has their own
YouTube channel.
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Figure 2. Types of online activity. Source: own
research.

More than a half of the respondents with
Facebook and Instagram accounts have
over 200 friends there and publishes in-
formation only about themselves. The most
willing to publish information about other
people are Spaniards (65%) and the least
willing — Turks (38%). Nonetheless, there is
no correlation between the readiness to
publish information about other people and
gender, age or place of residence.

According to the remarks made by the
surveyed, Internet use has a significant im-
pact on everyday life changes. As you can
see in Figure 4, what is most striking is the
reduction of time devoted to watching TV or
reading the press, as declared by a half of
the respondents. A large group said that
they spent less time reading books (33%).
Twenty-seven percent of the respondents

noticed that being online reduces their time
for practicing sports. However, 18% of the
respondents observed that information col-
lected from the Internet made them do
more sports and read books. The same is
the case with family time. Every fourth re-
spondent (26%) noted that online activity
reduced family time, and 12% claimed that
thanks online activity, the time spent with
his/her family extended (e.g. by watching
movies or playing games together).

Watching TV (except for M—H ko

internet environment) 39%

Reading newspapers
(except for internet
environment)

50%
41%

Reading books
499

%

Doing sports

Spending time with o
family 62%

0% 20% 40% 60% 80%
M increase in frequency © decrease in frequency

M no effect

Figure 3. The key changes resulting Internet
use. Source: own research.

5. The Analysis of the Consequences
of Online Behaviors in the Context
of User Safety

Sixty-four percent of the respondents
believe that the most considerable risk re-
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lating to Internet use is cybercrime (Figure

5).
ﬂ—hﬁ%
rcrim 68%
Cybercrime o
60%
Privacy | 57%
acy loss R
60%
Fake new
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Exposure to f53%
dangerous... 48%
8%
rbullyin 33%
e =;l%
; 9%
Pornographic 31%
content 30%
21%
Chance tf) 16%
become addicted 18%
1 1
0% 50% 100%
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Figure 4. The greatest risk relating to Internet
use. Source: own research.

More than a half of the cybernauts fear
privacy loss (58%) and untrue information
(53%) followed by dangerous content and
contact (48%), cyberbullying (31%), porno-
graphic content (30%) and the risk of get-
ting addicted (18%). Nationality (apart from
being a victim of a computer crime) had
little impact on the distinction between
risks associated with using the Internet.
Larger differences were observed from the
gender perspective.

We can observe a certain paradox here
because individuals who perceived a given
threat as considerable, experienced it less
often. By way of illustration, even though
significantly more women (68%) than men
(57%) indicated that internet crimes were
the most important threat relating to Inter-
net use, men become victims more often
(23%) than women (17%). An analogous
dependency was seen in the case of privacy

loss. It is men who drew more attention to it
as a risk (60% vs 58%), whereas real cases
of privacy loss (social account takeover)
happened more frequently to women (61%)
than men (52%).

52%
online banking breach

obtaining money by fraud

social media account
takeover

fraud

data theft

data loss

computer virus 9

48%
ransomware attack - 11

0% 20% 40%  60%

Hnever Monce several times M quite often
Figure 5. The most frequent security breaches
the respondent were the victims of. Source: own

research.

Generally, every fifth respondent de-
clared that s/he had been a victim of a cy-
bercrime. The respondents from Spain
(23%) were slightly more often affected
than those in Poland and Turkey (17% and
18%). The most frequent type of an online
activity-related security breach were ran-
somware attacks and computer viruses.
Amongst other common crimes are theft
and fraud (Figure 6).

Despite the fact that the chance of be-
coming addicted was the most rarely indi-
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cated the risk of Internet use, only 42% of
the respondents had no negative emotions
related to not having Internet access. There
are notable differences in corresponding
answers provided with respect to gender.
Insofar as every other women does not ex-
perience negative consequences due to the
lack of Internet access, as many as 2/3 of
men do. The most frequent negative reac-
tion to lacking Internet access is anger and
irritation and inability of managing one’s
time (both answers were selected by 28% of
the respondents). The angry reaction is sim-
ilar in numerical terms for women (27%)
and men (27%).However, twice as many
men as women (39% to 20%) do not know
what to do when they are disconnected
from the web (Figure 7).

The analysis of the results from the per-
spective of the respondents’ country of
origin demonstrates that the most suscepti-
ble to the lack of Internet are the Spaniards
(78% of those surveyed from Spain report
experiencing negative emotions), while the
most resistant to it are the Poles (only every
third Pole sees negative emotions as a con-
sequence of no Internet connection).

| can’t see any negative
emotions

50%

I 429

39%
0,
28%

31%

I’'m angry or irritated 7%
28%

26%
%
20%

. 14%
compulsive thoughts of %

0,
what’s going on in the web 11%

|

| don’t know what to do
with myself

clearly depressed mood

0% 10% 20% 30% 40% 50%

B Male ® Female HTotal

Figure 6. The most frequent negative emo-
tions associated with the lack of Internet access
in relation to gender. Source: own research.

6. Information security activities

The majority of the respondents (78%)
have installed an anti-virus system on their
desktop computers. The situation of mobile
phone users is definitely worse. Only 36% of
the surveyed who declared to be using mo-
bile Internet most often had an anti-virus
installed on their mobiles, whereas there
are significant differences between the
countries of origin (Figure 8). Nonetheless,
no correlation was reported between the
fact of installing an anti-virus program and
gender, age, or place of residence.

36%
Total
48%

8%

Turkey
71%

47%

Poland
38%

38%

Spain
40%

0% 20% 40% 60%  80%

HYes mldon’tknow M No

Figure 7. Anti-virus software installed on mo-
bile phones among those who declared to be
using mobile Internet most often. Source: own
research.

The analysis of the dependencies be-
tween having an AV software on one’s mo-
bile phone and the fact of being a victim of a
cybercrime led to some interesting conclu-
sions. It appears that every third person
having an anti-malware on a mobile phone
experienced cybercrime. In the event of in-
dividuals not having an AV software, the
percentage of cybercrime victims was nearly
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three times lower and amounted to only
13% .

The relation between having AV soft-
ware on one’s mobile and the fact of being a
victim of a cybercrime and its special exam-
ple — computer virus infection or ransom-
ware attacks — were verified with the use of
the x2 independence test according to the
formula (1). In order to examine the impact
of the above factors, the Cramer’s contin-
gency coefficient V (2) was also computed.
The results are presented in Table 2.

Table 1.

The relation between having AV software
on one’s mobile and the fact of being a vic-
tim of a cybercrime

The relation
be.tween hav- 12 | jefor | 2 for
ing an AV com a= a= v
software on a pu o (; o 0:) cr
mobile phone ted -05 -005
and:
1. Factof being | L0506 | o1
avictim of a 9:5 599 .5965 | 0.19
cybercrime
2. Fact of being
avictimof a 05065 | 0
ransomware/ | °/3 | 599 -5965 | 0.57
virus

Source: own research.

As you can see, both for the level of sig-
nificance a=0. 05 and a=0,005, there is a
correlation between having AV software on
one’s mobile and the fact of being a victim
of a cybercrime and its specific case — com-
puter virus infection or ransomware at-
tacks. The computed Cramer’s contingency
coefficient V (0.57) shows that there is a
strong correlation between the fact of being
victim of a ransomware attack or a comput-
er virus infection and an anti-virus software
installed on one’s mobile. In the general
example of experiencing cybercrime, this
correlation is weak (0.19).

The above result may be interpreted as
follows: only first-hand cybercrime experi-
ence brings many Internet users to take up
protective actions.

The issue of changing social media ac-
count passwords is presented equally pes-
simistically.

As seen in Figure 9, only every third re-
spondent changes his/her password more
often than once per six months. In turn,
nearly half of the surveyed (48%) do not
change passwords to the social media ac-
count at all. No differences were observed
with respect to the frequency of changing
passwords with respect to one’s nationality,
gender, age, or place of residence.

P s
B

| change passwords
at least once per...

| change passwords
every 1-3 months

| change passwords
every 3-6 months

| change passwords
less than every 6...

| don’t change
passwords at all

0% 20% 40% 60%

Figure 8. Frequency of changing one’s social
media account password. Source: own research

The analysis of the frequency of chang-
ing one’s social media password revealed an
identical correlation as in the case an anti-
virus software installed on one’s mobile.
Here, individuals also changed their pass-
word definitely more often if they had been
victims of cybercrimes. Individuals who
have never experienced this are much less
eager to change their passwords.

The above correlation was verified with
the use of the y2 independence test. In or-
der to examine the impact of the above fac-
tors, Cramer’s contingency coefficient V
was also computed. The results are present-
ed in Table 3.
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Table 2.

The relation between the frequency of
changing one’s social media password and
being a victim of a cybercrime.

The relation y2 for | y2 for
between the © corg— a= a= | Ve
frequency of pute 0.05 | 0.005
social media

password change

and being a vic- 52.98 9.48 | 14.8 |0.32
tim of a cyber-

crime.

Source: own research.

As you can see, both for the level of sig-
nificance a=0. 05 and a=0,005, there is a
correlation between the frequency of social
media account change and the fact of hav-
ing been exposed to a cybercrime. The de-
termined Cramer’s contingency coefficient
V (0.32) indicated that there correlation is
medium-strong.

With social media in mind, it is reported
that solely 25% of the respondents had read
and understood the rules and regulations of
the social media where they had an account.
The above result is similar for both men and
women. Forty-two percent had read some
of it (women dominate here), and every
third individual had failed to do it (men
more often than women). The differences in
this approach to rules and regulations are
also sharp when it comes to the country of
origin. Most Poles read the rules and regu-
lations, however to some extent only. Span-
ish respondents dominate among those who
do not read the rules and regulations,
whereas Turkish respondents constitute the
greatest percentage of those who read the
rules and regulations carefully (Figure 12).
What is positive is that only 11% of the re-
spondents publishing content in social me-
dia grant unrestricted access to everybody.
The remainder either hides some content
(58%) or publishes all information as avail-
able to friends only (31%).

Only slightly over 40% of the re-
spondents believe that they are well in-
formed about the risks relating to Internet
use. Women (43%) prevail over men (38%).
Sadly, the analysis of other answers provid-
ed by those who believe to be well informed

about the risks related to Internet use sug-
gests otherwise. By way of illustration, 50%
of those who say that are well informed,
have no anti-virus software on their
smartphones. In turn, nearly half of the
surveeys (46%) does not change passwords
to social media account at all.

42%
Total

Males
46%

Females

Turkey

59%

22%
9%

Poland

41%

Spain
P 43%

0% 20% 40% 60%

B To some extent only Yes M No

Figure 9. Reading the rules of regulations of
social media websites by gender and country of
origin. Source: own research.

~. Conclusions

The Internet has become an indispensa-
ble part of our lives. Network services use
helps us with an increasing number of mat-
ters in various fields, absorbing us more
and more. Hours spent online makes one
devote less time to previous hobbies: TV,
newspapers, books, or sports. In addition,
new threats appear, jeopardizing individu-
als’ safety.
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The analysis of data from respondents
from three countries (Spain, Poland and
Turkey) indicated that, depending on where
they live, they use of the internet in a slight-
ly different way, both from the perspective
of the place (home or mobile internet) and
preferred social networks. Nevertheless,
they face the same threats: crime, comput-
er, loss of privacy, fake news. An interesting
observation was the fact that the Spaniards
dominated among people who do not read
the regulations of the social networks they
use and are more than twice as sensitive to
the lack of Internet access (78% of respond-
ents from this country notice negative emo-
tions) than Poles ( every third Pole per-
ceives the negative emotions associated the
lack of Internet).

The respondents from Turkey were in
the middle of these rankings, and in turn
definitely stood out negatively from the
others in terms of anti-virus protection of
mobile devices. Perhaps the abovemen-
tioned differences can be explained by dif-
ferent cultural conditions and, consequent-
ly, a different level of emotional expression,
or normative regulation (Lim, 2016). How-
ever, this requires further empirical verifi-
cation.

Unfortunately, despite our awareness of
the risks related to Internet use and their
proper identification, we do little to protect
us from them. The data analysis revealed
that only first-hand cybercrime experience
brings one to take safeguard measures.

Another pessimistic fact is lack of
awareness with respect to Internet security.
It appears that even those who consider
themselves informed in the subject matter
fail to demonstrate it in practice.

The growing influence of the Internet on
our lives, given the behaviors of the ana-
lyzed Internet users, indicates the need to
channel our efforts into increasing aware-
ness of safe online behavior.
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