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Dear Readers,

In October 2021, we are proud to publish the new and special issue

of the “Safety & Defense” journal. On this occasion, on behalf of the
Editorial Board, |1 would like to thank all the authors for their very
interesting papers and the reviewers for the effort put into evaluating
the submitted articles. As always, we would like to invite everyone
interested in issues related to safety and defense to send their work
to our journal.
I would also like to emphasize that the October issue was produced
amid the organization of the Polish Nationwide Science Conference
entitled “Challenges and Development of Polish Air Defense:
Defensive Power of Poland,” which was held on October 20-21,
2021, at the Polish Military University of Aviation.

The main aims of this conference are to:

» define the nature of the latter-day air threats, as well as to determine the current counterac-
tion capabilities of the Polish air defense system;

» diagnose the main areas of the Polish air defense development and its framework after the
long-term technological modernization program of the Polish Armed Forces;

» present the results of recent research on the organization and functioning of the planned
Polish air defense system carried out by the nationwide research and development centers
and the Polish arms industry.;

» exchange the views and promote knowledge on air defense.

Taking into account the above points, | would like to invite all of you to read the papers
published in the latest issue of our journal. In this issue of “Safety & Defense,” there are twelve
peer-reviewed papers that constitute an interesting review of theoretical and empirical research
conducted in various areas of military and non-military security.

The first paper presents considerations on the significance of the missile defense system to
the military deterrence at the Allied (NATO) and national level. The results of the carried out
research show that the missile defense system of Poland, other alliance members, and the
NATO Integrated Air and Missile Defense System should be treated as the crucial elements of
military deterrence.

The current issue includes a discussion on the origins, current state, and the future of Baltic
States Integrated Air Defense. Changes to the security environment after 2014 gave a new im-
petus to the development of the air defense of the Baltic states, both to the efforts undertaken
by NATO and the national capability development.

The subsequent analysis focuses on issues related to the presentation and evaluation of the
influence of the Chinese and Russian Anti-Access/Area-Denial (A2/AD) systems on the
global changes of international relations and distribution of military power. The research led to
the conclusion that some A2/AD systems serve to defend borders, while the rest are created to
influence the geopolitical and military situation or to gain an advantage in the area of military
operations.

Identification and characteristics of challenges and threats for international security posed by
hypersonic weapons are the subject of the following paper. In their inquiry, the authors empha-
size that hypersonic weapons are an indispensable tool for the Russian Federation to position
itself on higher ground in the arena of international competition and can be treated on equal
terms with nuclear weapons.

Another publication contains a summary of research conducted at the Military University of
Aviation concerning the employment of unmanned aerial vehicles for warfare purposes. Along-
side the theoretical analyses, the paper focuses on the conceptual solutions of the employment




of unmanned systems on the contemporary battlefield. Moreover, the article
discusses the difficulties of introducing new combat systems and extending their autonomy and
survivability.

No less interesting are the results of the research presented in the following paper. The
article describes the possible benefits of the use of suborbital missiles used for security and
defense purposes. The author presents the capabilities of the Lukasiewicz Research Network —
Institute of Aviation in the area of suborbital rockets and the development process of the ILR-
33 AMBER2K missile development.

The next paper is focused on the tactical and technological operation conditions of the
S-200C Vega system on the modern battlefield. The carried out analyses refer to the
up-to-date employment of the Vega SAM system and the justification of further usage of the
system.

The capabilities of the Anti-Air Missile System (AAMS), which is included in the Narew
program, are the subject of another paper. The multi-criteria assessment method designed ex-
clusively for evaluating the AAMS capabilities should, as the author argues, provide
a valuable database useful in the selection process of the short-range air defense missile
system for Poland.

The following research presents an interesting discussion of the factors impacting the number
of accidents in civil aviation. There is no doubt that numerous dangers to civilian flights exist
in all phases of the flight.

The diagnostics and assessment of the military pilot selection and training process in
Poland are addressed in the following paper. The results of the research defined the main
improvement directions for the selection process of military pilots.

The Polish-USA cooperation regarding the protection of classified information is the topic
of another article. The author draws the readers’ attention to the issue of mutual security
measures available for both countries, which are expected to guarantee the effective
protection of sensitive information and work in the best interest of either nation. The
conducted research made it possible to answer the question of what security measures
determine the effectiveness of protecting classified information regarding the military issues
between the states-parties of an agreement.

The special issue of “Safety & Defense” is concluded with a paper depicting the decisive
contribution of general’s Ion Bugnescu to the development of Romanian Anti-Air Artillery.
The paper's primary focus is placed on the rapid growth of military aviation in the interwar
period.

We hope you enjoy this latest issue.

Safety & Defense

Special Issue Eds
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Py <4
JTomasz Kulik




Contribution of the Polish arms industry to the Development
of Polish Air Defense System

Speaking of the Polish Air Defense System, one cannot forget
about the Polish defense industry, which has been involved in
strengthening the potential of the Polish Army from its inception.
The challenges faced by the armed forces were also taken up by
our companies. Before starting any discussion on the
development of the Polish air defense, it is necessary to
underline what we have achieved so far in this area.
Taking into account the basic components of the air defense sys-
tem, we can distinguish three key product lines: means of threat
detection, systems for managing and transmitting information, and
effectors allowing to eliminate threats from the air. In each of
these areas, the Polish defense industry has provided solutions that have allowed the armed
forces to ensure safety in the Polish sky.
The roots of radiolocation in Poland date back to the 1930s, when in 1934 the National
Telecommunications Institute was established, which was then recreated as the Industrial
Telecommunications Institute, or PIT (Polish: Przemystowy Instytut Telekomunikacji) in the
postwar years. The second pillar of our armament industry in this domain since the 1950s has
been the Warsaw Radio Works RAWAR. Their merger gave rise to PIT-RADWARE, which
for years has been the main supplier of radiolocation systems for the Polish Army. The products
developed by our facilities have been used for supervision of the Polish air space for
decades, while the newest products of the company — BYSTRA systems, and in the near future
also PET/PCL, P-18PL, and SAJNA will constitute the pillars of this segment in the Polish
Armed Forces.
The second area is command and control systems. The first implementation of such a solution
developed by the domestic armaments industry took place in the 1970s. In the following dec-
ades, more and more modern products were developed. It is noteworthy that few countries in
the world were able to develop and implement for production and operation such a modern
comprehensive system, which was withdrawn from service at the beginning of the 12th century
and replaced by another domestic product — the DUNAJ system. From the very beginning, the
DUNAJ had features of network-centric systems that are currently being developed and imple-
mented in air and missile defense formations around the world. This constituted a breakthrough
in the development of C4ISR systems in our country, and, based on its architecture, further
solutions were developed and implemented for the Polish Armed Forces —PRZELOT-SAMOC,
LOWCZA/REGA or SD PILICA.
The third pillar of air defense are effectors — also, in this case, the Polish armament has
always answered the army's needs. We have come a long way from developing the "wz. 36"
cannon, innovative for its time, to producing the latest anti-aircraft effector systems in the Polish
Armed Forces — the PSR-A PILICA, POPRAD, and GROM/PIORUN systems.
Keeping the competencies mentioned above in mind and considering their potential, one can
move on to discuss the future of the air defense industry. We must begin this section by identi-
fying the fundamental threats and challenges facing the formations responsible for securing this
theater of the battlefield.
The most commonly cited modern airborne threats include:

e Unmanned aerial vehicles —autonomous platforms that require low cost and operational

inputs from the user; they are increasingly exposing the flaws and shortcomings of sys-
tems designed for large-scale, symmetric conflict.




e Radio-electronic warfare means — in a computerized world, the vast majority of equip-
ment requires constant contact with their master and slave systems. Disruption of bat-
tlefield communications and command support assets are one of the greatest threats fac-
ing today's armed forces.

e Stealth systems — more and more formations are using stealth systems, which have
a reduced effective reflective surface area, reducing their ability to be detected and tar-
geted by most traditional radar systems many times over.

The ones mentioned above and, of course, a whole host of other challenges require appropriate
countermeasures. Thanks to its experience and competence, Polska Grupa Zbrojeniowa offers
a range of solutions and systems that are able to respond to the challenges posed to air and
missile defense forces.

In the area of radiolocation, we offer products that have a passive location capability, allowing
them to detect and target multiple objects simultaneously, including hard-to-detect targets. In
the area of command systems, we have network-centric solutions that can conduct tasks both
in full complement and in dispersion, perfectly matching the doctrine of creating equipment-
tailored task forces designed to carry out specific objectives and threats that soldiers may en-
counter. In the area of effectors, we develop and supply the Polish Armed Forces with state-of-
the-art missile and artillery products to combat the full spectrum of aerial attack means.

All this is a preparation for implementing the national industry program to acquire short-range
air defense missile sets for the Polish Armed Forces, known under the code name NAREW.
This program is one of several most important projects for the Polish armaments industry
in the history of our country. NAREW is our great opportunity — a project that will involve
several of our companies in its implementation. As a result of NAREW, we will establish new
competencies in missile technology, radiolocation, and communication and command support
systems.

Air defense is undergoing a constant process of modification — new threats require rapid
response. This is addressed by Polska Grupa Zbrojeniowa and its offer.

PREZES POLSKIEJ GRUPY ZBROJENIOWEJ

Sebastian Chwalek
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Abstract

The main aim of this article is to prove the significance of the missile defense system for military deterrence
at the allied (NATO) and national level (the US, Poland, etc.). To achieve the aim, theoretical research methods
such as analysis, synthesis, comparison and generalization were applied. The results of the conducted research
show that the missile defense system of Poland and other alliance members, and the NATO Integrated Air and
Missile Defense System should be considered as the crucial elements of the military deterrence, even though
such systems are not offensive in nature. Thus, the formulated thesis undermines the up-to-date
understanding of the problem, and therefore may contribute to further discussion on the topic of using means
of defensive deterrence.
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Modern Missile Defense System

1. Introduction

Weapons of mass destruction and their carriers — ballistic missiles — remain one of the
most important contemporary threats to the international security. These two elements
(WMD and the capacity to carry it) become specifically dangerous if possessed by a state that
has hostile intentions towards countries like Poland, and its allies. Poland, as a border state
of the North Atlantic Alliance and the European Union, realizes policies that too often seem
hard to accept for the Russian Federation. In such cases of higher tensions between these
two states, Moscow usually deploys ISKANDER ballistic missiles to the Kaliningrad Oblast
(Region), that borders Poland. Despite its classification as a short-range system, it should
be underlined that its range covers virtually the entire territory of the Republic of Poland.

In the third decade of the 21st century, it is hard to imagine the security of the Republic
of Poland without a missile defense system. Furthermore, it is seems more than reasonable
to consider such national and NATO missile defense systems not only in case of an attack
but in the context of the deterrence as well.

Attempts at expanding such a system may meet strong opposition from experts who too
easily accept the mainstream media narration on future warfare. Recently, the conflict in
Eastern Ukraine, and its hybrid character, have been widely acclaimed as a model for future
conflicts. It is worth noting that the term "hybrid" has recently become very popular,
assuming a firm position in theoretical discussions on contemporary and future warfare.
However, when attempting forecast future conflicts, one must ask the following question:
does it mean that all future wars will be similar to that in Ukraine since 2014? Unfortunately,
based on the comments in the mass media and numerous popular and scientific, and
academic articles, we could assume so. If that is the case, a future war, in which Poland and
NATO will participate, will have such a hybrid character and characteristics of the Russian-
Ukrainian conflict, it would seem that ballistic missiles with nuclear (or conventional)
warheads will not be used in combat, and the battlefield would be dominated by "the little
green men". Accepting such a scenario could be perilous. Hybrid warfare does not exclude
any other means, tools and methods of using force against the adversary. To the contrary —
hybrid precisely refers to a mix of conventional and unconventional methods, thus
potentially including WMD. With these extremely dangerous weapons, potential adversaries
of the US and its European allies intend to level the conventional potential advantage of the
aforementioned actors. Thus, they intensify research and development of WMD and ballistic
missiles (Marszalek & Zabicki, 2007, p. 68).

The main research question is reflected by the following question: Should a
contemporary missile defense system (and also the Integrated Air and Missile Defense
System) be considered as an indispensable military deterrence tool for the state and Alliance,
and why?

Due to the complexity of such a question, it ought to be divided into three supplementary
research questions:

1. How has the US missile defense system evolved over the past years?

2. What is the new NATO approach to the missile defense system?

3. What is military deterrence and what is its relation to the US and Polish missile
defense systems and the integrated NATO air and missile defense system?

Employing the results the author’s many years of research on the US and NATO missile
defense system, and considering results of initial research on the topic of the identified (and
aforementioned) main research question, the following hypothesis has been proposed:
increasing the effectiveness of the contemporary missile defense system makes it a very
important and even an indispensable tool of military deterrence. Thus, the missile defense
system (and also the NATO Integrated Air and Missile Defense System) should discourage
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a potential adversary from ballistic missile attacks on the territory of the US or other North
Atlantic member state, including Poland.

The aim of the conducted research was to prove that the missile defense system (or
the Integrated Air and Missile Defense System in the case of NATO) is an essential element
of the widely understood military deterrence of a single state and the Alliance.

The research methods employed in the research process are founded on the critical
analysis of the literature devoted to ballistic missile threats, the missile defense system, and
the military deterrence. The most important academic and scientific publications, especially
from the US, were carefully examined, including official reports by the US governmental
agencies (Missile Defense Review, 2019; Karako et al., 2017).

2. NATO’s approach to missile defense

In order to objectively assess and analyze future battle-space, one must assume that the
threat of using WMD will not vanish. NATO missile defense will therefore become a crucial
element of the defense system of the Alliance (Office of Secretary of Defense, 2019, pp.
XVIII). It is not surprising that, recently the missile defense has been treated as a priority
mission of the North Atlantic Alliance, focused on reacting to missile threats, potentially
armed with nuclear warheads. It is also worth noting that missile defense is considered as a
specifically important component of the NATO Integrated Air and Missile Defense System
(NATINAMDS), which itself is a key element of the collective defense. What is more, among
Western experts, both theoreticians and practitioners of the North Atlantic Alliance, the
missile defense system is considered as an important element (means) of countering the
proliferation of the WMD.

Despite some doubts raised by the Alliance's opponents, there is no doubt that the
NATO missile defense system is of a solely defensive character. It should be considered as a
long-term defense investment and not as an incidental commitment. In June 2016, the
Alliance declared achieving certain (initial) operational capacity of the missile defense
system. In its present form, the system has significantly greater capacity in defending NATO
member states' populations, territories and armed forces against possible missile threats in
southern Europe.

It is worth noting that the operational capacity of this system is shaped by the member
states at the implementation, and not declarative, level. On the basis of their willingness and
commitment in building and sharing national resources (of detection, command, control,
and strike), member states contribute to the emergence of the overall NATO missile defense
system. Some of them are already constructing their national systems, while others are still
acquiring the components. Poland and Romania belong to the latter — they have just bought
the US Patriot missile defense systems that counter conventional means of air attack and
intercept ballistic missiles on the last stage of the trajectory.

for many years, the missile defense system was considered a key issue among NATO
military experts and political decision-makers. However, at the beginning of the 215t century,
one could have had the impression that the issue was treated more theoretically than as an
area of NATO’s practical involvement and implementation. The lack of political will, and in
fact — the reluctance to spend enormous funds to develop the missile defense system
virtually from scratch was clearly visible. Finally, the ever-present threat of a ballistic missile
attack motivated NATO’s decision-makers to agree on creating NATINAMDS, which took
place at the Lisbon Summit in 2010. It seems that member states agreed on a justified

-3-
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concept of building the new system upon already existing Integrated Air Defense System.
Poland was among the supporters of the project of extending the defense system. The US
European Phased Adaptive Approach (EPAA) anti-missile defense system became an
important part of the NATO system with intercepting missile launchers to be based on the
territory of Poland.

NATO’s Strategic Concept from Lisbon 2010 is considered the Alliance’s key political
document founding basis for creation of NATO’s missile defense system (Zarychta, 2013, p.
78). The document states the following: “The proliferation of nuclear weapons and other
weapons of mass destruction, and their means of delivery, threatens incalculable
consequences for global stability and prosperity. During the next decade, proliferation will
be most acute in some of the world’s most volatile regions” (NATO, 2010, p. 10), and vows
to “develop the capability to defend our populations and territories against ballistic missile
attack as a core element of our collective defense, which contributes to the indivisible
security of the Alliance We will actively seek cooperation on missile defense with Russia and
other Euro-Atlantic partners” (NATO, 2010, p. 16).

The aforementioned paragraphs clearly point out that the anti-missile defense was
created intensively in that period. What is more, it was a time when attempts were made at
normalizing relations with Russia, and that is why cooperation with Moscow in the anti-
missile defense domain was taken into consideration. The creation of the Theater Missile
Defense (TMD) was considered to be such a common endeavor. After the Russian-Georgian
war ended, it was intended to further pursue this project, perhaps even to the point of
enlarging it to the area of the national defense systems (Kupiecki, 2013 p. 31). It seemed that
the much needed constructive cooperation with Russia was at NATO’s reach. This optimist
approach was, however, ill-founded. From today’s perspective, we can be glad that some
solutions were not implemented as presently they may be counterproductive and even
dangerous to the security of the member states. They were mainly related to the location of
the radar system on the territory of the Russian Federation.

3. The essence of the missile defense system

The US has the greatest experience in building missile defense systems. The
fundamentals of ballistic missile defense have changed little over 70 years (Karako et al.
2017, pp.14). The beginning of the US national missile defense system dates back to the
1950s. The threat of the Soviet ballistic missiles was intended to be countered with “Nike-
Zeus” guided missiles with nuclear warheads. The warheads were meant to be detonated at
a very high altitude of even 100 km in the Arctic region. Possibly, it was meant to avoid
collateral damage resulting from the use of nuclear warheads. Another program that was
conducted by the US was the “Nike-X” project, which was later replaced with the “Sentinel”
program. After president Nixon took power, the missile defense program was replaced again.
The whole idea behind the program functionality was changed, and the program was
renamed “Safeguard”. It was intended to defend locations of the American offensive ballistic
missile storage. This way, the caches were intended to survive the first Soviet rocket strike
and be used in a retaliatory strike.

When characterizing the evolution of the US missile defense system, the ABM Treaty
cannot be overlooked. This treaty, that significantly contributed to the evolution of the
system, was signed by the US and the Soviet Union on May 26t 1972. This treaty prohibited
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the parties to deploy missile defense systems on the entire territory of their countries. Each
parties was supposed to name only two locations that were supposed to be defended with
100 single-warhead intercepting missiles (Kaczmarski, 2004, p. 17). One such missile
defense system could protect the capital, while the other missile launcher of intercontinental
ballistic missiles in other locations. Protocol from 1974 reduced the number of systems to
one. Therefore, each party had therefore to make a choice (Hildreth, 2007, p. CRS-2). The
US decision-makers decided that the system should defend the offensive component of the
system in Grand Forks. The Soviet counterparts, on the other hand, decided to defend their
capital, Moscow.

Another significant date for the development of the US missile defense program is
March 2314 1983. On this day, President Ronald Reagan vowed to create a defense shield
that would significantly reduce the striking capacity of the ballistic missiles (Kaczmarski,
2004, p. 19). According to some experts, it could have replaced deterrence with real defense.
It is hard to argue with this assumption, as we have already assumed at the beginning of this
article that the missile defense realizes mainly its deterrent function. The Strategic Defense
Initiative (SDI), thanks to the Massachusetts senator, Edward Kennedy, became known as
“Star Wars” (Blumberg, 1989, pp. 75-85). The project was introduced by President Reagan
on January 6t 1984. It was assumed that it would be realized within 5 years. However,
taking into account the ABM treaty, the SDI program could have been only a research project.
Only in 1987 was it implemented. A new multilayered system was intended to be capable of
defending around 3500 objects (Kaczmarski, 2004, p. 18). The system was based on the
activities of small satellites that, in the first phase, were to detect adversaries starting
ballistic missiles. In the second phase, sensors tracking trajectory of the missiles were
employed. In the third and final phase, the actions of the SDI envisaged the destruction of
enemy ballistic missiles with intercepting missiles fired from the outer space-based
launchers.

It is worth mentioning that the evaluation of the SDI program are not unanimous. Some
military experts underline its greater input in quicker fall of the Soviet Union than its real
operational capacities (Cutter, 2009, p. 241). The introduction of outer space rivalry between
Washington and Moscow upset the Soviet economy. According to the experts on missile
defense, President Reagan firmly contributed to planting this expensive and not necessarily
efficient idea of missile defense in American society. It may be considered an important
success that allowed for pursuing further work on the missile defense and setting up bases
for the creation of the new National Missile Defense (NMD) system (Jankowski, 2011, p. 28).

An important impulse to develop the contemporary missile defense system of the US
was the Rumsfeld Committee Report from 1998 (Rumsfeld, 1998). Potential threats from
North Korea and Iran were underlined in the report. At that time, both of these states
intensively pursued their ballistic missiles programs that were intended to threaten US
territory at the beginning of the 21t century. The report content contributed to the US
withdrawal from the ABM treaty. This step was deemed necessary to eliminate the Cold War-
era restrictions, and thus facilitate works on the intercontinental ballistic missile defense
system.

The concept of missile defense was presented to the European allies for the first time at
the conference in Munich devoted to the security policy. In his speech, Donald Rumsfeld
explained how the US perceives its missile defense. He connected the collective
strengthening of the US security with that of other democratic states, referring specifically
to the European allies.

After the 9/11 attacks, the US activities in the domain of missile defense accelerated.
This defense was intended to be one of the most decisive responses to the emerging threats
from so called the “rogue states”. Thus, the creation of a missile defense system of a new
quality was deemed necessary to ensure national and international security at the proper
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level. From our perspective, it can be said that the creation of the “system of the systems”,
as it has often been referred to, proved to be a huge challenge for the Bush administration
(Kozi €j, 2008, p. 24). In the meantime, the US also re-arranged the administrative structure
of the system, creating the Missile Defense Agency (MDA) from the BMDO. According to
experts, the creation of this agency significantly accelerated the work on the missile defense.

In those days, some well-founded doubts as to whether the traditional concept of
deterrence as a sufficient basis for defending NATO members is valid were raised. Some of
the politicians representing member states of the organization claimed that the deterrence
strategy, while being ineffective towards terrorists, still was efficient in terms of state-to-
state deterrence (Rabee, 2008, p. 13).

As it has been already mentioned, the missile defense project, in its current version of
the beginning of 215t century, brought a new quality in the domain of missile defense due to
its complexity. Components of the system were supposed to be placed on land, sea, in the air
and outer space. The concept behind the system relied on the ability to intercept and destroy
hostile missiles at every stage of their flight. The aim of the system was to be effective no
matter the location from which the rocket would be launched and regardless of its trajectory.

Therefore, it is worth mentioning that there are three phases of the ballistic missile flight.
The first phase - the boost phase - is the initial or starting one and lasts only 3 to 5 minutes.
The second one, the mid-course phase, lasts the longest, up to 20 minutes. In this phase the
missile travels outside the atmosphere (its flight becomes exo-atmospheric). Finally, the last
phase is called terminal and lasts around1 minute (Jankowski, 2011, p. 44).

Combat components of the missile defense system were supposed to intercept and
destroy ballistic missiles at every stage of their flights. Due to obvious reasons, the optimal
and safest solution was to intercept them in the first phase, over the enemy’s territory.
Thanks to that, there was a possibility of limiting negative consequences of destroying a
rocket with a WMD warhead. To serve this purpose, a laser weapon (Kinetic Energy
Interceptor, KEI) based in outer space or on land and naval platforms was supposed to be
used. In the first decade of the 215t century, the ABL concept — a Boeing 747 with a laser
launcher — was strongly lobbied. This system had been developed since November 1996 to
February 2012. The project costed around. $5.3 billion. It seems that the main reason behind
scrapping the project was insufficient results in terms of the laser effective range. The range
was too limited due to susceptibility of Boeing 747 to guided missiles. Increasing the range
of the weapon itself, on the other hand, would mean increasing the laser power 20-30 times
more than initially planned. Consequently, this would translate into significant technical
issues, at the time impossible to overcome.

To destroy ballistic missiles in the second phase, the intercepting missiles were planned
to be used. Practically, the responsibility for this task fell on Ground-Based Midcourse
Defense (GMD) and the sea based Aegis Missile Defense. These two components were
intensively developed in the first two decades of the 215t century for they guaranteed
achieving the operational capacity with the highest probability, which indeed happened.
Development of such technologies by the US would reduce the cost and burden of missile
defense systems in realities of a conflict (Piotrowski, 2019, pp.2).

The ground-based missile defense systems such as THAAD (Sankaran & Fearey, 2017,
pp. 2) and the Patriot were responsible for neutralizing the targets in the last phase of their
trajectory. These systems are better suited for protecting smaller areas where important
military installations and critical infrastructure may be located (Perkovich & Vaddi, 2021, p.
75). It should be underlined that these sets (sub-systems) can operate autonomously, as well
as cooperate in combating enemy’s ballistic missiles. Thanks to the US industry involvement,
Europeans allies attempted to build an alternative system to the Patriot — the Medium
Extended Air Defense System (MEADS).
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By analyzing the functionality of various combat components in the terminal stage of
ballistic missiles trajectory, we must come to conclusion that the only operational element
is the Patriot system. It was employed during the first coalition’s intervention in the First
Gulf War in 1991 (McDowell, 1993, p. 87), and during the second coalition’s intervention in
Iraq in 2003. It seems well founded to conclude that the operational capabilities of the
Patriot was positively verified in combat conditions, and these are much different that those
of the tests. The latter are even often described as “laboratory conditions”. The air defense
system, the Patriot, will remain the main element of combating short-range ballistic missiles
in their final stage of trajectory (Kowalski, 2016, p. 6).

We should positively assess the growing number of states that have acquired or plan to
acquire the Patriot system. Afterwards, we can assume that the operational capabilities of
the NATO Integrated Air and Missile Defense System to combat conventional and non-
conventional means of air attack are consequently being increased. It results from the multi-
functionality of the Patriot system as well.

4. Military deterrence and air defense system

Military deterrence has existed and has been used in practice for a long time. It does not
mean, however, that it has been placed highly in the art of war and the practice of the use of
armed forces. It seems that only with the development of the nuclear weapon and its carriers,
the theory and strategy of nuclear, and thus military, deterrence were developed. It should
be noticed that in that period military deterrence was associated with weapons of mass
destruction, and mainly with the nuclear weapon. Presently, the conventional military
deterrence is also taken into account.

The ultimate goal of military deterrence is to secure oneself from military aggression by
making it unprofitable for the aggressor. Certainly, the development of means of warfare
contributed to the increase of efficiency and credibility of military deterrence. The usefulness
of the military deterrence to ensure one’s security is seen by many states, even those that do
not possess nuclear weapons. Some of these countries described military deterrence in their
defense strategies as the aim and as one of the basics tasks of the defense system.

The idea of military deterrence seems relatively simple and relies on achieving desirable
behavior of the adversary by a credible threat. The threat is based on the promise of using
force as the ultimate means allowing the desirable political goals to be achieved. Therefore,
the basic issue with military deterrence seems the identification of the means of employing
the threat against the potential foe, in order to ensure the desired outcome. The foe’s
desisting from aggression due to unprofitability of such actions is considered the optimal
and thus desired outcome. Causing such an impression can be achieved by implementing a
wide array of political, propaganda, psychological and military undertakings.

The essence of military deterrence is to use the threat in order to achieve the desired
behavior of the adversary. Such a threat must be based on a credible and factual foundation.
In other words, deterrence is about convincing the adversary that his own interests force
him to refrain from any hostile behavior (Olszewski, 1998, p. 16).

From the conducted analyzes on various definitions of military deterrence, it
unambiguously shows that the most important goal of deterrence is to change the behavior
of the adversary, who should refrain from using force. Common elements of existing
definitions include:

- military deterrence has to restrain the adversary from using force, armed forces, or
attempting a military action;
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- deterrence requires persuasive actions on the position and motivation of the adversary
through discouragement, dissuasion, restrain, convincing, encouraging;

- a threat is the instrument of deterrence that takes the shape of specific military
sanctions: a punishment, reprisal, or a reciprocal attack in case when the adversary
undertakes a military action (Olszewski, 1998, p. 16).

In light of our considerations, it seems well-founded to define the aim of military
deterrence under various conditions of state (or a group of states, e.g. the Alliance)
functioning. During peace-time, the aim of deterrence is to prevent military actions by an
adversary (like surprising missile attack on a given target). The achievement of this goal is
determined by possessing an adequate and credible combat potential, making an aggression
unprofitable. Implementing these general considerations to the national missile defense
system, that is simultaneously a part of the allied defense system, we should underline its
desired operational readiness not only in times of peace but also under other conditions. The
readiness of the system may discourage a state that would like to make threats with a
ballistic-missile attack, and deter the state from a real attack.

The awareness of the existence of a missile defense system on its own can be enough to
encourage military and political decision makers to assess the costs of the attack. Most
probably, the relation of cost and result may prove to be unfavorable not only in military but
also political terms. It is the latter dimension that may prove to be decisive in changing of
the behavior of the potential adversary, for a missile attack in the time of peace can cause
the aggressor to face more costs than benefits.

In the time of crisis, the aim of military deterrence is to restrain its escalation and to
prevent the use of military force. In this state, besides increased psychological actions, it is
necessary to undertake active demonstrative actions by the deterrence forces in order to
convince the adversary about the capacity, determination and credibility of its retaliation.

In times of war, the aim of military deterrence is to restrain the adversary from
escalating military actions and stop them (Olszewski, 1998, p. 19). In such circumstances,
in which the fate of the nation perhaps even that of humankind (as the nuclear catastrophe
cannot be excluded) may be decided, the meaning of the missile defense system of the US
and NATO Integrated Air and Missile Defense System is huge. Let us remember that most
contemporary armed conflicts and wars have started from decisive air-force and missile
attacks.

In this case, an efficiently functioning missile defense system can discourage the
adversary from firing other ballistic missiles, having in mind that, with a high level of
probability, they may not reach the target. One can consider whether the efficiency of the US
and NATO missile defense systems would reach a similar level.

Considering the complexity of the state’s military deterrence system (that of an
organization, e.g. the NATO), the missile defense system has to be unambiguously
recognized as a part of the military deterrence. Such an approach seems entirely valid
despite the fact that offensive means (e.g. ballistic missile with nuclear warheads, or combat
air-force) are more often considered as such an element. The combat air-force’s capacity to
conduct efficient retaliatory attacks on the enemy’s territory in virtually any conditions and
at short notice is underlined as one of the most important of its characteristics.

Summarizing these short considerations on the military deterrence, we must
understand and remember that to deter means to influence the opponent’s decisions by
using a credible threat of the solid defense and decisive retaliation. For there is a connection
between deterrence and the decision-making protocol on the highest levels of command of
a state or an alliance. The decision on the use of ballistic missiles armed with weapons of
mass destruction surely would not be taken on the tactical or operational levels due to its
enormous military and political weight.
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5. Conclusions

The missile defense system remains an incredibly interesting and always current area of
research both among theoreticians and practitioners. Considered in technical, military or
political contexts, it has been an important subject of research and international analysis for
the past decades (Kupiecki, 2015, p. 9). Its currency stems not only from the threat from
weapons of mass destruction and ballistic missiles, but also from the still visible
imperfections of the system. For neither political nor military decision-makers of the US and
the NATO have not declared full operational readiness of the missile defense system(s).

Conclusions from analyzes of development of the US missile defense system (what
applies to the NATO as well) clearly point to the importance of its political dimension. What
is more, at some point of the development of the missile defense system, one could have the
impression that the aforementioned political dimension is more important than the military
one related to detecting and combating hostile ballistic missiles capable of carrying WMD
warheads.

We should remember that the missile defense system is rightfully considered as an
essential tool to counter the proliferation of WMDs, what is reflected in the NATO strategic
concept of 2010. It is the elimination or neutralization of such weapons that the defending
party is focused on. The ballistic missile itself, however, hard as a weapon to intercept, is
only a carrier of the warhead. Yet due to the immense consequences of the neutralization of
a ballistic missile carrying a warhead with WMD over a populated territory, it is crucially
important to counter ballistic missiles far away of one’s own state frontiers, or of those of
the allies.

It seems that possible doubts concerning the relation between the missile defense
system with the military deterrence were addressed. Developing and fielding credible and
effective defensive capabilities may not only protect our forces during hostilities but also
deter an adversary from attempting an air or missile attack (Joint Chiefs of Staff, 2013, p. 3).
Taking into account the essence of the military deterrence, we can conclude that the very
existence of the missile defense system can impact actions of a potential adversary. Political
decision-makers (leaders) of a state that could have hostile intentions towards the US or the
NATO (or any other state with the ballistic missile defense capabilities) can refrain from any
hostile actions just because their awareness of the functioning of the missile defense system.
In such a case, an attack would be inefficient, for the attacking party could lose more than it
could gain. This would make the concept of military deterrence real.

It should be mentioned that the missile defense system, yet in the preparatory phase on
its way to achieve full operational capability, performs a very important function of political
integration of the states involved in its construction. Even making the land available for the
US to place its defense system on another state’s territory already increases the cooperation
between these states. It is worth mentioning here the cooperation between the US, Poland,
and Romania or the Czech Republic. Unfortunately, we have to observe as well that even
among the Alliance member states opinions regarding the cooperation varied, divided, and
thus not always positive. It is hard to believe that initially both the North Atlantic Treaty and
the European Union were skeptical towards the American project of missile defense
(Adamczyk, 2014, p. 46). Most probably, this stems from the fact that the system
components deployed in Europe aim primarily at protecting the US from the
intercontinental ballistic missiles fired from the Middle East.

The rocket launcher based in Alaska is of lower efficiency when it comes to counter
ballistic missiles fired from the Middle East. According to the experts, it is because of a
narrow window of opportunity to intercept a missile flying at a very high speed (up to 5000
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m/s in the terminal phase). Thus, the region of Eastern Europe has gained in importance in
the context of the US missile defense.

The integrating function of the missile defense system, consolidating the North Atlantic
Alliance’s member states is also visible in strengthening the collective defense, exemplified
by creation of the NATO Integrated Air and Missile Defense System. Therefore, in the case
of a missile attack on the US or any other NATO member state, it will be considered an attack
on the whole Alliance. In such a case, a potential aggressor has to seriously reconsider
whether it is worth to risk a military clash with the world’s most powerful organization.

Declaration of interest — The author declares that he has no known competing
financial interests or personal relationships that could have appeared to
influence the work reported in this article.
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Abstract

The article offers a discussion of the origins, current state, and the future of air defence for the Baltic states. It
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1. Introduction

Air defense is a crucial capability for guarding the sovereignty over national airspace and
preventing aggressive actions by hostile air and missile threats. It is continuously needed
during peacetime, crisis, and conflict. Air defense contributes to national defense and deter-
rence, and during conflict, it becomes a part of the joint force efforts to create favorable con-
ditions for friendly military operations. The case of the Baltic states is a telling example of
the criticality of air defense for national security. It shows also the challenges that small na-
tions face in developing credible capability to defend against air and missile threats. The
Baltic states’ efforts in the field of air defense date back to the first days of their independ-
ence after the collapse of the Soviet Union. With limited resources available, the Baltic states
were initially able to provide only for air surveillance of their national airspaces and did not
develop capabilities to engage air threats. Membership in NATO brought allied support to
the Baltic states in the form of air policing. The early days in NATO contributed to the in-
creased interoperability of the Baltic states’ air defense systems, but the development of air
defense capabilities was rather slow. A turning point in the development of air defense of
the Baltic states was Russian aggression against Ukraine and the occupation of Crimea.
These aggressive actions added a sense of urgency for both NATO and the Baltic states’ ac-
tions. Allied reassurance measures reinforced the air defense posture in the Baltic states,
and increased funding supported the development of air defense capabilities by the Baltic
states. While the development of air defense capabilities by the Baltic states competes for
resources with other defense capabilities, it clearly remain one of the top priorities in defense
spending. With allied support and long-term national modernization plans, the air defense
of the Baltic states is destined to develop and be better prepared to face air threats in the
future.

This research aims to discuss the origins, current state and the future of air defense in
the Baltic states. It looks at external and internal factors that have influenced development
of air defense capability by the Baltic states. The research explores the synergy of NATO,
bilateral defense cooperation, and national efforts in the field of air defense. It uses unclas-
sified, publicly available documents and analytical reports as a source of information for the
discussion on the origins, current state, and future of air defense of the Baltic states. The
research focuses on several distinctive periods in the development of air defense for the Bal-
tic states.

The article starts with a retrospective on the origins and developments of air defence of
the Baltic states before their membership to NATO. Then it focuses on integration of air
defense of the Baltic states within the NATO Integrated Air Defense System prior to 2014.
The next part of the article examines the implications for the air defence of the Baltic states
related to changes in the security of the Euro-Atlantic region stemming from Russian ag-
gression against Ukraine and the occupation of Crimea. The final part of the article discusses
the future of the air defense of the Baltic states while trying to reconcile requirements for
future developments and possible outcomes.
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2. Doctrinal framework for studying air defense

Air defense is crucial for state sovereignty as it assures the integrity of national airspace
and prevents aggressive actions against the state by hostile air and missile threats. Air de-
fense is an essential, continuous mission in peacetime, crisis, and conflict. It aims at safe-
guarding and protecting state territory, populations, and forces against air and missile threat
and attack. Air defense contributes to national defense and deterrence against both state and
non-state actors. Should the deterrence fail, air defense as a part of joint counter air opera-
tions aims at assuring the required level of control over the airspace to create favorable con-
ditions for friendly military operations. While studying the air defense of a particular state
or a group of states, a valid question to pose is to what extend their air defense is capable of
providing protection during peacetime, crisis, and war. It depends on the nature and mag-
nitude of air and missile threats and the costs of development and maintenance for these air
defense capabilities.

Another important point for studying air defence is the organization and conduct of air
defense operations. Such operations are implemented through the integrated air defense
systems, comprising of elements allowing for the effective execution of air defense functions.
That is especially relevant to those functions that enable active air defense. Air defense sys-
tem should allow for integrated detection, identification, assessment, interception and en-
gagement of air and missile threats to facilitate active air defense operations and support
passive air defense. The implementation of those functions requires an air defense system
to have specialized components such as airborne and surface based combat assets, surveil-
lance assets, and command and control elements (NATO Standardization Agency, 2010).
The issue of integration is an important point for studying air defense. The integration of air
defense system elements allow for simultaneous coordinated engagement of air and missile
threats, mutual support and increased survivability. It is crucial to understand what air de-
fense functions can be performed by such an air defense system and to what extent. Air de-
fense related capabilities need to be studied along with respective capacities.

Air defense, which aims at the protection of friendly forces from enemy air and missile
attacks, is seen in military doctrine through the prism of active and passive defense. Active
air defense activities include the use of airborne and surface based air defense assets to de-
stroy missile and air threats or reduce the effectiveness of their employment. While many
researchers focus on active defense, it is worth noting the value of passive defense as well. A
good point for studying air defense is a comparison of the case studied to a model set up. A
desired model for air defense calls for a layered defense-in-depth that allows for multiple
engagement opportunities and integrated employment of airborne air defense assets along
with surface based air and missile defense assets. It aims at combining active air defense
operations with passive air defense and to increase the survivability of defended assets
(NATO Standardization Office, 2016). As it is difficult to find an ideal air defense in the real
world, how case studies differs from the doctrinal model and what are the consequences of
these differences must be analyzed. For any assessment of air defense, it is important to
understand the synergic capabilities of different types of assets and operations. In addition,
it is important to realize implications of not having a specific capability or assets, for example
for effectiveness of engagement against air and missile threats or for the survivability of an
air defense system.

While studying air defense of the Baltic states, one need to address most of those im-
portant problems. Starting with understanding the nature and magnitude of missile and air
threats that this air defense has faced, one needs to explore the divide between the capabili-
ties required for effective air defence compared to those that can be afforded in more detail.
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Then, it is possible to discuss the choices that have been made, their implications for air
defense operations, and the organization of air defense system.

3. Development of air defense of the Baltic states prior to NATO membership

After collapse of the Soviet Union, the Baltic states had to develop their armed forces
nearly from almost nothing. They did not inherit advanced post-Soviet combat weapon sys-
tems nor trained personnel. With struggling economies, the militaries of Estonia, Latvia,
and Lithuania were doomed to remain small, low-tech, land-centric and light for a long time.
Air forces of the Baltic states tasked with air defense missions lacked virtually all compo-
nents of an integrated air defence system. A priority for the development of air defence back
in the nineties was the integration of national air surveillance assets into a joint air surveil-
lance system of Estonia, Latvia and Lithuania. The decisions to establish an integrated air
surveillance system for the Baltic states were made in 1994 and 1995. The project gained
external support as a year later the United States decided to extend its Regional Airspace
Initiative to the Baltic states. Thus, the Baltic states took the path of introducing Western
standards similar to Poland and other Central European states seeking membership to
NATO (Cieslak, 2019).

The value of BALTNET to the development of air defense for the Baltic states stemmed
from the fact that it facilitated introduction of Western and NATO standards and fostered
interoperability. The Baltic states cooperated closely with NATO’s Committee for European
Airspace Co-ordination and the NATO Air Defense Committee in air surveillance and air
defense matters. The international support to the BALTNET project involved training, pro-
vision of equipment, and expertise. Extensive US, Norwegian, and Danish support to the
project must be noted. Supporting countries have also assisted in the development of the
concept of operations and standard operating procedures for the BALTNET system.
BALTNET proved to be a successful cooperation project for the Baltic states themselves.
They were able to work together in planning the placement of radar sensors in the three
states, avoid unnecessary multiple radar coverage, and ensure economical use of resources
(Harper, Lawrence, & Sakkov, 2018).

Modernization efforts related to air defense prior to membership in NATO focused on air
surveillance and control elements of the national air defense systems. Lithuania and Latvia
bought a limited number of man-portable air defense systems, which could be used for the
land forces’ organic air defense missions. Only Lithuania possessed two jet trainers L39
which offered limited capability to react to air threats in peace time. Bearing that in mind,
one could argue that prior to 2004, the Baltic militaries were able to perform only a part of
air defense functions. They could detect, track, and identify aerial objects but lacked the ca-
pability to engage them. The air defense of the Baltic states lacked fighter force and credible
surface based air defenses. National air surveillance assets integrated within BALTNET of-
fered basic radar coverage of the Baltic states’ airspace and provided a backbone for limited
command and control capability to active air defense operations.
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4. Integration with the NATINADS and developments before 2014

Integration of the air defense assets within the NATO Integrated Air and Missile Defense
System started before the Baltic states formally joint the Alliance in 2004. BALTNET was
integrated into the allied air surveillance and command and control structures, and its role
expanded to include not only air surveillance but also air traffic control and tactical manage-
ment of air policing operations. Efforts undertaken by the Baltic states within BALTNET
project paid dividends, as they enabled the NATO Baltic Air Policing mission to start on the
first day of their membership to the North Atlantic alliance. Air policing has constituted the
principal Allied air presence in the Baltic states since March 2004. It was agreed as a peace-
time mission to ensure the integrity of airspace of all member states of the Alliance. The
main aim of the mission was to offer assistance to the Baltic states, as they did not possess
air defense fighters. This mission was initially planned for a limited period of time, but it
was changed in 2012 to a standing one. Until 2014, the Baltic Air Policing mission was con-
sidered primarily as a means for demonstrating allied cohesion, shared responsibility, and
solidarity (NATO, 2021). To put this mission into a broader context, one need to reflect on
the nature of air threats at that time. Relations between NATO and Russia were quite stable
and cooperative, and the focus of air defense operations in peacetime was preventing terror-
ist use of civilian airplanes (a stark reminder of the 9/11 attacks). Because of these consider-
ations, the Baltic Air Policing mission was limited in scale. It used one air base in Siauliai,
Lithuania as a home for usually four air defense fighters deployed by Allied nations on three
and then four months rotations. While some politicians and even researchers did not con-
sider the NATO Baltic Air Policing to be an air defense mission, in fact it has been such,
although restricted by division of national/allied decision-making authorities and responsi-
bilities. In peacetime, the decisions to intercept aircraft violating national airspace of any of
the Baltic states is made by the NATINAMDS command and control agencies. However,
when use of deadly force against such aircraft is considered, the decision-making authority
rests with the nation in which airspace this engagement occurs. With a fighter force belong-
ing to an allied nation, the decision-making process would involve not only one or more of
the Baltic states, but also a nation that deployed its fighters to the mission. Despite the afore-
mentioned limitations, there is no doubt that the air defense of the Baltic states benefited
from the Baltic Air Policing mission. The message that the airspace of the Baltic states
started being protected by NATO has been understood by all stakeholders (Adamowski &
Banks, 2019). The success of this mission depended heavily on the host nation support pro-
vided by Lithuania, which put substantial efforts in upgrading Siauliai Air Base and assuring
combat support and combat service support functions to deployed aviation detachments.
Air policing served also as a catalyst for development of the Baltic states air defense’ intelli-
gence, surveillance and reconnaissance and command and control capabilities. It provided
numerous training opportunities for the air defense personnel of the Baltic states and prior-
itized modernization efforts.

A retrospective on the first decade of the Baltic states’ membership to NATO brings two
points to discussion on air defense. One of the factors that influenced air defense of the Baltic
states before 2014 was the focus of NATO operations and burden sharing debate. Allied com-
mitment to out of area operations in stabilizing the security environment overshadowed the
issue of article five operations. As an armed aggression against NATO states deemed un-
likely, there was no appetite among the member states to develop capabilities for high in-
tensity conflict operations. Limited air defense capabilities centered on airborne assets were
considered sufficient in peace time, and legacy surface based air defenses remained in ser-
vice, but were not considered a critical capability. The Baltic states were expected to contrib-
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ute to NATO and coalition expeditionary operations and rely on allied support for air de-
fense. Such thinking was in line with the smart defense initiative that called for role special-
ization and avoiding overlaps in capabilities and defense spending. A decision on making
the Baltic Air Policing mission a continuous presence agreed by the North Atlantic Council
in February 2012 serves as a good example of the smart defense concept. The Baltic Air Po-
licing paved the way for other missions that assisted member state without sufficient air
defense assets in assuring integrity of their airspace. Missions in the Balkans, Benelux, and
Iceland, along with enhanced air policing, are telling examples of NATO commitment to col-
lective defense and solidarity for all its member states. In 2012, the NATO Secretary General
observed that “collaboration in air policing also exemplifies the kind of cooperation among
Allies that will become increasingly important in the future, as we reconcile our security re-
quirements with budgetary realities”. Ten years later, it still holds true.

Another factor, which limited allied support to development of air defense of the Baltic
states, was the interpretation of the founding act of 1997 between NATO and Russia. During
early years of the Baltic Air Policing, some of member states opted for a very limited, tem-
porary air policing so as to not to provoke negative reactions of Russia and to stick literally
to promises of not deploying major forces to the new member state territories (Lorenz,
2012). The discussion on burden sharing inside NATO raised the need for the Baltic states
to contribute to NATO expeditionary capabilities to compensate for support to their air de-
fense. The opponents of the Baltic Air Policing claimed that the threat in the region was
marginal, and the Baltic states did not do enough for their own security to warrant additional
allied support. For the supporters of the Baltic Air Policing mission, it was evident that it
was crucial for the credibility of NATO collective defense. Russian aggression against Geor-
gia in 2008 and the military exercises Zapad and Ladoga in 2009, during which simulated
attacks against the Baltic states were rehearsed, raised allied support to the Baltic Air Polic-
ing mission. The pledge of the Baltic states to increase the support to the mission was also
helped in the continuation of the Baltic Air Policing. One must however note that increased
support to NATO missions also meant limiting budgets for national air defense capabilities
of the Baltic states prior to 2014.

5. Air defense of the Baltic states after 2014

Russian aggression against Ukraine and the occupation of Crimea since 2014 has served
as a turning point in thinking about the defense of the Baltic states. This translated into
actions taken both by NATO and the Baltic states themselves. For NATO, collective defense
returned as the number one priority and a unifying principle for actions taken by its member
states. Immediate reinforcement of the NATO Eastern Flank under the framework of reas-
surance measures translated into enhanced Forward Presence, and for the air defense of the
Baltic states, it meant the enhanced Baltic Air Policing. Enhanced air policing became a
means for demonstrating the collective resolve of Allies and the defensive nature of NATO.
It has served as a military tool for deterring Russia from aggression or the threat of aggres-
sion against NATO Allies. An inherent feature of enhanced air policing is its flexibility and
scalability that allows for tailored response to changes in the security situation. Enhanced
air policing offers also capability to send a strong, unambiguous message to all of the stake-
holders. In practice, member states make additional air defense assets available to NATO to
reinforce the Baltic Air Policing capabilities and, augmenting national air policing capabili-
ties in other regions (NATO, 2021).
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The post-2014 period has seen an increase in the number and scope of NATO military
exercises directly related to air defense of the Baltic states. Rammstein Alloy exercise focuses
on air defense missions in the Baltic region and is conducted on regular basis bringing allied
fighters and AWACS aircraft to the Baltic states airspace and air bases. It is worth noting
that Sweden and Finland air defense forces participate in the exercise. NATO regularly con-
ducts exercises that involve deployments allied surface based air defense assets in the Baltic
states. Tobruq Legacy exercises involve air defense assets from Lithuania since 2015, and
this series of exercises is conducted more and more frequently on the territory of the Baltic
states. It is also the case for bilateral exercises between the Baltic states and the US military.
In 2017, the first deployment of long-range Patriot systems to Lithuania took place, and a
year later, such systems made it to Estonia. Although Patriot systems deployments to the
Baltic states were initially considered rather symbolic, it is fair to say that this paved the way
to more regular deployments in the future. Limited deployment of surface based air assets
to exercises in the Baltic states so far is critically assessed by a number of experts (O’Hanlon,
Skaluba, 2019). Some of them argue that as long as the number of surface based air defense
assets deployed to the Baltic states do not change the balance of power in a meaningful man-
ner, it has no credible deterrent effect (Ploom, Sliwa, & Veebel, 2020)

The Baltic states provide substantial support to NATO enhanced Forward Presence and
air policing. In June 2016, the Baltic states signed a new agreement with NATO on airspace
management arrangements in support of NATO’s Air Policing mission and other air activi-
ties in the Baltic Sea region. The agreement facilitates an increase in the number of air train-
ing opportunities in the Baltic region by improving civil-military coordination and ensuring
the safe and efficient use of airspace. The costs of host nation support provided by the Baltic
states to allied air defense fighters detachments deployed to the Baltic Air Policing mission
are also notable. The US security assistance to the Baltic states through the newly created
Baltic Security Initiative may alleviate this situation to some extent.

Recent years have seen substantial development of air defense capabilities of the Baltic
states. Russian aggression against Ukraine triggered a rise in defense budgets and military
modernization programs in all three Baltic states. Looking at projects directly linked to air
defense, it is worth noticing developments related to the air surveillance and command and
control elements of evolving BALTNET and decisions on procurement of surface based air
defense assets by the Baltic states. The Baltic states are successfully developing the air sur-
veillance and C2 network for air defense, based on experience gained with BALTNET project
(NATO, 2019). Starting from 2020, the BALTNET Future Configuration is operational. The
Baltic states agreed in 2019 to establish three separate national Control and Reporting Cen-
ters that will conduct air surveillance respectively in their territories, and allow for enhanced
command and control of active air defense operations (Riigiteataja.ee, 2019).

Procurement of additional RBS 70 and Stingers by Latvia and Mistral air defense systems
by Estonia were the immediate reaction of the Baltic states to increased military threat from
Russia after 2014 (Dura, 2015). While this improved air defense against low flying air
threats, the problem of medium range air defenses has not been fully solved yet. Lithuania
became the only Baltic state that introduced a short range Norwegian Advanced Surface to
Air Missile System (NASAMS) that provide limited capability of area air defense. The re-
maining two states are capable of providing only a very limited air defense capability to pro-
tect their ground troops (Ministry of National Defense, Republic of Lithuania, 2020).
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6. Future of air defense of the Baltic states

Discussion on the future of air defense of the Baltic states needs to address any changes
to security environment and evolving air and missile threat first. Russian aggressive and
opportunistic activities will remain most likely the major source of instability in the Euro
Atlantic region. Those activities will demand continuation of NATO adaptation and reassur-
ance measures and will remain a key driver for the national defense efforts of the Baltic
states. This will translate into continuation of Allied support to air defense of the Baltic
states. The Baltic Air Policing mission will most likely remain authorized as enhanced air
policing, which allows for a greater flexibility and responsiveness to any deteriorations in
security environment. At some point in the future, the proposal of changing air policing to
air defense mission may also be revisited (Reuters Staff, 2016). Rotational deployments of
allied fighter force will raise the interoperability capabilities of the national air defense forces
of the Baltic states. Increased costs of host nation support in the Baltic Air Policing mission
will have an impact on the availability of resources to develop national air defense capabili-
ties of the Baltic states. With the continuous nature of the mission, contributions of the Baltic
states need to be considered as long-term ones.

The regular deployments of allied surface-based air defense assets to the Baltic states will
continue as a part of exercises and bilateral defense cooperation. One of the proposals for
that is to integrate air defense capability into the NATO battalion battle groups that rotate
in the Baltic states (Harper, Lawrence, & Sakkov, 2018). This type of activities may increase
in the future if Latvia and Estonia acquire short range air defense system. Although the per-
manent deployment of ground based air defenses to the Baltic states has not been publicly
discussed yet, it may be the case in the future. A number of deployments of Patriot missile
systems to Turkey throughout the recent decade suggests that a serious deterioration of se-
curity in the Baltic region may be a trigger for deployment of allied surface based air defense
assets on the territory of the Baltic states. Such a move may aim at the prevention of the
escalation of a crisis and provide NATO a greater freedom of action and security in the re-
gion. As the allied decision-making process is lengthy and complex, such crisis deployments
are likely to be a part of bilateral defense cooperation between the Baltic states and sending
nations rather than a NATO-integrated mission.

Development of air defense capabilities by the Baltic states will continue. The evolving
nature of air threat will need improvements in the air surveillance capabilities (Kulik, 2020).
Threat of unmanned aircraft systems and hybrid threats employing civilian planes demand
better radar coverage at low altitudes (Cieslak, 2021). At some point, dedicated anti-drone
systems may become a priority for national air defense efforts by the Baltic states. Fielding
short range air defense systems by Latvia and Estonia at some time in the future is very likely
(Metha, 2018). While immediate modernization efforts by those Baltic nations favor ground
forces and capabilities required for high intensity conflict (such as long range artillery), such
assets will need cover from air threats. Therefore, one may expect further procurements of
very short air defense systems, but also some attempts to field more costly short range sur-
face to air missile systems. The US assistance program to the security of the Baltic states
envisages air defense as one of the priorities, so it is likely that this may translate into acqui-
sition of the US surface based air defense weapon systems (Harper, Lawrence, & Sakkov,
2018). With limited defense budgets, the Baltic states will most likely not attempt to field
long range surface to air missile systems. The costs are clearly prohibitive, and limited ca-
pacities would undermine the value of developing such capability by the Baltic states.
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Conclusions

Air defense remains crucial capability for the Baltic states’ security and defence. The case
of the Baltic states is a telling example of the criticality of air defense for national security. It
also shows the challenges that small nations face in developing credible capability to defend
against air and missile threats. The lessons learned by the Baltic states suggest that for states
with small defence budgets, even long-term efforts result in a limited air defense capability.
The period before the Baltic states joined NATO saw some developments only to air surveil-
lance capability, while the functions of air defense related to engagement of air threats could
not be performed. Allied support to air defense of the Baltic states has significantly improved
the situation. Since 2004, NATO provided the Baltic states with the capability to react to
intrusions into their national airspaces and offered credibility of protection against air and
missile threats. Russian aggression against Ukraine and the occupation of Crimea in 2014
triggered reinforcement of air defense of the Baltic states. Implementation of reassurance
measures by NATO reinforced air defense posture in the Baltic states by enhanced air polic-
ing and intensified trainings of surface based air defense troops. Development of air defense
was given priority in the Baltic states, and some improvements to surface based air defense
capabilities have been achieved. Looking into the future, one can expect that the air defense
of the Baltic states is destined to develop in coming years. While it may not be able to deal
with all of future air and missile threats, it will be better prepared to inflict attrition to a
possible aggressor and to contribute to overall military deterrence of the NATO’s Eastern
Flank.
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1. Introduction

The methods of ensuring world security and the methods of creating military systems
directly related to them are the result of threat changes and evolve in each decade. Therefore,
we can assume that every new military system is different from the previous one. On the
other hand, this is only an assumption, because if we look closely, the general framework,
concepts, and purpose of creating safety systems and their military subsystems remain un-
changed. Military systems usually have two fixed objectives: defensive and offensive activi-
ties. The defensive goals are to preserve sovereignty and deter the enemy from his own ter-
ritory. The offensive ones are focused on ensuring victory in the military campaign and dom-
inating the enemy at home and abroad. The only thing that fundamentally changes is the
weapon and its combat capabilities. Nowadays, as a result of technological development,
weapons are more accurate, faster, and could affect the enemy at very long distances with
less involvement of own operating personnel. Presently, military systems are able to operate
at intercontinental distances in various combinations of environments like land, sea, air,
space, as well as in cyberspace. One such operational concept based on the latest military
achievements is the concept of Anti-Access /Area Denial (A2 /AD). However, the idea of
conducting military operations this way has been known known throughout the history of
wars (e.g. Maginot Line or Isolation of Great Britain and its defense in World War II), but
its name and character was defined and refreshed again two decades ago. Nowadays, con-
cept of A2/AD is mostly dominated by China and the Russian Federation, countries which
in their polities and military activities are in opposition to NATO countries. At the same
time, it can be observed that Russia and China, which originally declared that these A2/AD
systems serve only to defend their borders, are increasingly developing military capabilities
and are creating new A2/AD systems also outside their borders. This raises the main re-
search problem: what is the purpose of creating Anti-Access /Area Denial systems? In order
to answer the main research problem, author also asks specific questions: to what extent
Anti-Access/Area-Denial zones can play a defensive or an offensive role? What is their im-
pact on military balance and the geopolitics relations in a specific region? What are the real
possibilities of using these systems in the military operations? In the course of this study,
the author decided to answer all these questions in article and verify his main hypothesis
based on the predictions that probably in the future, the dominant way of exerting political
influence and gaining military advantage before and during operations will be the disloca-
tion of A2 / AD systems in the key areas.

The idea of Anti-Access /Area Denial (A2 /AD)

In subject literature, the A2/AD concept has various names, including the concept of iso-
lating of the battlefield, the concept of blocking access and counteraction, the doctrine of
closing access for the intervention forces. They also have an abbreviated name (anti-access
concept) and a colloquial name (anti-access). However, the closest to its essence and pur-
pose is a two-part name: the concept of Anti-Access / Area Denial (A2 /AD). The correct
nomenclature is particularly important from the perspective of distinguishing between two
activities implemented under the A2 / AD concept. The actions of A2 are completely differ-
ent from the actions of AD. They use different means of combat, are carried out at different
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distances and in different areas, and their effects are also different from those obtained by
AD means. Anti-Access (A2) and Area Denial (AD) are therefore two essentially different
groups of activities carried out ultimately for a common goal, which is to gain an advantage
over the opponent in a specific area (Dobija, 2019).

The development of the two-part name makes it possible to understand purposes and
tasks which are carried out within this concept. Anti-Access (A2) are activities that use long-
range combat measures to prevent an enemy from deploying forces in a Joint Operation
Area (JOA). In other words, the enemy's forces are prevented from entering the operational
area by actions limiting his freedom of movement. Anti-Access is understood primarily as a
set of actions carried out against the enemy, making it difficult to reach the area of operation
(JOAC, 2012) . These actions focus on limiting enemy freedom of maneuver in each possible
dimension of warfare. They are implemented in the land, sea, air, space and cyber dimen-
sions. Considering above-mentioned activities it should be stated that they will be carried
out globally under A2, using the latest combat tools and technological achievements. They
will be characterized by higher speeds and greater momentum as well as dynamics of oper-
ations, previously unknown from traditional forms of air, land or sea combat. The concept
of A2 actions are conducted in order to prevent the enemy's troops (creating a kind of wall)
in front of the place of operation and will focus mainly on the disorganization of its move-
ment. Thus, the priority targets for the A2 combat assets will be airports and seaports as well
as land communication routes. Permanent supervision over the air corridors and sea routes
leading to the area of operation will also be carried out. It should be noted that the concept
of A2 activities is not only the involvement of the latest military equipment, ships, planes,
submarines, ballistic missiles or satellites, but also information warfare carried out in cyber-
space. Nowadays, with the enormous and progressive digitization of all civilization it may
turn out that the one who controls cyberspace also controls the enemy's ships, planes and
satellites. When ruling in cyberspace, one could control information, decision centers, power
plants, command posts and its armed forces (Krepinevich,2003).

On the other hand, Area Denial (AD) covers all activities involving the use of weapons
with shorter ranges than Anti-Access ones. The main purpose of AD activities is to limit the
opponent's freedom of action in the Joint Operation Area (JOA) (JOAC, 2012). Unlike A2,
AD measures are focused on limiting enemy combat activities in the operating area. It is
strictly military in nature and is used to conduct direct warfare. The A2 / AD concept con-
siders two possible scenarios in which AD means are triggered. First, when A2 measures fail
and the opponent manage to enter the JOA, then AD resources are automatically activated.
The second, when A2 means constantly isolate the enemy from Joint Operation Area and at
the same time AD means conduct close military operations inside the JOA. Hypothetically,
this type of scenario could be played by Russian A2/AD system dislocated in the Kaliningrad
Oblast. The A2 part could isolate NATO troops from providing support to the Baltic states
and the ranges of the AD systems would allow them to combat and control of the military
situation in the Baltic states region. The advantage created in this way would ensure that
Russian forces gain local supremacy and separate the rest of the NATO forces. One of the
best explanations of the A2/AD idea is presented in the words of Professor Andrew A.
Michta: "the A2 / AD concept is a combination of activities that limit the possibilities of
military access to an operation area, with activities that limit the possibility of operating in
a controlled area" (Michta, 2019). Thus, he further stated that the area around the Anti-
Access system does not have to be an area of military operation, but it can be a place where
ensuring control will allow for gaining an advantage or even ruling in a selected region of the
world.

Taking into account the indicated two basic types of activities of A2 / AD concept, the
two groups of means could be use appropriately for their goals. As part of Anti-Access (A2)
measures, the following systems could be distinguished:

-24-



Safety & Defense Vol. 7(2) (2021)

— long-range reconnaissance systems,

— anti-satellite systems,

— other means which are used for carrying out cyber-attacks against: IT networks,
command posts, troop movement control systems, supply networks, elements supporting
the resilience of the troops,

— Theater Ballistic Missiles (TBM),

— Cruise Missiles (CM): launched from bomber aircraft -Air Launched Cruise Missiles
(ALCM), launched from surface and submarine warships - Sea Launched Cruise Missiles —
SLCM, and Ground Launched Cruise Missiles (GLCM),

— intercontinental-range submarines,

On the other hand, for the implementation of the Area Denial (AD) tasks, the follow-
ing systems are used:

— operational and tactical level of Electronic Warfare (EW),

— reconnaissance measures,

— combat aviation (fixed and rotary-wings aircraft),

—unmanned UAVs,

— air defense systems, including Land and Navy air defense systems,

— short-range artillery,

— anti-ship missiles and torpedoes,

— sea and land mines,

— ground maneuver units,

— and all other measures limiting the enemy freedom of action, used from a distance
allowing for the avoidance of direct contact with the opponent (Kreuder, 2013).

The use of the above systems in conjunction with the principle of synergy makes them
virtually insurmountable. Such a combination creates a multi-layer, closed protective bubble
over a large area and completely paralyzes the enemy's actions. At the same time, the dislo-
cation of such systems directly affects the state security policy, especially in countries whose
territories are within the range of systems gathered in such zones.

Anti-Access /Area Denial (A2 /AD) — China and Russia case study

Nowadays, there are two countries in the world that specialize in the A2/AD concept -
China and Russia. Although these countries use similar military means under the A2 / AD
concept, the purpose of their use differs.

China is first of all concerned with the defense goals of A2 / AD and the preservation of
its borders sovereignty. Currently, by dislocating systems in the South China Sea, they are
"pushing" the United States out, treating it as a potential aggressor. In recent years, a situa-
tion has been observed in which a significant part of the Pacific Ocean, previously dominated
by US forces, was lost to the armed forces of the China. This became possible because now-
adays, China is not only an economic but also a military power. Economic development al-
lowed China to create new military units and expand them into more and more advanced
regions. By assuming a defense policy, China began to make its old aspirations to dominate
the seas and oceans more realistic. The waters around Taiwan, recognized by Beijing as its
rebel province, and the areas in the South China Sea, where China has so far had territorial
disputes with its neighbors (Vietnam, the Philippines and Malaysia) have become a key area.
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Figure 1. South China Sea claims — marked in dotted line (South China Sea Maritime Claims,
Adopted from: National Defense University Press, Public domain, via Wikimedia Commons, 2011,
Source: https://commons.wikimedia.org/wiki/File:South_China_Sea_Maritime_ Claims.jpg ).

Interestingly, China's current dominance in this area is based not on its overwhelm-
ing military potential, but on developing strategic strike capabilities within the framework
of the A2 / AD systems being developed. These systems make it possible to isolate and main-
tain potential enemy naval forces (in the intention of the US forces) at large distances from
continental borders (Permal, 2014). Keeping the aggressors away from their own territory is
possible mainly by dislocating A2 / AD systems on artificial reefs and islands in the South
China Sea. The adopted defense concept is based on the use of specialized military means,
including reconnaissance satellites, radars, anti-ship and ballistic missiles, anti-aircraft sys-
tems and attack aircraft. The concentration of these weapons on artificial islands (rebuilt
reefs) located far from the coast of mainland China deprives the US Navy, and above all the
US NAVY carrier groups, of gaining an advantage in this region.

-26-


https://commons.wikimedia.org/wiki/File:South_China_Sea_Maritime_Claims.jpg
https://www.tandfonline.com/author/Permal%2C+Sumathy

Safety & Defense Vol. 7(2) (2021)

Figure 2. Fiery Cross Reef a militarized and controlled by China reef located in the South
China Sea (Fiery Cross Reef 2020 jpg., Adopted from: SkySat, CC BY 2.0, https://creativecom-
mons.org/licenses/by/2.0, via Wikimedia Commons, Source: https://commons.wiki-
media.org/wiki/File:Fiery_Cross_Reef 2020.jpg)

The implemented scale of the military projects shows growth of China's arms budget. It is
the second largest budget in the world just after the US. In 2021, it amounts 1.35 trillion
yuan ($ 208.47 billion). Deployment of China's A2 / AD systems in distant territories means
that, at least for the moment, the United States do not have the capability of responding and
restoring its dominance in the disputed areas. In addition, the latest Chinese anti-ship mis-
siles Donfeng DF-26 with the range 5,000 km could threaten US aircraft carriers, even
though they are outside the China Sea (Guizner, 2016).

Therefore, it can be concluded that Anti-Access / Area Denial (A2/AD) systems could
diametrically change methods of war conducting. The aircraft carriers perceived so far as the
main power on the seas and oceans lost their primacy in the face of the possibility of using
long range (thousand kilometers) anti-ship missiles or strike groups of planes located on
artificial islands. That is the way the A2 / AD system changed the balance of power in the
South China Sea and some parts of the Pacific Ocean. Despite the fact that Chinese A2/AD
has a defensive and regional character which is historically associated with the China terri-
tories, one cannot exclude that there is a change of military balance in the South China Sea
region. What is worrying the most is the scale of expenditure on Chinese armaments and the
establishment of the first (in 2017) Chinese military base on another continent in Dzibutti
(West Africa). Declared as a logistic base, it was created to ensure the safety of the Chinese
merchant fleet. So far, its tasks have been focused mostly on the supply and maintenance of
warships. The warships stationed there provide peaceful anti-piracy operations to supervise
the China's economic interests in Africa. Nevertheless, experts point out that the location of
the base has military and geopolitical importance not only for China but also for the whole
world. This is because it is a sensitive and strategic area called the Horn of Africa. From this
area China could control the movement of the world's merchant fleet flowing through the
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Red Sea and further through the Suez Canal to the Mediterranean Sea. It is also possible that
this base will be equipped with A2/AD system later. If that happens, it can radically change
military force of balance in the Middle East and China can influence from this place on the
North Africa and even South Europe countries.

Summing up, A2 / AD systems currently play a central role in China's military strategy
and successfully defend the interests of the world's largest economy. The Chinese economy,
which is export-oriented and at the same time dependent on the import of raw materials is
largely based on the free use of sea routes. For this reason, escort missions in the Red Sea
and a permanent presence in the Indian Ocean are crucial for China. At the same time, the
strategy adopted by China is to base the Anti- Access/ Area Denial systems in distance areas,
which allows them to move the defense line and prevent potentially hostile warships from
reaching their shores. Although these actions are defensive in nature, they de facto allow
China to pursue an expansive policy, which is particularly visible in the South China Sea. It
should be also noted that the Republic of China is developing its navy at a very high pace,
introducing over 100 ships (including 2 aircraft carriers) into its service over the last 10
years. These actions can testify to the further expansion plans and exerting political and mil-
itary influence beyond the area of the declared Chinese territorial waters. Sensing a weak-
ening position, the USA has started working on new strategies that could break through
A2/AD zones domination. One of the proposed concepts is based on a multidimensional
attack conducted both in cyberspace, in the electromagnetic spectrum, by rocket artillery,
unmanned aerial systems, and hypersonic missiles (Hypersonic Glide Vehicle). This last,
previously unknown weapon, will be characterized by high precision, and primarily high
speeds, several times exceeding the speed of sound, and the ability to carry any type of com-
bat warheads (NATO, 2011). The purpose of using all the above systems in a coordinated
manner is to disrupt and disable the A2 / AD command, thus creating conditions for carrying
out the next phase, conventional attacks on the other military systems located inside the
zones. The breaches created in this way in the defense zones and, at the same time, the ina-
bility to strike at long distances will allow the transition to the 3rd phase of the operation
and the introduction of land and sea troops supported by aviation in order to take over the
areas previously occupied by A2 / AD forces (Behrendt, 2020).

The US concept of counteracting A2 / AD zones proves their great influence on the
process of shaping the geopolitical and military situation in the world. These zones can dia-
metrically affect the movement of air and sea in a selected areas and excluding the possibility
of deploying opposing ground forces in their vicinity. Assuming China's further economic
development, it cannot be ruled out that in the future A2 / AD systems will also be deployed
in new areas of interest far away from the country's continental borders. Let’s hope it will be
dictated mainly by the need to ensure the security of the continuity of supplies of raw mate-
rials and energy for the Chinese economy, which is currently the largest and at the same time
the most expansive in the world.

A slightly different concept of A2/AD is implemented by the Russian Federation. His-
torically, the Russian Anti-Access/Area - Denial systems were initially created as a network
of defensive bastions deployed around the borders of the largest world territory. Thus, the
A2 / AD bastions became the solution that allowed for the concentration of forces in selected
areas, while maintaining the ability to act at very long distances. As a result of the concept,
the Russians have created as many as nine A2 / AD systems, ranging from Vladivostok and
Kamchatka, to the western borders of Europe. Over time, they also began to be deployed in
sensitive regions in order to dominate the military situation and extend the sphere of influ-
ence to opposite border states and their allies. An example of such activities is dislocation of
the A2/AD system in the Kaliningrad Oblast, which is a Russian exclave bordering with
NATO countries, or the dislocation of A2 / AD systems in areas of military conflicts in which
Russia is currently involved (Crimea and Syria). So far, the Russian Federation maintains as
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many as 11 A2/AD, 9 of which directly serve to defend its borders, while the rest are created
to influence the local political and military situation or to gain an advantage in the area of
military operations. Below is the list of A2/AD systems as of August 2016:
1. Kaliningrad;
Murmansk / Polarnyj;
Saint Petersburg;
Moscow;
Novorossiysk;
Vladivostok / Nakhodka;
Petropavlovsk/Kamchatka;
New Earth;
. Tiksi;
10. Sevastopol/Crimea;
11. Khmeinin, Latakia/Syria
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Figure 3. Dislocation of Russian’s A2/AD systems( The authors own work)

A striking example of the creation of the A2 / AD system, which affects the political
and military situation in the region, is the one established in the Kaliningrad Oblast which
is the most western Russian exclave bordering the NATO countries. The Kaliningrad Oblast
is cut off from the rest of the country, borders Lithuania and Poland, and from the north, it
has an extensive coastline on the Baltic Sea. In a straight line, the Kaliningrad Oblast is about
250 km away from the borders of the Russian Federation. The distance to be covered by land
routes from the Kaliningrad Oblast to the Russian border is 450 km, while the sea route to
the nearest Russian port (Saint Petersburg) is estimated at approximately 550 nautical
miles. This territory has strategic military and economic importance for the Russian Feder-
ation. The process of increased militarization of the oblast began in 2009, when Russia en-
tered the phase of economic crisis and, at the same time, increased its military expansion.
In the following years, Russia invested in non-military means of combat, which ultimately
led to the transformation of the Kaliningrad area into the Russian A2 / AD zone (Sukhankin,
2018).
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A particularly significant increase in spending on the militarization of Kaliningrad
and its alienation from Western partners was visible in 2013, during the Ukrainian crisis
when Russia took over Crimea and eastern Donbass. This zone is currently the most heavily
armed of all A2/AD zones and allows for the supervision over air, land and sea space in Baltic
Sea and most of central Europe. It is estimated that about 12-15 thousand soldiers are cur-
rently stationed there. They are equipped with:

- combat aircraft (689th Reg Su-27 and 4th Reg Su-24, Su24MR, UAV Squad),

- air defense systems (18314 Reg S-400, 1545t Reg S-300, 22nd Reg Pancyr-S1,),

- long-range reconnaissance and EW systems (14274 EW Battalion, 30274 Reg),

- ballistic missile and winged missile systems (15224 Brig Toczka- U/M, Iskander -M,

244t Brig BM-21, 2A36, Hiacynt-B),

- marine and coastal missile systems (25th Costal Missile Reg Bastion-P),

- submarine and surface warships.
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S-300 and S-400 long-range anti-aircraft systems can be distinguished among the
most dangerous air defense systems deployed in the Kaliningrad Oblast. Depending on the
version and type of missiles, they allow for the destruction of air targets at distances of 150
km (S-300 PMU set with a 48N6E missile), 200 km (S-300 WM set with a gM82M missile),
and even 400 km (set S-400 Triumph armed with 40N6 missile). Of course distances of 400
km are achieved only when air targets are flying at very high altitudes. Therefore, the full
ability of the S-400 system to destroy air targets is assumed at distances about 250 km. The
S-300 / S-400 systems are multi-channel, thus they can engage several or a dozen targets
simultaneously, including ballistic missiles and winged missiles. The dead zones of both of
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the systems are supplemented (covered) by the following short-range anti-aircraft systems:
Pancyr, Tor M-1, Buk and Tunguska.

From the NATO perspective, the A2/AD system deployed in the Kaliningrad Oblast
poses a particular threat to European countries. In the event of a possible conflict, Russian
troops and weapon dislocated in Kaliningrad allow the Baltic countries to be cut off from the
supply and support NATO lines of communication in a very short time. In this regard, the
special perception should be focused on the "Suwalki Corridor" called also “Suwalki Gap”.
This is a small land located between Kaliningrad Oblast and Belarus, a Russian ally. This
area is a 100 km long border between Lithuania and Poland,, and the main route of land
communication between the Baltic states and the rest of Europe. The seizure of the "Suwalki
Corridor" by Russia would enable a connection for Russian troops from Belarus, while sim-
ultaneously cutting off Lithuania, Latvia and Estonia from land communication with other
NATO countries. This area is extremely important for ensuring the security of the Baltic
states, the former Soviet republics, towards which Russia's policy is conducted from the po-
sition of the dominant state. At the same time, US politicians and military commanders
point out significant infrastructural, communication and organizational shortcomings that
prevent NATO countries from quickly redeploying forces and reacting in this area. It is com-
monly known that Russia and Belarus would show interest in this area in the event of a po-
tential escalation of conflict with NATO countries. A clear example of these efforts are the
joint military exercises carried out close to the Polish and Lithuanian borders. An example
of this can be exercise ZAPAD-17 cared oud where Poland and Lithuania were presented as
aggressors defeated by the joint forces of Russia and Belarus. During the exercise, the Rus-
sians moved air defense systems and tactical Iskander-M ballistic missiles from their bases
in Russia in order to strengthen the A2 /AD system in the Kaliningrad Oblast, and then car-
ried out their simulated massive attack on the aggressors. The ZAPAD -17 maneuvers were
a kind of offensive war with different combinations of simulated attacks on the Baltic states,
air strikes at the Lithuanian border and landing troops at the Estonian - Latvian border. The
offensive combat variants were also practiced by Russia in earlier years during the ZAPAD-
09 and ZAPAD-13 exercises.
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Figure 5. Location of Suwalki Corridor (Gap) and possible Russian military actions
(The author own work based on google.maps.com)

The presented actions of Russia and neighboring Belarus allow us to conclude that
the "Suwalki Corridor (Gap)" is one of Russia's strategic priorities, after wide access to the
Baltic Sea. The main threat to Poland and Lithuania is also the possibility of restricting or
blocking access to the ports in the Baltic Sea by naval and missile forces stationed in the
Kaliningrad Oblast as part of the A2 / AD system. Affecting trade routes to Gdansk and Klai-
peda could result in large economic losses and political destabilization in the Baltic Sea ba-
sin. The forces deployed in the oblast (the Russian fleet and costal missile systems) also al-
low for having an impact on the Scandinavian countries, including neutral Sweden and Fin-
land. There is a widespread belief that Russia's ability to restrict access in the Baltic Sea
region may be used to close this basin. This would be aimed at preventing the displacement
of naval forces, as well as cutting off the Baltic states from providing land and air military
support to their Western allies. Therefore the "Suwalki Corridor" would be the only place
from which NATO reinforcements for the Baltic states could arrive. The sea and air routes
would be too dangerous to use them in the first phase of conflict due to the strength of the
Russian Baltic Fleet and their air superiority in this area.

The dislocation of such a large number of troops in such a small area and the creation
the A2 / AD zone has a great impact on European security and the efficient functioning of
the Alliance. As a result of that situation, NATO countries decided in 2016 to dislocate four
multinational battalion battlegroups with locations in Poland and three Baltic States. The
aim of the initiative called Enhanced Forward Presence (eFP), was to increase the defense
on the eastern flank of the Alliance bordering the Kaliningrad Oblast. The NATO Battalion
Battle Group (BGB) dislocated in Poland started its service on April 13, 2017. The core of the
battalion consists of US armored cavalry soldiers. However, it also includes soldiers from
Great Britain, Romania and Croatia. The Battalion Battle Group in Lithuania was formed by
the German, Belgian, Czech, Dutch, Icelandic, French and Norwegian troops. The Latvian
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BGB is made up of allies from Canada, Albania, Montenegro, the Czech Republic, Iceland,
Poland, Slovakia, Slovenia and Italy. The Estonian BGB, on the other hand, relies on the
support of Great Britain, Denmark and Iceland. Each of the 4 BGBs consists of about 1000-
1500 soldiers who conduct a series of training courses to maintain their constant combat
readiness. These soldiers operate in a six-month rotation system.

The strengthening of NATO forces as part of the creation of the multinational rotating
BGB made the occupation of the “Suwalki Corridor” by Russia to be considered unlikely,
mainly due to the unpredictable political consequences and the involvement of many coun-
tries in the conflict and due to NATO's military and economic advantage. Moreover, it is
believed that the Russian Federation, due to the size of its territory and de facto encirclement
by the United States and the presence of China, cannot afford to weaken the A2/AD garri-
sons in the eastern part of the country. The only method by which Russia could gain an ad-
vantage is to divide and deepen disputes between NATO countries using the “Suwalki Cor-
ridor” as propaganda to affect Poland and Lithuania and building tension in relations be-
tween NATO and Russia.

Looking at the A2/AD system dislocated in the Kaliningrad Oblast, one can conclude
that it performs both offensive and defensive functions. Firstly, it allows for military domi-
nation and isolation in a sensitive area, while on the other hand, it is a part of the network
of defensive bastions on which Russia secures its borders. However, some Russianists argue
that it is incorrect to believe that Russia will not start a conflict against NATO, others foresee
this possibility. Unfortunately, as recent history shows, what is irrational for Western coun-
tries may be logical for Russia (it is so-called mirror imaging phenomenon described as as-
sessing the ways of acting of aggressor from our perspective instead of from aggressor’s po-
sition). An example of such thinking by Western countries was the initial ignoring of Russian
actions during the annexation of the Ukrainian Crimea or Russia's involvement in the oper-
ation in Syria. These actions came as a big surprise to many countries and initially met with
their lack of reaction. Presently, the concerns of Europeans related to A2/AD Kaliningrad
Oblast are following:

» The possible deployment of a large number of nuclear warhead-capable Iskander-

M mobile missile complexes with ranges that cover the entire Baltic Sea and most
of Central Europe countries,

« Quick possibility to reinforce A2/AD troops by air or sea military transport which

allow to build the Russian military advantage in the region,
« Convenient dislocation of Russian troops to start a hybrid invasion on the former
Soviet republics (Lithuania, Latvia and Estonia),

« Borders with Suwalki Corridor — strategic place which can be easily occupied or
used as a perfect terrain for force connection with Belarus in order to cut the three
Baltic countries off from their NATO allies,

« Conventional long-range strike capabilities against NATO countries using cruise

missiles Kalibr and strike bombers,

« A combination of tactical and strategic military exercises named ZAPAD (con-

ducted in an atmosphere of secrecy and non-transparency) as a potential start for
Russian military intervention,

« Information and psychological war (specially aimed at Poland and Lithuania) and

constant provocations (force present) in the sea and air space,

On the other hand, objectively looking at the map of the Baltic Sea, it can be noticed
that NATO controls most of its territory. It should also be noted the actual ranges of Russian
missiles are very often smaller than declared, What is more important, Russian forces suffer
from a lack of long-range reconnaissance capacity indispensable for effective missile guiding
and hitting targets at long distances. Therefore, looking at the A2 /AD systems realistically,
one can also notice many other limitations, including:
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« Thereis always not enough air defense systems to protect all of the sensitive assets
in the area,

« Long range air defense systems have to be protected by medium or short range
AD systems, requiring great efforts and the need of force movement from other
unprotected areas,

« Declared AD ranges (300- 400km) are only realistic in terms of targets that are
flying at a very high altitude (normally they fly at low levels to avoid radar detec-
tion and shooting by AD systems),

« Satellite surveillance gives insufficiently precise guides for Russians maritime and
land long rage-missiles. The technology is still underdeveloped and NATO has a
reliable anti-satellite weapon,

« A high concentration of forces in a small area makes them an easy target. It is
supposed that in future various types of unmanned vehicles, like aerial, sea and
land, will be crucial in defeating enemy A2/AD systems.

Despite these limitations, Russia continues to pursue its strategy of deploying

A2/ AD systems in the areas of its military and political interest. Since the annexation of
Crimea in 2014, it has also drastically increased its presence in the Black Sea region. Rus-
sians A2/AD systems have practically covered all of the Black Sea to deny other countries’
access and free movement. Within five years, the number of Russians troops increased from
the initial 12,000 (before illegally seizing Crimea) to 32,000 aiming to reach 43,000 in
2025. Currently, the following units and A2/AD systems are stationed on the Crimean pen-
insula:
e 315t Air Defense Division composed of two AD regiments: 12th Air Defense Regi-
ment and 18t Air Defense Regiment (S-300PM and S-400, Pansyr S1) 1096t Reg
(SA-8 OSA, Buk),
e 27th mixed aircraft division composed of three fighters regiments (37th, 38th, 39th)
equipped with e.g. Su-27SM, Su-30M2, Su-3M2, Su-24M, Su-25, Tu-22M3, Ka-52,
Mi-28N, Mi-35M, Mi-8AMT, 434 Independent Naval Reg (Su-24,Su-24MP, Su-
30SM) 318th Independent Mixed Aircraft Regiment (An -26, Ka-27),
e 15th Independent Coastal Artillery and Missile Brigade (1st Bastion-P and Bastion-
S Squadron, 2nd Utios Stationary Squadron, 3rd Bal Squadron),
e 475t Electronic Warfare Center (including the Murmansk-BN high power recon-
naissance and jamming system),
e Different classes of submarines (5) and warships (30) with Kalibr missiles.
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Figure 6. Estimated ranges of selected Russian missile systems located in Crimea A2/AD (The Au-
thor own work)

Coastal defense created under the A2/AD system with its Bal and Bastion anti-ship
missiles can destroy not only Ukrainian ships, but also Romanian and Bulgarian ones, as
well as those located in Turkish ports. In addition, the ranges of the S-400 anti-aircraft sys-
tems, supported by the Pansyr S1 and SA-8 OSA systems and Tu-22M3 Backfire bombers
cover most of the Black Sea basin. Furthermore, Kalibr missiles, thanks to their ranges,
could hit targets in southern and eastern Europe, central Asia and the Middle East. Elec-
tronic reconnaissance and electronic warfare facilities located in Sevastopol are also an in-
tegral part of this system. They can monitor the movement of all ships not only in the Black
Sea but also in the Mediterranean Sea. In this manner, Russia gives a clear sign to Western
politicians that they may face clear resistance if they wish to support Ukraine militarily. In
addition, in the Black Sea region, Russia constantly conducts psychological activities and
demonstrates its strength e.g. by performing low-pass flights close to NATO ships. Russia is
also modernizing facilities in Crimea that were used in the past to store nuclear weapons.
Therefore, it should be noted that, among others, the mentioned Tu-23M3 bombers, Bastion
coastal defense system and Kalibr missiles and submarines have the ability to carry nuclear
warheads.

Unfortunately, at the moment, there is no agreement between NATO countries on
how to restore the balance of power in the Black Sea basin. The idea of creating a joint Bul-
garian-Romanian flotilla as a response of the Alliance countries to the Russian military po-
tential accumulated in Crimea has also fallen. One of the obstacle in restoring the balance of
power in the Black Sea is the 1936 Montreux Convention. It limits the tonnage of warships
entering the Black Sea and the duration of their stay in this area to 21 days. For these reasons,
the US, GB, France and other NATO nations must constantly rotate their warship presence
there. Military control of the Black Sea is essential for Russia, giving them access to the Bal-
kans and the Mediterranean Sea. Some observers of the political and military situation
claimed that the expansion of the A2 / AD system within Crimea may indicate that Russia
still feels insecure in this region, as many countries do not accept the annexation of Crimea
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and recognize it as an integral part of Ukraine. As it turned later, this system gave the Rus-
sians perfect military access to Syria conflict (e.g. Bastion coastal defense system was deliv-
ered from Crimea to Syria as part of the local A2 /AD system built up there by the Russians).
In addition, during the Syrian conflict, the activities of the Russian troops were supported
by ships in the Black Sea that carried out missile strikes against targets in Syria.

The Russian A2/AD dislocated in Syria was established to protect sea (Tartus) and air
(Latakia) expeditionary bases. As part of creating this system, the following equipment was
brought to Syria:

« 2% S-400 system batteries at Khmeinin, dislocated at Latakia and Masyaf,

« S-300 system battery at Tartus,

» Bastion-P battery in Masjaf,

« EW 1RL257 Krasucha-4 system in Khmeini,

« Admiral Kuznetsov Aircraft Carrier with about 30 Su-33,

« Additionally project 21631 Bujan-M missile ships were on duty in the Kaspisian

Sea, which, equipped with Kalibr cruise missiles with a range of 2,500 km, at-
tacked targets in Syria.

e

S-300 WM

Figure 7. Ranges of Russians missile systems dislocated at Syrian A2/AD (Author own work)

Initially involving to the Syrian conflict, Russia declared that its military activities
would be limited to the combat aviation and would be directed only against the so-called
Islamic State (IS). However, the first weeks of the Russian operation in Syria confirmed the
earlier assumptions made by many observers that the Kremlin's goal is not to fight with the
Caliphate, but to defend the regime of President Bashar al-Assad. Moscow chose not only
the very moment of starting its intervention (at the end of September 2015), but also its
scope and nature of the military means used, mainly in the form of bombing and aviation
assault. As a result of the two weeks of Russian air support for pro-government Syrian
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ground forces, the opposition formations operated in the provinces of Idlib and Latakia
stopped their offensive activities.

Generally involving the Syrian war, Russia has to show its military power and pres-
ence in the world. This means this was also an attempt to re-establish Russian Federation
activity in this part of the world in a much more "concrete" way than it has been in the past
25 years. Using the A2/AD system, they have protected their expeditionary forces and took
control over most of the joint operation area. In addition to the base expansion agreement
with Syria, Russia has deployed sophisticated anti-aircraft and anti-ship missile launchers,
and strategic bombers. When Russia completed its mission in December 2017, it began

slowly to replace the combat air wing in Khmeini with more interdiction assets. The dis-
location of A2/AD systems gives Moscow a number of strategic benefits, such as the possi-
bility of using its naval and air military installations with a real influence on the Middle East
region while simultaneously countering NATO’s relative influence. Such a capability creates
considerable political and security challenges for the alliance especially by denying NATO
access to the Black Sea, the Baltic Sea, and now to the eastern Mediterranean regions
(Paravincin, 2016). Success in establishing an A2/AD zone in the eastern Mediterranean
would deny NATO the ability to take “action against Russia or its allies in the region
(Georgetown SSR, 2017).” It may be observed that Russia is pursuing this endeavor via three
main paths: (1) posturing a credible and present military force; (2) exploiting fissures within
US and Western relations with regional allies, to include Egypt and Turkey; and (3) estab-
lishing a permanent base agreements (Altman, 2016). Additionally, Russia’s access to the
region currently relies heavily on positive or at least neutral relations with Turkey, the only
state with the power to block Russia’s access route from the Black Sea to the Mediterranean
Sea.

Summary

In recent years, Since now the military conflicts conducted by regular armies have
been based on a pattern in which the main aim of first phase was to win airspace dominance
over the theater of operations in order to ensure freedom of action for the navy and army.
For many years, this concept has been mainly developed by NATO countries and led by the
USA. In response, the Russians and the Chinese began to develop a strategy that NATO plan-
ners have started name A2/AD (Anti-Access / Area-Denial). It involves the deployment of
long-range missile systems surface-to-air/surface/water, long range radars and radio-elec-
tronic jamming systems in the Joint Operations Area (JOA). Thanks to them, Russia and
China became able to establish a full control zones which are completely closed to enemy air
and sea operations. The size of the A2/AD areas are mostly defined by the ranges of its com-
bat systems. It can also be observed that China and Russia are constantly developing their
military technologies and increasing the ranges of their missile systems. Today, they are able
to create excluded A2/AD zones with a radius of between 400 and 600 km (depending on
the type of missiles located inside zones). Although the strategy based on A2/AD has its pre-
vious defensive character, nevertheless it could also be successfully used to achieve the of-
fensive military goals. A2/AD strategy exert political influence on border states, push them
out of hitherto areas of influence and make long-term changes in selected regions of the
world. This is especially visible in the South China Sea, the Crimean Peninsula and the east-
ern part of the Mediterranean basin where China and Russia has established their A2/AD
zones.
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Nevertheless, comparing the Russian A2/AD strategy to the Chinese one, it should be
noted that the former is more aggressive. Russia often uses A2/AD systems to provoke
strong political and military reactions, especially from NATO countries. This was visible dur-
ing ZAPAD exercises carried out in the area of Kaliningrad A2/AD zone and the “Suwalki
Corridor”, especially when Russia deployed Iskander missiles to the Kaliningrad Oblast
without prior announcement. In addition, Russia began to use the A2/AD concept for offen-
sive purposes and to dominate in the areas where it conducts military operations. It was
especially noticeable during the conflicts in Ukraine and Syria. However, it cannot be ex-
cluded that in the future other countries which possess A2/AD abilities will use this offensive
strategy too. Its advantage is the possibility of achieving dominance in the air, sea and land
in a very short time and effective isolation of the opponent’s actions. Summing up, it can be
observed that the original defensive character of A2/AD systems has evolved and now they
are more often use for offensive purposes and military operations. In the author's opinion,
the presented research results allow us to confirm the previously formulated hypothesis.
They also point out that the dislocation of A2/AD systems will be the leading concept of
future military operations and will have a large impact on world military and geopolitics
relations. The briefly described results in the article are also a part of a larger research pro-
ject entitled: “Functioning of the Anti-Access/Area —Denial (A2 /AD) in operation” in which
author has been involved since 2018.

The author declares that he has no known competing financial interests or
personal relationships that could have appeared to influence the work re-
ported in this article.
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This article presents the results of research that set out to identify and characterize the challenges and threats
to international security posed by the use of hypersonic weapons. The research process mainly employed the
critical assessment of the literature, systemic and comparative analyses and generalization. As a result of the
research, it was established that hypersonic weapons are an indispensable tool in the conducting of interna-
tional competition by the Russian Federation and can be treated on par with nuclear weapons. Due to its at-
tributes, it meets the criteria of an offensive weapon and poses certain uncertainties and real threats to the
international security environment mainly because, so far, the capabilities to intercept and destroy it in the
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ons as an excellent tool for applying pressure and aggression, allowing it to conduct international competition
in the gray zone and achieve foreign policy objectives without the need for direct military confrontation. Due
to its ability to cause almost immediate operational and strategic effects, it accelerates the dynamics of conflict
escalation and rapidly affects the transition from a state of stability to international instability. It cannot be
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the Russian Federation's achievement of global dominance.
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1. Introduction

In late December 2018, Russia successfully tested a missile system Avangard (2018) with
a hypersonic glider vehicle. According to press reports, this nuclear-capable strategic glider
launched an old Russian SS-19 ballistic missile (Troianovski, 2018) from southwestern Rus-
sia flew about 3,500 miles to a target on the Kamchatka Peninsula, reaching speeds of up to
20,000 mph.! Russian sources have noted and the U.S. have confirmed that this new ma-
neuverable hypersonic missile cannot be intercepted by existing air and missile defense sys-
tems due to its high velocity and unpredictable flight trajectory (Georgiou, 2018). Most of
the existing U.S. anti-missile systems are capable of countering medium- and long-range
ballistic missiles launched from the Middle East region. A few dozen sets deployed in Alaska
and California can intercept classic Russian ballistic missiles, but they are too few to provide
effective cover against Russian hypersonic missiles in the future. In fact, the capabilities of
the Ground-Based Interceptors (GBIs), are highly limited. Introduced into operational ser-
vice in 2004, the GBIs were first tested against true ICBM only in 2017 (Homeland, 2017).
Furthermore, the first salvo fire, which constitutes the cornerstone of the missile intercep-
tion strategy, was conducted only in 2019 (Homeland, 2019). This means that the GBI is still
in an experimental phase of development, even though it has been operationally deployed.
Therefore, it is highly debatable if this weapon can intercept modern Russian MIRVed IC-
BMs employing a range of penetration aids. One might be tempted to conclude that due to
poor technological sophistication, no state in the world currently possesses hypersonic
weapons to counter missile capabilities (Woolf, 2020).

The Russian Federation's drive to acquire a large number of hypersonic missiles (Kris-
tensen & Korda, 2021) in the future poses new challenges and threats to international secu-
rity. This is supported by the following arguments. First, hypersonic missiles are highly ma-
neuverable. Second, it is difficult to precisely identify not only the target of an attack but
even the state on which a hypersonic missile will fall, which can lead to alarms being raised
in several neighboring states simultaneously. Third, in the situation of a crisis of a political-
military nature, active retaliation must be expected (Arbatov et al., 2019). Fourth, there is
no technical possibility to distinguish between a hypersonic missile armed with a conven-
tional payload and a missile carrying a nuclear weapon. Fifth, because of the limited time
between the detection of a missile and its detonation, as well as ambiguities about the target
of an attack, the decision-making process of the attacked party is complicated. Conse-
quently, a state possessing nuclear weapons may be inclined to use them and undertake,
large-scale, warning or preemptive strikes due to potential or perceived threats to its civilian
or military infrastructure (Arbatov et al., 2019).

The problematic situation thus identified leads to the formulation of the main research
problem: What challenges and threats to international security do Russian hypersonic weap-
ons pose? The main research problem was fragmented and the following specific problems
were identified:

1) What are the characteristics of hypersonic weapons?

2) What strategic implications does the use of hypersonic weapons entail?

This article presents the results of research that set out to identify and characterize the
challenges and threats to international security posed by the use of hypersonic weapons. The
solution of the main research problem was possible thanks to the systemic approach, which
allowed us to examine the interactions, interdependencies and relationships between the

1 The range of the glider is up to 6,000 kilometers, the flight time can be up to 35 minutes and the accuracy of
hitting the target is 30 meters (Russia, 2019).
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threats resulting from the use of the Russian hypersonic weapons and the participants of the
international security environment with regard to the present and the future. This article
does not provide a catalog of every possible threat, but focuses on a cross-cutting identifica-
tion of the most significant causes affecting the lowering of the level of security and an indi-
cation of the risk for international instability. One of the key factors determining that crises
may arise rapidly is the ability of hypersonic missiles to carry nuclear payloads. This results
in the complexity of system interactions between the use of hypersonic weapons and the
management of the nuclear weapons. The research process mainly employed the critical as-
sessment of the literature and a systemic analysis. Comparative analyses and generalization
were also helpful, which allowed us to determine strategic trends in the use of hypersonic
weapons and the escalation of crisis situations as well as countering negative phenomena
related to their use.

2. Characteristics of hypersonic weapons

The Russian Federation, through the application of new technologies, has succeeded in
the sphere of hypersonic long-range precision-guided missiles (Kucharczyk, 2020), which
represent new capabilities of strategic and operational importance (Weitz, 2020). They in-
clude maneuvering re-entry ballistic missiles, hypersonic guided cruise missiles (HCVs), and
boost-glide missile systems (HGVs) (Heinrich & Weiland, 2009, p. 2). The acquisition of
precision control devices has made it possible to create maneuverable self-guided warheads
(HCVs), at the end of their flight trajectory. In some cases, it is not a reentry maneuver of
the vehicle with the warhead, but a controlled flight of the missile itself, which can change
its trajectory several times to confuse air defenses, as is the case with the Iskander-M or
Kinzhal ballistic missiles. Boost-glide systems (HGVs) represent hypersonic glide vehicles
which are delivered to or slightly above the upper atmosphere by carrier rockets traveling at
high speeds of about 7000 m/s. At altitudes above 80 km, speeds in excess of Mach 25 are
achieved. After separation from the platform, the warhead enters the atmosphere and moves
independently at high speed, gradually slowing down. It is essentially a new type of preci-
sion-guided weapon with special features, both in terms of the principle of motion and the
trajectory of flight. These features make it a special type of offensive weapon, which was not
included in the earlier provisions of international agreements. For this reason, it is not sub-
ject to the current rules of arms systems control (Arbatov et al., 2019). Hypersonic weapons
are at an early stage of development, so there are a number of technical barriers to achieving
design maturity. These include the need to cope with extreme temperatures and to have a
guidance system that can provide sufficient accuracy under very difficult maneuvering con-
ditions, i.e., while flying at hypersonic speeds. It is also difficult to manage thermal loads
due to the fact that the temperature increases with increasing speed and density of the at-
mosphere. Another problem to be solved is the enormous aerodynamic force that the war-
head's delivery must withstand during flight. These variables must be managed not only to
maintain the structural integrity of the explosive delivery means, but also to ensure the func-
tionality of the onboard instrumentation (Borrie et al., 2019).

The advantage of hypersonic weapons in comparison with classical subsonic missiles is
the relatively short flight time and high resistance to enemy defense systems. At the same
time, however, it has no other advantages compared to the latest generation of classical
Cruise self-guided missiles, which perform flights at very low altitudes. In contrast, the flight
of a hypersonic missile takes place at altitudes of 20 to 30 km, which theoretically increases
the possibility of its detection from the ground by 10-20% compared to cruise missiles
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(Speier et al., 2017). This means that the detectability, especially in the infrared range, by
satellites and reconnaissance aircraft can be practically compensated by the short flight time
and penetration capabilities of existing defense systems. The strategic use of hypersonic
weapons is judged to be more effective compared to self-guided subsonic missiles, at least
in terms of organizing and coordinating a massive, offensive strike or integrating it into a
broader retaliatory strike conducted with all weapons at hand. However, a strike by itself
would not be capable of leading to strategic instability, although effective tracking and in-
terception of hypersonic missiles requires the construction and deployment of new, expen-
sive surveillance and air defense systems. It should be noted, however, that the actual range
of prototypes and procured hypersonic missiles does not exceed 1,000-1,500 km, which is
still at least twice the range of modern, subsonic strategic missiles launched from aircraft or
submarines. At the same time, hypersonic cruise missiles have the lowest average velocity of
all prospective types of long-range hypersonic precision weapons (Arbatov et al., 2019).
Boost-glide systems, on the other hand, even with conventional weaponry, can seriously dis-
rupt strategic stability. There are several reasons for this. In addition to its global range and
high airspeed of up to Mach 25, the delivery medium has a much smaller profile than a typ-
ical missile of comparable range, and much of its trajectory is outside the range of existing
missile early warning systems. A launched carrier rocket can be detected by reconnaissance
satellites, which are able to spot its streak, but sensors cannot obtain accurate trajectory
information and track the flight of the warhead despite its brightness being comparable to
thunderstorm lightning (Erwin, 2018). Missiles also cannot be tracked by ground-based ra-
dars (Acton, 2015, p. 2). Second, a missile detached from its warhead is able to maneuver
during its flight to the target, both in altitude and heading. The ability to make maneuvers
of up to several thousand kilometers makes it unclear to the end what the target of the flight
is, especially for a single or group strike, in an area of high infrastructural density (Arbatov
et al., 2019).

The development of hypersonic weapons is not without impact on other areas of national
defense. The limited flight time of hypersonic missiles forces the development of space-
based countermeasure systems. It also encourages the development of automated intercep-
tor systems, which are likely to undertake future combat without human intervention. With
extremely difficult problems to overcome, once a hypersonic missile is launched, the attrac-
tion of pre-emptive strikes to neutralize the remaining missiles before they are used is likely
to increase. Finally, Russia's sale of hypersonic systems to states such as India, Iran, Syria,
or Turkey, and perhaps even Venezuela or Cuba, cannot be ruled out, which would certainly
greatly complicate the international security situation (Cummings, 2019).

One of the key factors in the development of precision-guided weapons will be their ca-
pabilities to integrate and share information between reconnaissance, command, and mis-
sile systems. The networking of offensive weapons will help close the existing time gap in
the cycles of fire interactions. The capabilities to locate, identify and track targets and assess
the effects of their flare will be improved, and losses from own fire will be minimized. Net-
working will provide real-time fire interaction capabilities and battlefield situation assess-
ment based on the most reliable sources (Koudelka, 2005). Linking the physical and virtual
worlds together will create new opportunities for the application of hypersonic weapons and
increase the likelihood of success in future combat. However, as new missile systems are
developed, the proper balance between technology and the ability to create effects in the
battlespace must be maintained to prevent over-reliance on the virtual world. Otherwise,
cross-linking may become an Achilles' heel in the development of precision-guided weapons
(Koudelka, 2005).
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3. Strategic implications of the use of hypersonic weapons

Hypersonic weapons, because of their attributes, pose serious threats to international
security. Strategically, it can affect rapid changes in stability (Speier et al., 2017). If used in
the future against states with limited nuclear response capabilities, it can be assumed with
a high degree of probability that major forces will be paralyzed before they can respond in
any way. Such a prospect could lead the attacked states to seek to launch their nuclear mis-
siles at all costs, without any warning and rather do so blindly, which could lead to serious
emergencies. Second, due to the great difficulty in defending against hypersonic missiles
strikes, which are relatively small in scope, they can pose serious threats to force projection,
even for those states that possess serious military capabilities. Therefore, hypersonic weap-
ons have a certain value for strategic deterrence (Speier et al., 2017).

The principles of the use of hypersonic weapons in the Russian Federation have not been
doctrinally unambiguously clarified (Sheremet & Voloshin, 2016). It is assumed that the ca-
pabilities of hypersonic weapons will not always be treated as strategic, but depending on
how they are used, they can have strategic effects. One factor complicating its classification
as a specific type of weapon is that hypersonic systems can be equipped with both conven-
tional and nuclear warheads. Although in this respect they are no different from many other
dual-use systems, such as self-guided cruise missiles or ballistic missiles, the nature of some
hypersonic systems and the situations in which they may be used make it difficult to over-
come this ambiguity (Woolf, 2020). Uncertainties about the strike target and ambiguities
about the warhead armament complicate the correct assessment of the operational situa-
tion, especially when the attacker has not communicated his intentions. In addition, because
of the limited flight time of the missile and the difficulty in identifying it, reconnaissance
systems may not be able to generate reliable warning information in time. Hence, the risk of
misunderstanding is very high, especially when considering that neither intercontinental
ballistic missiles nor hypersonic missiles have ever been used in combat and it is unknown
how both existing early warning and command systems will respond to their use (Borrie et
al., 2017). Even if we assume that hypersonic warheads will be detected in time and correctly
identified, it will still not be known until the last moment whether the target of the strike
will be a conventional or nuclear object. Consequently, this situation could lead to an unin-
tended nuclear escalation (Borrie et al., 2019).

The source of escalation due to uncertainty in most cases is the nuclear capability of hy-
personic missiles. Hypersonic systems provide niche capabilities, and a small number of
warheads may be in the future sufficient to destroy an adversary's security-critical facilities
(Woolf, 2020). Again, it is important to emphasize that it is extremely difficult to eliminate
ambiguity about the type of payload that hypersonic systems carry, so the likelihood of mis-
calculation and escalation of conflict is very high. Even if a particular state knew that a mis-
sile fired in its direction was conventionally armed, it might still consider it a strategic
weapon, regardless of how it was perceived by the attacking state, and conclude that a stra-
tegic response even with nuclear weapons was perfectly reasonable. Again, the short time to
make a decision and respond correctly complicates efforts to take control of the escalating
conflict (Borrie et al., 2019).

Whether or not hypersonic systems are a destabilizing factor in the international secu-
rity situation, their operational use in the future contributes to broader contemporary stra-
tegic trends. The relationship between the development of weapons capabilities and the
ways in which they can be used raises broader concerns, particularly about the ability to
defend against hypersonic missiles and provide security for space infrastructure. Nuclear-
armed states also appear to be keeping a close eye on new hypersonic strike capabilities,
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carefully assessing the level of threat to their own nuclear retaliation capabilities. Accord-
ingly, it is possible that doctrinal changes could be made that would expand the range of
conditions deemed necessary for nuclear weapons to be deployed. Also, attempts by some
states to raise the combat readiness of their nuclear forces in response to a potential adver-
sary acquiring new hypersonic systems cannot be ruled out. Such actions certainly lead to
destabilization of the security situation and foster unnecessary international tension (Borrie
et al., 2019).

Looking at the issue of the use of hypersonic weapons in a broader sense, one may con-
clude that their ability to relatively easily defeat air and missile defenses and the relatively
short time to react and make the right strategic decision may have a particularly negative
impact on the security in regions where the international situation is tense, for example be-
tween Iran and Israel or North Korea and Japan. Regional conflicts may evolve to involve
superpowers supporting states on opposing sides, which may lead to even greater escalation
and negatively affect the stability of international security (Speier et al., 2017). In such a
situation, the primary role of external actors would not necessarily change. There would cer-
tainly be an equalization of power, but external powers could suddenly find themselves in a
state of direct confrontation. Patronage states, on the other hand, would be satisfied with
the resulting so-called "leverage" effect. In addition, smaller states threatening hypersonic
strikes could gain influence over the world powers, especially if they had the assurance of
armed intervention by their supporters. It should also be noted that the destructive effects
of hypersonic weapons could lead to a lowering of the threshold for initiating conventional
military activities. On the other hand, the powerful destructive capabilities of hypersonic
weapons can have strategic effects and make the acquisition of hypersonic technology a de-
sirable political goal for many states (Speier et al., 2017).

The Russian Federation may use precision-guided weapons, which include hypersonic
missiles, in local, regional, and global conflicts in both offensive and defensive actions. Since
2012, however, it is believed that precision weapons will become a means to achieve decisive
victories in conflicts, especially those of a global nature. Marshal N. Ogarkov predicted that
precision-guided weapons would improve the destructive capabilities of conventional weap-
ons by at least an order of magnitude, but by no means did he predict that they would be-
come crucial in achieving victories. In the last decade, there has been a tendency to make
Russian precision weapons strategic (Gormley, 2016, p. 6), especially since the acquisition
of hypersonic capabilities, on the grounds that they can prevent an adversary from using
nuclear or satellite weapons, as well as neutralize so-called anti-access capabilities (Acton,
2013). However, it seems that the emergence of new hypersonic weapons primarily means a
change in the whole approach to military force as a foreign policy instrument. According to
Alexei Ivanovich Podberezkin, the military-technical revolution, consisting in the creation
of new types of precision weapons, has not only caused major changes in the balance of mil-
itary and political power in the world, but also contributed to radical changes in the art of
war. By this, the armed forces become useful again, both in small and large conflicts (Pod-
bieriezkin, 2013). The author predicted that due to the availability of precision-guided weap-
ons, the use of armed forces to conduct international competition will become common
again and its importance will increase, due to the high effectiveness of hypersonic weapons
in conducting regional and local conflicts (Podbieriezkin, 2013). Unfortunately, such a view
contradicts the opinions of most Russian experts who believe that the role of armed struggle
in achieving political goals is limited. Others believe that in seeking to impose one's will on
the opponent, with the use of hypersonic weapons, it is easier to execute strikes against key
civilian and military targets deployed throughout the opponent's territory. Since conquering
territory and maintaining it is now becoming increasingly difficult, it is anticipated that fu-
ture wars using hypersonic weapons will focus on forcing a specific adversary's behavior,
with political objectives being more limited in nature. If the attacker chooses not to use
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ground troops and the armed struggle is limited to air strikes, then certainly by eliminating
all important facilities, conditions will be created to end the conflict. However, the political
objectives will, after all, inherently have to be limited (Mahnken, 2013).

There are two key dilemmas in conducting a hypersonic weapons campaign. First,
whether the priorities of fire shock should be directed at military or civilian targets, and
whether these should be stationary or perhaps mobile targets Vladimir Slipchenko believed
that the main priority in future war would be stationary civilian targets, as they could have
an even greater impact on the political will of the opponent than military targets (Slip-
chenko, 2002). In contrast, Sergei Chekinov and Sergei Bogdanov (2013) emphasized that
this can be done selectively against both civilian and military infrastructure. However, mo-
bile targets present a much more difficult challenge than stationary targets. Effectively de-
stroying them requires the networking of both the means of warfare and the elements pro-
tecting them (Watts, 2013). However, it seems that a completely different criterion should
be followed, namely the criterion of the effects achieved. It is particularly concerned with
causing negative cascading effects throughout the defense system of the attacked state. The
final criterion for the use of hypersonic weapons against specific objects should be to esti-
mate the impact of their destruction on the possibility of escalating effects, thus creating a
specific level of psychological coercion that will convince the enemy of the futility of under-
taking further resistance. Of course, targets of strikes can and likely will include those facil-
ities that have both a deterrent effect and practical military value (Burienok, 2013). This
means that there is a group of objects that have dual importance. The objects of strategic
importance are considered to be those, the destruction of which leads to significant material
losses in the economy of the state. They can be, for example, objects of key importance for
military production, or those in which hazardous substances are located, and nuclear or hy-
droelectric power plants. Strikes against them are carried out in order to intimidate and
cause fear in a potential adversary and to convince it of the high costs involved in continuing
a confrontation with the Russian Federation (Burienok, 2013).

4. Conclusion

As a result of the research, it has been determined that hypersonic missiles are capable
of moving at tremendous speeds and maneuvering altitude, reaching a ceiling much lower
than classical missiles and making them virtually undetectable to radar. Currently, no coun-
try in the world has an effective protection system against a hypersonic missiles attack,
which sounds alarming considering that hypersonic weapons will be able to attack any point
on the Earth's surface in less than 60 minutes. The attributes possessed by hypersonic weap-
ons render nuclear weapons resources useless, as they can be destroyed at any time. More-
over, due to its high speed and maneuverability, it is impossible to predict the direction of
the missile's flight. Admittedly, the closer to the target of the attack, the predictability of the
flight path increases, but also the time to react significantly decreases, which makes it prac-
tically impossible to take effective preventive action in time.

The Russian Federation has long believed that precision-guided weapons are an indis-
pensable element of modern international competition and warfare, which is why, after the
illegal annexation of Crimea, acquiring them to the fullest extent possible was considered
the main priority of Russian military modernization. At present, it is the subject of constant
experimentation and discussion in Russian political and military circles regarding its role
and significance in achieving the goals of international competition. According to military
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theorists, its integration with other types of weapons and the activities of special forces, , can
bring the greatest benefits, in line with the needs of the operational environment.

Based on an assessment of doctrinal documents (Military, 2014; National, 2015), it can
be concluded that large-scale strikes with precision weapons can be executed against a vari-
ety of infrastructure facilities already in the initial phase of a conflict, especially those whose
destruction will create strategic effects. These may include, for example, oil refineries, nu-
clear power plants, fuel and toxic material storage facilities (e.g., chlorine and ammonia),
and many other critical state infrastructure facilities. In addition, hypersonic weapon strikes
can be conducted to deny access to an area of strategic importance and to force the opposing
party to behave as expected by the affecting party. It should also not be forgotten that preci-
sion-guided weapon systems can be armed with nuclear warheads, which have specific se-
curity implications for both militaries and civilians. It should also be noted that modern
strategic ballistic missiles are as unstoppable and powerful as hypersonic weapons, but they
are already deployed in great numbers. Surely, for some missions, the Avangard-like mis-
siles would be better than conventional intercontinental ballistic missiles. But in most cases,
like massive countervalue or counterforce strikes, the already existing missiles would serve
as effectively as hypersonic. The same goes for non-strategic use of hypersonic weapons.
Moreover, the blurring of the boundaries between conventional and nuclear weapons will
foster the creation of favorable conditions for the Russian Federation to achieve the goals of
international competition. In a situation of rapid technological change seriously affecting
the new capabilities of offensive weapons, which undoubtedly include hypersonic weapons,
questions arise about the future of strategic stability between the world's major nuclear pow-
ers.

Based on the research, it can be concluded that hypersonic weapons, when applied in the
future on a large scale, could lead to a revolution in the conduct of international competition
and armed struggle in the future. The mass production and widespread use of modern and
reliable designs of precision-guided weapons means that these weapons no longer represent
a niche capability directed against a limited number of highly profitable targets. In the Rus-
sian Federation, hypersonic weapons are treated on a par with nuclear weapons. It is be-
lieved that due to its attributes it is an excellent tool for applying pressure and aggression. It
is estimated that hypersonic weapons will allow international rivalry to take place in a gray
area and achieve foreign policy objectives without the need for direct military confrontation.
The capabilities of hypersonic weapons to have near-instantaneous operational and strategic
effects may realize concerns about the stability of the international security environment.
Modern hypersonic weapons can create crisis situations, accelerate the dynamics of conflict
escalation, and rapidly transition from a state of stability to international instability.

The high effectiveness of precision-guided weapons makes it necessary to make doctrinal
changes and to adjust the strategy of their use in the future. It may also be a key element in
determining whether the Russian Federation will achieve global dominance in the third dec-
ade of the 21st century.\
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Warfare Use of Unmanned Aerial Vehicles

1. Introduction

The air force has entered an era in which unmanned aerial vehicles (UAVs) have be-
come not only acceptable but even essential. An example of this reality the case of long-
duration observation and reconnaissance operations.! When addressing the issue of the
use of UAVs in combat operations, the assumption was made to define the needs of the air
force, define the technical requirements, develop the principles and concepts of operation-
al tactics during the war and the integration of UAVs in the civil and military environment,
i.e. in the common airspace. The first stage of research concerned the theoretical basis of
the use of UAVs in combat operations. The research covered five areas:

1) platforms (airframe, propulsion and flight control systems);

2) on-board mission equipment and systems (sensors, data processing and communica-
tion);

3) on-board weapons (kinetic and non-lethal weapons and attack systems);

4) mission control systems — human factor (ground/air control, human-machine interfac-
es and training);

5) operational problems (BM/C4I — Battle Management/Command, Control, Communi-
cation, Computers And Intelligence, integration of forces, roles and missions, and new
concepts).

In the second stage, on the basis of the accepted theoretical considerations regarding
strike aviation support, an attempt was made to define the concept of using UAVs for the
suppression of enemy air defenses (SEAD).

The research covered selected battlefield support tasks:

— patrolling and observing areas, gathering intelligence;

— reconnaissance (radar, optical, electro-optical);

— recognition and indication of attack targets (laser beam illumination of targets);

— electronic warfare (including interfering emissions, suppression of the elements of the
army command);

— support for search and rescue operations (SAR, CSAR);

— confusing the reconnaissance system and the air defense system, covering the manned
aviation missions (UAV as decoys).2
The research tasks included the potential combat tasks and those already being carried

out with the use of armed UAVs:

— air supremacy combat tasks with the use of air-to-air weapons;

1 In the research, the term "unmanned aerial vehicle" (UAV) was used. It is a vehicle designed specifically to
operate without an operator on board or an aircraft intended to be manned, converted to perform unmanned
operations, capable of performing tasks of observation, reconnaissance and attacking or other support tasks
in the air (for example, disturbing or jamming the transmissions of the opponent).
2 Supporting the implementation of tasks in the theater of combat operations includes:
— Intelligence Preparation of the Battlefield (IPB),
— Situation Development,
— Battle Management (BM),
— Battle Damage Assessment (BDA) and
Rear Area Security (RAS).
Based on: (Wezeman 2007)

-52-



Safety & Defense Vol. 7(2) (2021)

— combat tasks related to hitting surface targets with and without the use of kinetic
weapons.

The first three tasks are part of the aviation activities defined in NATO as intelligence,
observation, targeting, ISTAR (Intelligence, Surveillance, Target Acquisition and Recon-
naissance). The research was based on methods of problem and comparative analysis:
technical descriptions of equipment and weapons, as well as documents and reports from
combat operations. In relation to combat operations and future concepts of warfare, the
method of case study and prognosis was used.

2. UAV classification adopted in the research program

From the point of view of the air force, information security and other types of support
for aviation operations must cover the area of tactical operations, i.e. 30-50 km from the
military demarcation line. Within this space, the tasks of direct support of fighting troops
(CAS - Close Air Support) are carried out, and the depth of the enemy territory, where avia-
tion conducts isolation of the combat operations area (AI- Air Interdiction) up to the depth
of 500-800 km. For these reasons, there is interest in using UAVs whose technical charac-
teristics allow them to be operated in such a defined space. In the first case, it concerns
UAVs classified as tactical of short and medium-range, and in the second, MALE and
HALE UAVs forming groups of operational and strategic UAVs. The criteria for classifica-
tion and characteristics of the exemplary structures adopted in the tests are presented be-
low.

1. Tactical UAVs — short range/low altitude (50-150 km/max. 4,500 m), payload up to
100 kg. Flight duration over 1 hour.

2. Tactical UAVs — medium range/medium altitude (200 km/6,000 m), payload up to 150
kg. Flight duration up to six hours (this group includes the tactical UAV PGZ-
19R Orlik).

3. Operational UAV MALE (Medium Altitude, Long Endurance) type — long range, medi-
um altitude (200 km/10,000 m), payload up to 300 kg, flight duration more than six
hours, (the research included the MQ-9 Reaper and RQ-170 Sentinel UAVs) (Abraszek,
2009, pp. 60-64).

4. Strategic UAV of the HALE (High Altitude, Long endurance) type — long range and
high altitude (range over 1,000 km/altitude over 10,000 m), payload over 300 kg
(Wezeman, 2007, p. 16). Flight duration over six hours (Predator C Avanger and RQ-4
Global Hawk UAVs were selected for the tests) (Joint Doctrine Publication 0-30.2.
2017).

The research, conducted mainly by the method of case studies of military operations in
two decades of the 21st century, focused on the use of UAVs for the following tasks:

— detection of weapons of mass destruction, mobile tactical and operational ballistic mis-
sile launchers, other important mobile military targets and directing manned aviation
to these targets;

— observation and recognition of aircraft detection and air traffic control system (radar
stations, radiolocation posts) and the military communication and command system:;

— destroying ground targets with the use of guided kinetic weapons;

— destroying air targets as part of the air supremacy fight;

— tactical confusion and disruption of communications, command, airspace control and
navigation systems.
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Within the research, descriptions and other available documents of the above-

mentioned air operations were analyzed in terms of operational capabilities and the possi-
bility of using supporting technologies (UAV). As part of the preliminary research, it was
found that the leading programs with the use of unmanned platforms, in which the air
force may be interested, include:

electronic interference and aviation activities support within the integrated SEAD oper-
ations;

detection, precise location and neutralization of radio signal transmitters emitted by
the enemy at frequencies disrupting own systems;

image detection and location as well as destroying stationary and moving targets with
the use of armed reconnaissance and strike UAVs;

suppression of enemy air defense for securing the manned aviation operations;
communication and navigation support of aviation activities;

deconfliction of airspace management.

The possible range of UAV applications was considered taking into account the follow-

ing factors:

the possible scenarios of wars and conflicts;

types of operations and combat tasks of aviation and their tactical alternatives;

the relative risk and costs of introducing new UAVs;

UAV technology maturity and development perspectives.

Initial research allowed for the specification of the main UAV attributes in a compara-

tive analysis with manned aircraft. They were divided into four groups. The first, related to
the ability to survive in a hostile environment and significant resistance to countermeas-
ures, results in such operational and tactical advantages as:

ongoing supervision and information support;

constant deterrence;

reduction of the required number of manned units in the theater of operations;
operating as communication relays in the command system,;

standalone and cooperative operation, including cooperation with manned platforms;
mission cost decreased.

The lack of crew on board the UAV allows obtaining such features of the UAV and oper-

ational benefits as:

the continuity of operations with a smaller number of platforms, elimination of the fa-
tigue factor of the platform crew;

the ability to operate in high risk environments (e.g. contaminated environments, air
defense zones);

the ability and profitability of using UAV in a provocative role (decoy),

potentially simpler construction and reduced cost of purchase and operation;

reduced need for crew training and combat protection;

lower reliability factor and less accurate safety test required;

potential use for a suicide mission;

less extensive support and protection of the mission than in the case of manned air-
craft.

The benefits resulting from automation and autonomy of the unmanned platform in-

clude the following:

less complex, less costly training for operators than that of the manned aircraft pilots;
no safety systems and tests for the crew, no protection and rescue systems required;
simpler design of the programming and control interface for unmanned aircraft;
reduced physical requirements for operators.
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The UAV's ability to operate at high altitudes and depths favors the exposure of such
operational features as:

— the ability to far-detect objects in the air and on the ground;
— wide viewing angle of Doppler and SAR radars;

— large range of data transmission from the UAV board and retranslation of external sig-
nals or emissions;

— favorable geometry for Tactical Ballistic Missiles (TBM) destruction missions (Worch,
et al, 1996, pp. 3-4).

Figure 1. Remote Piloted Air System (RPAS) MQ-1 Predator, used by the American military.
Predator's payload consists of for or eight Hellfire Missiles AGM-114C or AGM-176B Griffin (INS /
GPS + semi-active laser guidance) with a weight of approximately 15 kg with a range of 8 to 20 km;
and two Paveway II laser guided bombs GBU-39B, GBU-58 or GBU-44/B Viper Strike. Adopted
from: “Amerykanskie Reapery w bazie w Miroslawcu”. Radar rp.pl, by Z. Lewitowicz, Copyright
2019 by the Publisher. https://radar.rp.pl/wojsko-polskie/13633-amerykanskie-reapery-w-
bazie-w-miroslawcu

3. Missions and operational tasks concepts

The research covered a review of the current air support tasks performed for the benefit
of other types of troops, and it was determined which of them can be performed instead of
or supported by unmanned aerial vehicles. The possible contribution of the currently
available UAVs to the typical strike aviation tasks on the battlefield was also considered.
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Three basic types of strike aviation activities were selected for the research — strategic
air activities against leadership, the armed forces and the economy, and activities against
land forces, including direct air support and strikes against troops and objects in the tacti-
cal zone, as well as a group of air isolation tasks and within its framework, attacks on
troops and objects outside the tactical zone. The activity of strike aviation against the ene-
my air force was also considered. This activity includes the fight against the enemy air
force on the ground by striking airplanes and air bases, as well as fighting enemy air de-
fense system facilities by performing strikes against defense measures as well as missile
and radar systems (Karpowicz, 2008, p. 248).

A number of factors were taken into account in the assessment of UAVs capabilities.
They included the characteristics of the platform, the degree of vehicle/flight autonomy,
management, reliability, airspace planning procedures, survival procedures, deployment
(dislocation) requirements, combat capabilities (impact with kinetic and non-destructive
weapons), information support, communication systems (information), survivability,
command and control (C2), autonomy and the human factor.

The research covered three main types of aviation combat operations: actions against
enemy land forces, actions against air force and air missions in the form of a strategic at-
tack.

When it comes to the combat aviation needs, the following aspects were adopted as crit-
ical aviation tasks within the framework of the above-mentioned types of activities: com-
bating weapons of mass destruction; searching and destroying ballistic missiles and self-
guided missiles; destroying important permanent and mobile military targets in the tacti-
cal and operational zone; suppressing enemy air defense; intelligence, surveillance and
target acquisition (ISR); electronic warfare; securing communication; positioning and in-
dicating targets for air strikes and missile forces.

The listed key tasks of aviation find practical and technological solutions in tactics, and
UAVs bring significant potential to strengthen the capabilities of the Air Force by supple-
menting the existing structure of forces and combat capabilities (Zielinski, 2010).

Combating weapons of mass destruction is high on the list of tasks for unmanned avia-
tion. The ability to locate and destroy weapons of mass destruction (WMD) can determine
the success of a campaign. The operational concepts include the use of UAVs for observa-
tion, recognition and tracking, as well as in the positioning of mobile means of delivery of
these weapons. Basically, the task of destroying the detected targets belongs to the manned
aviation, but equipping UAVs with precision weapons allows it to take over these tasks.

Modern sensors and UAVs reconnaissance capabilities predispose a group of opera-
tional unmanned reconnaissance aircraft to the tasks of determining the possession, pro-
duction, storage and movement of nuclear materials, materials and devices for the produc-
tion of biological and chemical weapons (NBC) by opponents. UAVs can effectively com-
plement other forces in carrying out this difficult and complex task by taking advantage of
their long-term presence in close proximity to the sought targets.

It is also possible to destroy such materials by UAVs with dual equipment (multispec-
tral sensors and kinetic weapons) or reconnaissance UAVs in conjunction with weapon
carriers. Making a decision to use precision penetrating weapons or specialized kinetic
charges will require an assessment of the side effects of such an attack in terms of envi-
ronmental impact (combat damage assessment).

The tasks of searching for and destroying mobile ballistic missile launchers and cruise
missiles (Theater Missile Defense - TMD and Theater Ballistic Missile - TBM) is the second
significant task of aviation in the struggle for supremacy on the battlefield. Considering the
durability and resistance of UAVs in counteracting enemy air defense measures in the tac-
tical zone and beyond it, such platforms are even predestined to take over this important
mission from the manned aviation, especially when it is not possible to temporarily or
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permanently suppress the enemy's air defense. The effectiveness of the UAVs support for
the manned aviation results from their ability to stay over the enemy's territory for a long
period of time, penetrate both the tactical zone and the back of the fighting troops, while
being resistant to the enemy's air defense system. Additionally, high-altitude armed UAVs
with the characteristics of impaired detectability may supplement the shortage of manned
systems counteracting ballistic and self-guided missiles.

The implementation of this task has so far been based on an independent (without ex-
ternal support) visual search for important targets, e.g. ballistic missile launchers by the
crews of airplanes and/or helicopters in designated zones. This method is called Combat
Air Patrol (CAP). Due to the high degree of risk, this method was used after gaining air su-
premacy. It was a particularly risky task, as the crews were exposed to attacks from the en-
emy's unneutralized air defense measures. The use of UAVs is not subject to the mentioned
tactical limitations. This task can also be performed together with the manned aviation
during other types of air operations, e.g. as part of the isolation of the battlefield.

The tasks of tracking, recognizing and fighting command centers with the use of UAVs
may include both electronic disruption of the operation of military command and control
systems, as well as destructive influence of armed UAVs on the sensitive elements of these
systems. Experience in the field of counter-terrorism allows to assume that reconnaissance
and strike UAVs can be used to identify and even physically eliminate important people
from the opponent's leadership.

Generally, such tasks are to be carried out as part of an air-based strategic attack, in
which aviation, acting alone, will strive to reduce the enemy's defense capabilities and their
will to fight, as well as during combined air-ground (sea) operations.

As part of air operations against land forces, UAVs can be involved in supporting the
manned aviation during the implementation of air isolation tasks and direct support for
troops.

Combat UAVs can be used to attack fixed surface targets of high value during aviation
operations as part of strategic air attack (SA), close air support (CAS) and isolation of the
combat area (Air Interdiction - AI). Direct aviation support mainly covers the fight against
operational reserves, but may also be used to neutralize material resources (ammunition
and fuel depots) and structural resources (command and control network, communication
network).

The place and tasks for UAVs will be taken into account during the planning and im-
plementation of all forms of tactical aviation strike groups, i.e. Force Flow and Force
Package, both during mass and selective strikes.3 As part of selective strikes with the use of
precision means of destruction, UAVs will be particularly able to provide information and
fire support to the manned aviation.

As part of these types of operations, armed UAVs can, apart from suppressing the ene-
my's air defense, perform the following tasks: recognizing and marking important targets
in a group of fighting troops, such as command posts, artillery, missile and armored units,
and air force of the land forces. An important task for these UAVs will be to detect and
mark objects in the back of the fighting troops, such as: army groups, armaments ware-
houses, reserves, airports and airstrips as well as air bases. The manned aviation using this
information and the support of the UAVs will be able to carry out the task of supporting
the troops operation effectively.

3 The Force Package option enables the use of single, fully autonomous tactical groups, formed by strike and
support aircraft, intended to combat individual objects or groups thereof in a limited area. The Force Flow
option uses a large number of strike groups to combat a wide range of impact targets.
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As part of support for strike aviation activities, UAVs will perform image reconnais-
sance (composition, arrangement, sensitive elements of the target), GPS positioning and
other targeting data, e.g. about targets, masking, weather in the area of the strike targets,
by providing information about the targets of the planned strikes,.4 The data from the
UAV, delivered in advance and updated during the mission, will eliminate the need for di-
rect reconnaissance and will make it possible to reduce the size of the COMAO combat
group. The condition is that the strike aircraft are adapted to receive various forms of in-
formation directly from the board of these planes. Unmanned aerial vehicles will also be
used to control the results of the impacts. If there are no such possibilities, the reconnais-
sance is carried out by aircraft from the tactical group (Karpowicz, 2008, pp. 250-251).

Fighting against fixed and mobile targets by manned aviation in the tactical and opera-
tional zone with precise means of destruction, from medium and high altitudes, outside the
fire zone of short-range artillery and missile air defense systems, may be supported by un-
manned aerial vehicles. Attack from high altitude with guided means of destruction re-
quires special targeting equipment and good weather conditions because the planes remain
at a considerable distance from the targets, and it is difficult to detect them and identify
the prescribed hit points. For these reasons, the indication of targets or the directing the
guided means of destruction to targets is more and more often performed by reconnais-
sance unmanned aerial vehicles equipped with appropriate equipment (e.g. laser target/hit
point pointer) and groups of special forces, including relevant specialists.

High-altitude and high-endurance operational and tactical UAVs in this type of opera-
tions can provide long-time observation as well as image and electronic reconnaissance of
the part of the enemy territory of key importance for the manned aviation mission. Con-
nected in a C2 network architecture, HALE reconnaissance UAVs can provide information
about impact objects to the air command stations or directly on board of manned plat-
forms during their flight to the destination. If it is not possible to suppress the enemy's air
defense, the missions of searching for and destroying fixed and mobile targets on the bat-
tlefield or in the back room may be taken over by armed UAVs (Brzezina & Chojnacki,
2008).

Intelligence, Surveillance, Reconnaissance — ISR. Acquiring information about the en-
emy and the potential air strike targets is carried out in the air force by conducting obser-
vations and air reconnaissance. The collection of data obtained by the air force is used to
determine the intentions of the potential opponents, to detect and select targets for impact,
and to possibly determine the effects of actions taken by own forces (Intelligence, Survey,
Target Acquisition and Reconnaissance — ISTAR Operations).

Aerial observation consists of continuous or systematic observation of a selected seg-
ment of the airspace, land or sea surface to detect changes taking place there. It is not as-
sumed in advance what objects are to be observed. However, the location and period of
time the observation should be carried out and what constitutes the object of the observa-
tion in general are determined. In the case of aerial reconnaissance, the action is aimed at
detecting, locating (defining the position by measurement or other means) and determin-
ing the state or activity of a predetermined reconnaissance object.

The technical and tactical properties of the UAV perfectly meet the needs of a relatively
safe stay over the enemy territory, approaching targets being objects of interest to the
troops and long-term observation, and tracking and recognition of their activity. This al-

4 Targeting is the process of selecting targets, prioritizing them, and selecting and implementing an appropri-
ate method of impacting these targets, taking into account operational (tactical) requirements and possessed
possibilities. See: USAF Intelligence Targeting Guide. Air Force Pamphlet 1998, access 21.04.2021 [in:]
https://fas.org/irp/doddir/usaf/afpam14-210/index.html
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lows for precise determination of the location of the detected objects and any changes in
this range. These UAV capabilities are generally defined as: "the ability to provide the nec-
essary and up-to-date intelligence data from anywhere in enemy territory, day or night,
regardless of the weather, for military purposes".

Electronic warfare (IW/EW) is defined as military operations involving the use of elec-
tromagnetic energy, including Direct Energy (DE), to use and dominate the electromagnet-
ic spectrum or to attack an enemy (AJP-3.3, 2016) This type of warfare includes the inter-
ception and identification of electromagnetic emissions, the use of electromagnetic energy
to limit or prevent the use of the electromagnetic spectrum by the enemy, and actions en-
suring the effective use of the electromagnetic spectrum by own troops (forces).

UAVs can operate at high altitudes for a long time (even 24 hours) without refueling,
and thanks to their low detectability, they can avoid threats from enemy air defense sys-
tems. Due to their considerable payload, they can carry electronic support measures (ESM)
and electronic counter measures (ECM) on board.

The considerable flight endurance allows for electronically covering both single impact
missions and large COMAO formations over a large area. In another support concept, jet
UAVs equipped with electronic warfare systems could lead a COMAO formation providing
jamming of radar stations tracking and guiding systems of enemy air defense missiles and
other recognized electronic means.

Jamming UAVs can also play the role of decoys in a formation, which, replicating the
signature of a manned aircraft, would engage the enemy's guidance and anti-air defense
systems.

Suppression or destruction of enemy air defenses (SEAD / DEAD) is any activity that
neutralizes or temporarily disrupts surface anti-aircraft defense by overwhelming or de-
structive use of air defense measures (Joint Pub 3-01.4, 1995).

For manned aviation, overcoming air defense countermeasures during the flight over
the line separating troops and combat operations zone is a complex tactical task. The flight
itself has an increased degree of risk (Worch, 1996). In addition to manned aircraft with
reduced detectability (stealth), UAVs can be engaged in the tasks of suppressing the ene-
my's anti-aircraft defense as part of comprehensive electronic fire destruction of the ele-
ments of the air defense system. In the fight against air defense, the elements of the radar
reconnaissance, command and destruction subsystem may be the object of the UAV's in-
fluence. The main form of influencing these measures is fire and electronic strike. Support
in this matter can be provided by UAVs equipped with electronic warfare systems and
combat means of destruction. It is assumed that while performing tasks over the enemy's
territory, UAVs should remain outside the firing zone of small arms and anti-aircraft artil-
lery (Worch, 1996).

The UAVs used for SEAD tasks should be able to fly safely over areas defended by inte-
grated ground-based air defense systems. The stealth features of the BSP platform are re-
quired in this respect. In addition, the UAV must be able to provide the operator in the
control center with a real-time image of the tactical situation, collected by the observation
radar and optical recognition system (TV, Video), which is necessary to make an attack
decision. The UAV armament must be capable of self-guiding to the source of electromag-
netic emission of the missile guidance station or at the indicated hit point of the recognized
target. It should have a range of min. 5 NM, as it is assumed that this distance allows for
the recognition of most small-sized mobile targets with weak unmasking characteristics
(Joint Pub 3-01.4, 1995).

UAVs can detect the enemy's electronic air defense system's emission means and
transmit the emission characteristics and precise location data to the SEAD aviation com-
mand posts. This will allow stealth strike aircraft equipped with SEAD/DEAD weapons to
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plan and safely execute their attacks (Worch, 1997). Many circumstances indicate that in
the near future, these tasks will be fully taken over by unmanned platforms (North, 1997).

Securing retranslation in command and reconnaissance networks

An unmanned platform can be used to carry out multi-range unmanned communica-
tion relays securing the connection and data transmission between the ground command
posts of the troops fighting and moving over a large area.

The value of such support is manifested in most offensive phases of operations when
the tactical communication network is limited in keeping up with fast moving forces, not
only in physical speed but in power, frequency, throughput, available channels and avoid-
ing enemy interference. Separated and widely dispersed land forces are often out of sight
and thus also out of the reach of VHF communication. Thanks to UAV retranslation, they
would receive effective support.

Communicating reconnaissance information over appropriate networks, including
fighting troops, also often requires amplifying or re-translating emissions.

Air supremacy combat in the form of Offensive Counter Air/Deffensive Counter Air
combat is defined as an air activity directed against offensive and defensive means of the
enemy air force in order to obtain and maintain the desired degree of air supremacy. The
combat can be offensive or defensive.

Offensive actions include: countering enemy aviation at airports and in the air; destroy-
ing elements of the enemy's air defense system; destroying elements of the aviation com-
mand system and anti-aircraft defense; and fighting down elements of the enemy's air
force support subsystem (infrastructure and resources). Offensive actions rest with strike
aviation, which is assigned the task of destroying the enemy's air force on the ground and
bases located on its territory. Defensive actions are the responsibility of air defense ground
system and fighter aviation.

BSP can be engaged in defensive and offensive air supremacy combat. It is envisaged
that unmanned aerial vehicles armed with air-to-air missile weapons will be used to fight
the enemy aviation at forward borders, even over enemy territory. Armed UAVs that re-
main beyond the capabilities of radar detection can create advanced ambushes and sur-
prise attacks on single planes and combat formations with air-to-air weapons. It is also
planned to use fighter UAVs for offensive air combat, basing the success in combat on ma-
neuverability significantly exceeding the parameters of manned aircraft, extended auton-
omy and self-guiding short-range weapons.

Unmanned aerial vehicles will also fulfill the functions of manned aviation support in
these activities by direct recognition of attack targets and indicating targets for precision
ammunition strikes, incapacitating or destroying air defense means of the impact targets
and re-translating communication in aviation command networks.

4. Factors for assessing the capabilities of the UAV combat applications avail-
able to the air force

Several of the characteristics of UAVs deserve special attention: operational height,
combat readiness and continuity of operations, technical reliability and durability, opera-
tional compatibility.

The above-mentioned tactical and technical properties of UAVs, which are desired for
future applications, generate new technological challenges for UAV platforms. Research
has shown that the following areas can be included:
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a) enhancing the stealth properties of the airframe and on-board (outboard) weapons;

b) image recognition and data collection and processing;

c) the technology of adaptive-autonomous control systems;

d) the development of propulsion system technology in order to reduce fuel consumption
and increase flight endurance, reduce unmasking thermal and acoustic emissions
(noise reduction) and electromagnetic emissions;

e) new types of weapons dedicated to UAV — low weight and dimensions, self-guiding (fire
and forget) and guided (laser beam, TV, IR), modular control and shock heads (kinetic,
electromagnetic).

The general direction of technological changes of on-board systems is to maintain the
current level of efficiency, while radically reducing the size, mass (weight), energy con-
sumption affecting flight endurance and costs (construction, maintenance, operation, pur-
chase).

5. New weapon systems dedicated to the UAVs

With regard to operational needs, phased development works on new missiles with
modular warheads were initiated, allowing for the future fulfillment of the spectrum of
UAV and manned aircraft combat missions. The key is a number of innovative, modular
warhead technologies ensuring the achievement of extensive capabilities in the field of tar-
geting and kinetic impact in small-size and low-mass UAV-compatible weapons.

The family of weapons developed for the UAV is adapted to the new potential combat
tasks envisaged in the operational concepts.

1. Rocket weapons required to intercept a ballistic missile during the launch (climb)
phase (Boost Phase Intercept — BPI). A hyper-fast projectile with a kinetic charge and
an infrared warhead.

2. Penetrating missile with a modular warhead (kinetic for destroying permanent targets
and SEAD tasks; penetrating (flechette) for striking reinforced targets; microwave
HPM capable of disrupting and destroying electronics and radio devices).

3. Low-cost, small-size subsonic cruise missile, guided by GPS/INS, with modular war-
heads, for various UAV missions, as part of the Low Cost Autonomous Attack System
(LO-CAAS) capable of autonomous search, classification and destruction of the target.

4. Low-mass tactical missiles armed with High Power Microwaves (HPM) warheads.
Air-to-air missile. The current concepts of UAV combat applications provide for their

use in actions against the enemy air force, as part of offensive and defensive air supremacy

combat. Air-to-air UAV functions are currently limited by the level of autonomy and the
payload size and weight of the available air-to-air missiles, as well as the detection range of

UAV sensors (radar). Therefore, the Sidewinder (AIM-9) and AMRAAM (AIM-120) missile

families are expected to be suitable weapons for short and medium range applications.
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Figure 2. MQ-9 armed with the AIM-9X Block 2 missile. Adopted from: “MQ-9 Reaper new
weapons test”, US Air Force, by A.H. Stevens, Copyright 2021 by the Publisher
https://www.konflikty.pl/wp-content/uploads/2021/02/200903-F-UA265-1057.]

Implemented precision-guided munitions programs (PGMs) Air-Launched: Paveway
Laser Guided Bomb, Joint Direct Attack Munition (JDAM), Small Diameter Bomb, Small
Diameter Bomb II, Hellfire Missile, Joint Air-to-Ground Missile, Joint Air-to-Surface
Strike Missile (JASSM), Long Range Anti-Ship Missile (LRASM), and Advanced Anti-
Radiation Guided Missile (Precision-Guided Munitions .., 2021).

Small-sized ammunition adapted to unmanned platforms:

a) guided missiles: AGM-176 Griffin (Raytheon) JAGM (Joint Air to Ground Missile)
(Lockheed Martin) — platforms: MQ-1 Predator, MQ-8B Fire Scout, MQ-9 Reaper;

b) small-size guided bombs: Hatchet (ATK); ADM (Air-Dropped Guided Mortar) (Gen-
eral Dynamics); SABER (Small Air Bomb Extended Range) (MBDA); (GBU-44/B) Viper
Strike (MBDA); platforms: MQ-5B Hunter, RQ-7 Shadow, MQ-1 Predator, MQ-9 Reaper
(Glajzer, 2016).

6. Limitations of extending the autonomy of UAVs

Airborne Lethal Autonomous Weapon (ALAW), or Autonomous Air Weapons System
(AAWS), is a type of unmanned air-to-air combat system that can independently search for
targets and attack them based on programmed characteristics and constraints.

Currently, the autonomy of such systems is limited in the sense that a human gives the
final command to attack — although there are exceptions for some "defense" systems.

It is controversial to delegate more military tasks and potentially some key decisions to
computers and algorithms installed in weapons capable of violent action against humans.
The most ethically contested capabilities of the new autonomous systems lie deep in the
software code. The autonomy of the system means that it can make some decisions by it-
self. Theoretically, advanced software could allow the new UAV to decide on its own
whether to attack an enemy plane, destroy the enemy's missile launchers or radar, or bomb
a convoy of vehicles or a factory. Due to legal and ethical issues, it is likely that no autono-
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mous system will ever be left to make such decisions. Any future autonomous air systems
will be under the control and command of highly qualified ground or air operators, who
will also be able not only to remotely pilot the unmanned aerial vehicle, but also to decide
about its combat functions.

7. Final conclusions

In the very near future, unmanned aerial vehicles will not only be able to collect data on
the target's location but also — due to the increasing autonomy granted to them — use
weapons to destroy them.

Fighting tasks with the use of air-to-air weapons are being intensively developed among
the UAV combat applications. In the superiority and supremacy combat, UAVs can be en-
gaged in defensive operations, providing information support (detection of air targets) to
the anti-aircraft defense system and fighter aviation, and for offensive operations inde-
pendently in the form of an air ambush or in joint formations with fighter aviation (in-
creasing range of detection and destruction of fighter aviation).

Concepts of using UAVs as a swarm of subordinate wingmen, guided from a manned
platform, occupying positions on extended borders, in order to detect and attack an air
enemy early, well beyond the detection range of ground-based radars, are being tested. The
idea is to allow a single pilot-operator to run several semi-autonomous, artificial intelli-
gence, and unmanned aerial vehicles from their own cockpit. In this way, the role of a hu-
man would change from a fighter pilot-operator to a system mission commander.

The concepts of using UAVs for strike tasks with the use of precision ammunition, in
operations over the enemy territory, in high-risk areas, in the form of air patrols, operating
autonomously in designated areas (kill boxes), independently searching for and fighting
against the ordered, saved in the memory of the on-board computer and detected targets.

It is necessary to envisage extending the combat tasks of the UAV after completing
work on the new types of weapons and ammunition dedicated to the UAV.
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Suborbital Rockets in Safety & Defense Applications

1. Introduction

The “suborbital launch vehicle” or “suborbital rocket” is defined by the Office of Com-
mercial Space Transportation (part of the FAA — Federal Aviation Administration) as “a ve-
hicle, rocket-propelled in whole or in part, intended for flight on a suborbital trajectory, and
the thrust of which is greater than its lift for the majority of the rocket-powered portion of
its ascent. The Suborbital trajectory is defined as the intentional flight path of a launch ve-
hicle, reentry vehicle, or any portion thereof, whose vacuum instantaneous impact point
does not leave the surface of the Earth” (Electronic Code of Federal Regulations, 2021). This
definition clearly separates suborbital rockets from orbital launch vehicles which are often
confused by non-specialists. While orbital launch vehicle provides with at least orbital speed
and allows its payload to enter the orbit, suborbital rockets can only lift its payload to high
altitudes - sometimes much higher than LEO orbits — but an orbit insertion is not possible.
Such vehicles are often referred to as “sounding rockets”, however, in this paper the term
“suborbital rocket” is used as a general nomenclature for such vehicles. Clearly, FAA defini-
tion as stated here with no context encompasses missiles, however, term suborbital rocket
is used in a framework of rockets with no warheads and no direct combat roles.

An ability to fly above the Karman line, achieved speeds, accelerations and other flight
parameters make suborbital rockets useful for numerous applications in science, technology
development and safety & defense. Civil applications of suborbital rockets were discussed by
(Christie et al., 2016) with an emphasis on the activities in the United States. More general
overview of suborbital rockets and their payloads was given by (Noga & Puri, 2020).

Civil applications of suborbital rockets are well described in the literature and in the pub-
lic domain. On the contrary, safe & defense applications are often lacking technical descrip-
tion in sufficient level and were not described holistically. The goal of the paper was to at-
tempt to close this gap and to preliminary verify a Polish potential contribute to safety &
defense applications of suborbital rockets. The main research problems of the paper pre-
sented were was to:

1) Determine how suborbital rockets are used in safety & defense applications
2) Extract mission requirements and verify preliminary how Polish suborbital rocket
with the highest Technology Readiness Level — ILR-33 AMBER 2K — can respond
to these requirements.
The methodology to address research problems included a detailed literature review of civil
and safety & defense applications of suborbital rockets. The review was limited to publicly
available sources and included books, conference proceedings, scientific papers and press.
Analysis of the data gathered in a literature review - especially use-cases — allowed to deter-
mine and to examine applications of suborbital rockets and corresponding mission require-
ments. Simulation data allowed to compare ILR-33 AMBER 2K mission parameters with
derived requirements. In section 2 a construction of a typical rocket is detailed and typical
applications in the civil sector are outlined. Section 3 presents numerous applications of
suborbital rockets in safety & defense and — where applicable — briefly describes specific,
historical missions. In section 4 technologies related to suborbital flights that are being de-
veloped in the Lukasiewicz Research Network — Institute of Aviation (E-IoA) are described
with emphasis on ILR-33 AMBER 2K rocket. Paper’s findings are concluded and future work
is proposed in section 5.
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2. Suborbital launch vehicles — their construction and applications in civil
sector

While most of the historical suborbital rockets utilized solid rocket motors such as mili-
tary surplus motors (NASA, 2019), modern solutions often make use of liquid propellants as
is the case for Nucleus (Faenza et al.,2019), MIURA-1 (Francisco et al., 2018), ILR-33 AM-
BER (Marciniak et al., 2018) and New Shepard (Blue Origin, 2019). The latter is an interest-
ing example of a rocket with a demonstrated reusability and ability to land using its propul-
sion system — similarly as is done with Falcon 9 launch vehicles. Regardless of the propul-
sion systems onboard, such rockets usually have an experiment module where various types
of experiments can be flown and a service module which includes avionics (flight computer,
power system, communication system etc.). A parachute recovery module is often employed
as well.

Rockets with high performance in terms of altitudes achieved and masses of payloads
usually employ staging — in a manner similar to launch vehicles. An example of a rocket with
exceptionally high performance is the Black Brant XII-A which utilizes 4 stages and can de-
liver over 90 kg of payload to an altitude of over 1600 km. The altitude of a suborbital rocket
is driven by a total impulse of the propulsion system, its thrust curve (optimization of which
is the objective of the famous Goddard Problem (Goddard, 1919)), a payload mass and an
elevation angle. The latter is dependent on various factors, most notably wind conditions at
launch. An example performance graph showing altitudes achieved when varying an eleva-
tion angle and a payload mass is shown on a Figure 1. It is worth noting that the impact range
can be significant — even for a relatively small Improved Orion rocket the impact range can
be over 100 kilometers. This drives requirements for thorough safety analysis including sta-
tistical computation of impact points and other methods (Wilde, 2018). Figure 2 presents
an example trajectory and flight-events of a suborbital rocket. The rocket launches from a
launch rail using its rocket propulsion system — cold launches are most often not imple-
mented. Once one or more stages have finished thrusting the rocket decelerates and its alti-
tude is increasing until the vertical component of the velocity is zero. When this happens,
the rocket is starting to fall down. Some segments (especially rocket motor stages) separate
during ascent, however, at times separation can occur during the descent. So-called flat spin
phenomenon is utilized to reduce the speed of the rocket during the descent. A two-staged
parachute is often employed to further slow-down parts of the rocket intended to be recov-
ered. Recovered parts are most often the experiment and service module. New Shepard
rocket demonstrated ability to recover the whole vehicle.
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Improved Orion (3-fin)
19° cone, sea level
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Figure 1. Performance Graph for Improved Orion . Adopted from: “NASA Sounding Rock-
ets User Handbook” by NASA. Copyright 2015 by NASA.
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Figure 2. Trajectory of ILR-33 AMBER 2K rocket. £.-IoA own work.
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Suborbital rockets are usually launched from spaceports that include launch rails, inte-
gration halls, ground stations, mission control rooms, meteorological equipment, and more
(Noga & Puri, 2020). Some entities demonstrated ability to launch the rocket with a mobile
ground infrastructure — example being L-IoA launching AMBER rocket from military test
grounds in Poland.

Suborbital rockets have seen service as early as in 1946 when a captured German V2
rocket was launched from the White Sands facility (Demets, 2011) to perform research on
effect of brief space travel (an apogee of 187 km was achieved) on a fungus. Research was
continued with more complex species and new research fields were studied. Biology and
astrobiology is an important topic of suborbital research to date. Atmosphere sounding has
started in 1947 and to this day it provides data regarding structure and processes of the
Earth’s atmosphere (Noga & Puri, 2020). Suborbital rockets are the only vehicles that can
gather the in-situ atmosphere data in a feasible manner at ranges from approximately 40
kilometers (upper limit of stratospheric balloons) to 200 kilometers (lower limit of satel-
lites). This type of suborbital research was especially popular in 1950’s and 1960’s (Seibert,
2006).

Another type of a suborbital research is a microgravity research. Microgravity conditions
are experienced inside the suborbital rocket for some part of a flight ranging from 2 minutes
for small rockets to even 15 minutes for larger vehicles. Suborbital rockets provide micro-
gravity conditions of much better quality than aircraft and for higher durations than drop
towers and aircraft. While a spacecraft can offer microgravity of comparable or higher qual-
ity and for much longer duration, suborbital rockets offer lower experiment price, faster
turn-around and ability to recover the payload which is a driver for many types of missions
(Noga and Puri, 2020). For instance, microgravity onboard suborbital rockets is used to pre-
cisely measure thermophysical properties of liquid metals (Egry, 2009) or to study response
of living organisms to a gravity stimuli (Demets, 2011).

Suborbital rockets are platforms that can enable astronomical observations above the
Earths’ atmosphere. Observations above the atmosphere are vital as certain wavelengths of
EM spectrum cannot go through it and any light reaching the observer on the ground is ob-
scured. Astronomical observations from suborbital rockets are especially popular in the
United States, and such observations allow to use cutting-edge observation technology
which is not possible in case of spacecraft due to their cost and long mission preparation
phase. At times, new detectors are flight tested onboard suborbital rockets before being used
on spacecraft (NASA, 2019).

Astronomy is not the only field in which technology development can benefit from an
environment onboard suborbital rockets. Such environment can be used to increase Tech-
nology Readiness Level, most notable in a space sector. Examples include tests of flight en-
vironment monitors, surveillance broadcasting, navigation sensors, avionics and other tech-
nologies dedicated for rocket vehicles — orbital and other. Entry, descent and landing tech-
nologies (i.e. for Martian Earth Return Capsule) were tested using suborbital rockets as well.
In China, a number of commercial cubesats were launched onboard a suborbital rocket as
part of test campaign. Space technologies related to liquid management in microgravity are
another notable example (Noga & Puri, 2020).

It is also worth noting that suborbital rockets proved to be optimal platforms for educa-
tion purposes. Educational programs in USA enable students from all levels of education to
fly experiments of their designs onboard suborbital rockets.

An emerging type of suborbital flights is related to a space tourism. Suborbital flights can
offer experiencing microgravity and being present above the edge of space for several
minutes for a fraction of cost of an orbital flight. At the moment of writing such capability
was demonstrated by Blue Origin and Virgin Galactic companies (Masanuga & Mendez,
2021).
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3. Suborbital launch vehicles applications in safety & defense

As in case of purely civil applications of suborbital rockets, safety & defense applications
take advantage of environment provided by such rockets. Review of publicly available infor-
mation regarding safety & defense applications of suborbital rockets allowed to summarize
them into following categories for the purposes of this paper:

1)

2)

Missile attack simulation

Suborbital rockets are in many ways similar to missiles — a classic suborbital rocket
shares similar propulsion system and aerodynamical shape with a missile. A well-
known example that proves the similarity is so-called “Norwegian rocket incident”
caused by a Black Brant XII rocket launched from the Andgya Rocket Range to study
aurora borealis over Svalbard. The rocket was detected by a Russian early-warning
radar station and appeared to the station crew as a Trident missile. This caused full
alert on Russian side and nuclear weapons were prepared to attack. Fortunately the
mistake was detected (EUCOM History Office, 2012). In 2011 a rocket target based
on Oriole rocket system was launched to simulate a missile attack as part of the At-
lantic Trident military exercises (NBC News, 2011). Another example reported
Macdonald, 2016) is an American Terrier-Orion two-stage rocket which was launched
from the United Kingdom in October 2015, and it was the first vehicle ever launched
from the United Kingdom to reach the outer space. The rocket was launched to sim-
ulate a missile incoming to warships being exercised. According to press, the “missile”
was successfully detected and shot down by the USS Ross. It was reported in press
(defence24, 2019) that in 2019 a small suborbital test rocket developed by a Polish
company Space Forest was detected and tracked by during testing campaign of a pas-
sive radar technology APART-GAS (Active Passive Radar Trials — Ground-based, Air-
borne, Sea-borne) on a Polish military ground.

Technology development and validation

As in the case of a technology validation for a space sector, safety & defense applica-
tions can benefit from the environment provided by suborbital rockets. Whereas in
case of space sector a microgravity onboard the rocket is a widely used asset, it is the
resemblance to actual missiles that proves useful in case of safety & defense applica-
tions. There are numerous examples of such tests, mostly form the United States.
Sounding rockets enable tests of new missile systems components, such as sensors or
releasing of simulating warheads for system tests (Martin & Law, 2002). An example
of such flight is a Hypersonic Test Vehicle-2A flown for the US Department of Defense
in 2010 (Federal Aviation Administration, 2011). A HOT SHOT in the USA pro-
gramme, which included a rocket launch in 2018, aims to enable flight tests of missile
systems onboard a relatively cheap flight vehicle, “filling a gap between ground tests
and a final flight test” (Rummler, 2018). More recent example is a Terrier-Oriole
launch carrying an experimental research payload for the Air Force Research Labor-
atory in March 2021 (Strout, 2021) — see Figure 3. The US Air Force has provided a
grant to study using suborbital rockets to test materials, sensors and flight controls
at hypersonic speeds (Reim, 2020). It is also speculated that a French V-Max vehicle
demonstrating maneuvering during a hypersonic gliding would utilize a sounding
rocket for its initial flight test (Trevithick, 2021).
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Figure 3. Launch of a Terrier-Oriole sounding rocket, carrying an experimental research
payload for the US Air Force Research Laboratory. Adopted from (C4ISRNET, 2021), Cop-
yright 2021 by NASA

3)

4)

5)

Peaceful utilization of surplus missile motors

Utilization of surplus military equipment, especially explosives and energetic materi-
als is of major concern. Proper utilization prevents hazards and illicit transfers of
weapons. Suborbital rockets often use surplus military motors as propulsion (NASA,
2019), and as such they contribute to safe utilization of surplus military materials.
Example of such motors are Terrier MK12 or MK70 boosters (NASA, 2015).

Remote sensing

A report aiming to forecast a growth of suborbital flights’ market (Tauri Group, 2012)
predicts that suborbital rockets could be utilized for remote sensing purposes in mil-
itary applications. Suborbital rockets could offer high resolution observations with
swath widths with hundreds of square kilometers with an almost on-demand revisit
time (provided the vehicles are available). They could ascend in friendly airspace and
achieve views into hostile territory without violating airspace restrictions or exposing
the vehicle to the treat of engagement. No actual flight demonstrations of this concept
have been found in the literature review.

Other

There are more potential applications of suborbital rockets. For instance, aforemen-
tioned report (Tauri Group, 2012) foresees that price reduction of suborbital flights
could result in new, unforeseen applications — especially military. It is worth noting
that suborbital rockets use technologies and processes close to ones used in military
rockets, regardless of their intentional usage. According to (NASA Sounding Rockets
User Handbook, 2015), in the United States of America “Sounding Rockets are con-
sidered Significant Military Equipment (SME) and are listed on the ITAR US Muni-
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tions List (USML)”. Safety procedures are required for any foreign national to be in-
volved in experiment design and testing or field operations related to suborbital rock-
ets

Requirements for a rocket to meet mission objectives can only be made for purposes
number 1), 2) and 4). Purpose 3) — peaceful utilization of surplus missile motors describes
how suborbital rockets can contribute to disarmament, and one could take it into account
when designing a new vehicle (if one has access to such surplus motors). Purpose 5) is too
general, however, it is noted that decreasing price may open new safety & defense applica-
tions. Main mission requirement for missile attack simulation purposes are to resemble a
“real” missile in terms of radar cross section, trajectory, acceleration, speed, etc. — this re-
quirement ensures that suborbital rocket used to emulate a missile will be “close enough” to
an actual threat. This requirement is applicable to technology development and validation
as well, as it also requires the suborbital rocket to resemble the missile — only this time it is
a “friendly” missile. It is noted, however, that this requirement is strongly dependent on the
missile one wants to emulate. Another requirement is that the suborbital rocket has to be
much cheaper than an actual missile, otherwise it is not feasible and economical to introduce
new type of rocket to tests. In case of remote sensing purpose, it is required to provide fine
stabilization of the rocket during the observation. It is also desired to increase duration of
observation, which probably means that capability to hover on high altitude would be de-
sired.

4. Lukasiewicz Research Network — Institute of Aviation’s suborbital launch
vehicles and related technologies

Lukasiewicz Research Netowrk — Institute of Aviation is a research and development
center dedicated to aeronautical and space engineering. L-I0A participates in European re-
search programs which includes rocket propulsion projects for the European Space Agency.
Projects involve development of aluminum-free solid motors for spacecraft deorbitation
(Nowakowski et al., 2017a), hydrogen peroxide thrusters, bi-propellant engines for geosta-
tionary spacecrafts (Surmacz et al., 2017), throttleable rocket engines, and propulsion sys-
tems components such as catalytic beds (Surmacz et al., 2019), tanks (Gut, 2020) and valves.
L-IoA has experience in development and utilization of sounding rocket systems. This expe-
rience includes both hardware and software used for design and development and for mis-
sion planning and safety analyses. Several rocket flight campaigns have been performed al-
lowing the team to gain hands-on experience in safe rocket flight planning. Historically, 269
Meteor-family sounding rockets have been launched for technology development or atmos-
phere research purposes between 1963-1974. IoA was responsible for design and testing of
the rockets and for launch campaigns’ preparation and execution. In 2019 IoA has per-
formed a flight campaign of a cold launch demonstrator with gasodynamic reaction control
system. In total 13 flights took place — most of them successful.

ILR-33 AMBER rocket is a technology demonstrator developed by L-IoA. The develop-
ment process started in 2014 which included optimization efforts (Okninski, 2018; Okninski
et al., 2018). The rocket is propelled by environmentally friendly hybrid motor with polyeth-
ylene as fuel and +98% High-test Peroxide (oxidizer), what makes it the first rocket utilizing
HTP at such high concentration. Two solid strap-on boosters are used during the first flight
phase (Nowakowski et al., 2017b). The first flight took place in 2017 at CSWL Drawsko. Two
more tests took place in 2019, one in Drawsko (Pakosz et al., 2019) and second in Air Force
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Training Centre Ustka (Okninski et al., 2019). The rocket render with all modules shown is
presented on Figure 4.

PAYLOAD SECTION PROPULSIVE SECTION

Figure 4. ILR-33 AMBER rocket. PRS 1 and 2 stands for — Payload Recovery System. A
rocket configuration from 2017 with two recovery systems is shown. Own work of L-IoA.

Flight tests allowed to validate rocket’s systems as well as ground infrastructure used during
the flight tests. Altitudes of 15, 11 and 23 km were achieved, respectively. The rocket was able
to reach altitudes of 60 km, however, the flight ceiling during all the three tests had to be
limited due to legal reasons (limited airspace — 15 km) and safety aspects (small size of al-
lowed impact zones, rocket dispersion increase due to the winds). Rocket velocity of 615 m/s,
at Mach number 2.05 was achieved as the top value up to date. The maximum ascent accel-
eration was ~12.5 go. Photographs from the latest (at the time of writing) flight test are
shown on Figure 5.
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Figure 5. ILR-33 AMBER rocket flight test. Top-left — rocket’s ascent, note strap-on boost-
ers still attached to the rocket. Top-right — the moment of strap-on boosters separation. Bot-
tom-left — rocket in passive phase of the flight. Bottom-right — recoverable section of the
rocket waiting for sea recovery. Own work of E-IoA.

The successor of the ILR-33 AMBER rocket is the ILR-33 AMBER 2K (Figure 6). The rocket
is being prepared for a flight above the Karman line with 10 kg of experiment. Due to the
COVID-19 pandemic its first flight was postponed form 2020 to 2021. The rocket was also
optimized with constraints to provide with at least 120 seconds of 10-4 go microgravity envi-
ronment, to have a maximum acceleration of at most 15go0, a wet mass of below 300 kg and
a 10 impact point dispersion of no more than 20 km (Pakosz et al., 2020).

Figure 6. A rendering of ILR-33 AMBER 2K, a successor of ILR-33 AMBER rendering. Own
work of L-ToA.
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Figure 7. ILR-33 AMBER 2K trajectory. Own work of L-IoA.
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Figure 8. ILR-33 AMBER 2K acceleration profile. Own work of L-IoA.

Rocket’s trajectory and acceleration profile during the ascent are calculated using a 6 DoF
simulation are shown on Figure 7 and Figure 8. Simulations show that the trajectory is re-
sembling ballistic trajectories of missiles. In the simulated flight with hybrid motor deliver-
ing its full performance and launch pad elevation angle of 83°, the rocket reaches 110 km
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apogee, and the distance from the launch pad to the impact point is 82 km. Acceleration of
the rocket during is ascent is the highest shortly after launch and reaches over 13go. When
boosters finish thrusting and are ejected, the acceleration drops significantly and is then
increased again until it reaches approximately 4.5g0 when the hybrid motor finishes thrust-
ing. After that, the rocket is decelerated due to an atmospheric drag and a gravitational ac-
celeration. The atmospheric drag is getting lower as rocket ascends and microgravity condi-
tions occur for approximately 2 minutes of rocket’s flight. The rocket in current configura-
tion is capable of achieving speeds above Mach 4 in a nominal flight.

5. Conclusions

Based on the study it is concluded that there are numerous use cases for suborbital rock-
ets in the field of safety & defense. The most mature applications that can be offered by mod-
ern suborbital rockets are technology validation and missile simulation. There exist poten-
tial for other mission types. ILR-33 AMBER 2K rocket has capability to be used in safety &
defense applications as it can mimic missiles for both technology validation and serve as a
missile simulation to test air defense systems. Reaching high altitudes, Mach 4, high accel-
erations and having a ballistic trajectory it meets preliminary requirements for such appli-
cations. It is also relatively small sounding rocket and it has been cost-optimized. Its modu-
lar design will allow easy adaptation for various missions. Reaction control system is being
developed that could stabilize the rocket during potential remote sensing (Noga, 2021). As
pointed out in Section 3, mission requirements for safety & defense applications are highly
case-specific. It is certainly part of the future work to attempt to simulate specific missions,
i.e. to emulate a ballistic attack, however, such simulation should include data regarding
missile to be simulate, which is not publicly available.
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1. Introduction

The results of analyses of armed conflicts at the end of the 20th century and the begin-
ning of the 21st century clearly demonstrate a growing trend in the significance of air attack
technical assets in combat. The noticeable technical progress in air attack engineering re-
sults in a natural drive towards an intense development of air and anti-missile defense
measures. The interdisciplinary scientific and engineering nature of air defense systems and
the need for their adaptation to the extreme conditions of the battlefield make these tech-
nical assets extremely expensive to develop and manufacture, and the consequences of their
introduction to military service span decades forward. On the other hand, due to scientific
and technical progress, it is impossible to keep SAM systems technically up to date without
follow-up retrofitting. This mainly concerns long-range SAM systems, which belong to most
complex armament types. The systematic increase in the combat capabilities of air force and
the changes of air attack tactics necessitate the continuous adaptation of SAM systems to
modern air combat — cf. e.g. (Pang et al., 2019; Buzantowicz & Pietrasienski, 2018; Turinskyi
& Skoryk, 2020; Pomohaiev et al., 2020). This is especially true for older generations of the
SAM system, which were designed for different operating conditions than those prevailing
now.
An example is the S-200 family of long-range SAM systems (NATO code: SA-5 Gam-
mon), which — despite their age — remain in active military service in many parts of the
world. The vast majority of the S-200 SAM systems have undergone at least three or four
extensive retrofits, which allowed for a marked improvement of its tactical and technical
performance (Openko et al., 2020). Some of the S-200 SAM systems undergo periodic ret-
rofits and overhauls, depending on the technical advancement of their operator countries.
These efforts are either carried out by specialists from the Russian Federation, or through
domestic resources (Buzantowicz, 2021). In the case of Poland, it was decided in 2018 to
perform another overhaul of the in-service S-200C SAM system retrofitted at the beginning
of the 21st century, combined with a modification of the system’s instruments. There is much
evidence to assume that the S-200C Vega SAM system will remain in service in the Polish
armed forces for at least a dozen or so years.

The objective of this paper is to identify the technical and tactical functioning conditions
of the S-200 family of SAM system on the modern battlefield with particular focus placed on
the cumulative operating experience gained with the Polish version of the S-200C Vega sys-
tem. In order to achieve this goal, the authors used theoretical methods of research such as
analyzing the literature and selected tactical and technical parameters of S-200 missile sys-
tem family as well as generalization and comparison.

As a result of the conducted research, this paper presents the operating experience
gained so far and a justification for the continued service of the Vega SAM system.

2. Development outline of S-200 SAM system family

Considering their operational range, the SAM systems of the S-200 family are classified
as long-range surface-to-air weapons. The development of the S-200 SAM system concept
began in 1957 and continues to remain strictly connected to the evolution of air force tactics.
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The specific tactics worth noting include air strikes with electronic masking provided by air-
craft operating outside of the operational range of the SAM systems of the era, high-distance
and high-altitude operations of early warning and command and control (C2) aircrafts.

The original requirements specified that the S-200 SAM system was to ensure defense
against aerodynamic targets operating at a maximum flight speed of 3500 km/h, at a maxi-
mum distance of 100 km and a maximum altitude of 35 km. The S-200 mission priorities
included capabilities beyond the short and medium-range SAM systems: defeating early
warning and C2 aircraft, radar jamming carriers, and medium to long-range surface-to-sur-
face missiles and air-to-surface missiles.

The chief design engineer of the S-200 was A.A. Raspletin (later replaced by B. Bunkin),
while the design work on the S-200 radar systems was directed by A. Basistovand V. Sinelni-
kov. The S-200 missile design was developed by the design office MKb ®akesn headed by
P.D. Grushin. In May 1959, the KB-1 design bureau submitted a preliminary design provid-
ing the rationale for the general structure, operating principle, and key features of the S-200
SAM system concerning an improved operational range and effective altitude. The USSR
authorities approved the primary tactical and technical specifications of the S-200 system
in 1959. The first experimental S-200 missile launch was conducted on July 27, 1960. Be-
tween 1962 and 1966, a number of combat launches were performed as a part of live-fire
range tests and the alignment of the S-200 system firing channel elements (i.e. the launcher,
the target illumination radar, the predictor systems and the SAMs). In 1967, the S-200 SAM
system was introduced into the service of the USSR air defense forces under the name S-
200A Angara. Just two years later, a modified version, named S-200W Vega, was introduced
into service and became the baseline for the export version of the system, the S-200WE
Vega-E. Two S-200WE version SAM systems were delivered to Poland in 1986. It should be
noted that in the late 1970s, development work began on a partially digitalized version of the
S-200D Dubna system, which — due to the collapse of the USSR and the intensive develop-
ment of the S-300 SAM system family — was introduced into the service in the USSR air
defense forces in a limited extent.

Table 1 lists a comparison of the selected tactical and technical parameters of the S-200
SAM system versions A, W, WE, WM, and D.

Table 1.
Selected tactical and technical parameters of S-200 missile system family
S-200A S-200W | S-200WM | S-200WE S-200D
Angara Vega Vega-M Vega-E Dubna
Year of commissioning 1967 1969 1974 1980 1987
Operational range [km] 160 180 300 255 400
Maximum flight altitude [km] 35 35 40 40 40
Maximum target velocity [m/s] <1000 <1000 <1200 <1200 <1200
Number of target/missile channels 1/2 1/2 1/2 1/2 1/2
Probability of hitting the target 0.45-0.98 0.7-0.98 0.7-0.99 0.66-0.99 0.72-0.99
System readiness time [min] 5-7 5-7 3-7 3-7 3-5

Source: own work

The S-200WE SAM system version specified for the Polish armed forces included a com-
mon part consisting of the K9 command cabin, the K7 control tower and power supply equip-
ment, plus two proper semi-active guidance systems, comprising the K1 transmitter-an-
tenna cabin, the K2 instrumentation cabin, the K3 launch control cabin, six launchers and a
complement of SAMs. The K1 and K2 cabins and the K7 control tower form an important
functional component of the SAM system referred to as the target illumination radar (TIR).

The TIR is an advanced radar system because of the implemented modulation and signal
processing methods, namely the radar transmitter, which operates in a continuous radiation
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mode with frequency synthesis; the transmitted signal phase modulation and phase-switch-
ing functions providing optimum circular codes; the frequency transformation process
which has four iterations, and the signals correlatively processed by a multi-channel receiver
with mono-pulse determination of angular coordinates. The original distance measurement
is done with a multi-step vernier as the target progresses through the rejection zone, the
transmitted radiation is frequency-modulated, and the target tracking is fully automatic in
terms of angular coordinates, speed, and distance. The TIR features an additional observa-
tion receiver to facilitate target acquisition for tracking and monitoring the signal environ-
ment during the target tracking phase.

The primary mission of the TIR is to detect and continuously illuminate an aerial target,
, determine the target coordinates for the semi-active homing seekers of the SAMs in the
pre-launch cycle, and determine the time of the SAM launch.

When reflected by a target, the signal transmitted by the TIR carries the target position-
ing information for the SAM receiver channels at the stage of homing. To ensure a stable
reception of the target-reflected signals by the SAM homing seekers, the transmission an-
tenna system radiates a circular-polarity EM wave. This requirement has resulted in the con-
version of the K1 cabin receiver antenna for the purpose of receiving circular-polarity sig-
nals. In order to provide the optimum operating conditions of the target angular coordinate
mono-pulse determination systems, a depolarizing unit is installed in the K1 cabin receiver
antenna.

The TIR is largely based on electron tubes with rudimentary digital technologies only,
which have become obsolete. The advantage of the electron-tube based solution is the highly
dynamic performance of tube-driven receivers, which is adapted to the signal change ranges
on the receiver line inputs of the SAM system.

It should be noted that the S-200WE system uses continuous radiation. Unlike pulsed
transmitter operation, continuous transmitter operation provides a stable load on the mi-
crowave transmitting hardware, which dramatically improves its reliability.

The primary disadvantage of the TIR is its complex antenna system, which, in order to
ensure the maximum operational range, through increasing the power of the transmitter
and sensitivity of the receiver equipment, requires the Tx and Rx antennas to be isolated
with a high-quality metal screen. This reduces the energy of crosstalk between the Tx and
the Rx antennas.

The K3 launch control cabin of the S-200WE system is a part of the relay of the command
outputs from the K9 command and control cabin and of the signal outputs from the K2 cabin
to the SAM launchers and on-board instruments. The K9 command and control cabin exe-
cutes air situation information processing, assignment of fire missions to individual TIRs,
target indication, TIR target tracking quality feedback, launcher and missile health assess-
ment and SAM launch initiation.

A Vega SAM system missile is a 7-ton dual-thrust missile with a regular aerodynamic
scheme and a semi-active homing seeker system. The first stage consists of four solid-fuel
strap-on rocket boosters installed on the second stage.

3. S-200WE retrofitting to S-200C

In the 1990s, the Polish armed forces operated an extensive air defense system, techni-
cally based on short and medium-range SAM systems and two long-range S-200WE SAM
system sites with their service life ranging several and 25 years. At the time, the cognizant
management was aware of the ageing SAM systems and the necessity of retrofitting of the

-83-



Tactical and Technical Determinants of S-200C Vega

in-service armament. With the positive experiences from retrofitting the S-125 Neva SAM
system, works were initiated to ascertain the feasibility of retrofitting the Polish Air Defense
s latest SAM system, i.e. the S-200WE. The feasibility studies considered the SAMs in stock,
the warehousing infrastructure, the engineering expansion of the launcher positions and
technical facilities. It was decided that the combat capabilities would be restored by retro-
fitting the S-200WE.

It should be noted that the immense effective coverage of this SAM system was larger
than half of the territory of Poland. The main drawback was the lack of the autonomous
combat mission capability of the S-200WE, which prevented the territorial separation of the
individual SAM system sites.

There were constraints considered to be imposed by analogue signal processing by the
legacy generation of the SAM system, where the design of electronic instruments of the SAM
guidance station was largely based on an energy-inefficient electron tube technology. More-
over, the natural wear and tear was compounded by the operational obsolescence of the SAM
guidance station, a result of the reduced capability for its adaptation to complex and evolving
prerequisites for defeating aerial targets. This factor reduced the combat effectiveness of the
in-service S-200WE SAM system so deeply that its further use became unjustified.

The retrofitting work on the S-200WE was carried out between 1999 and 2002. The deep
retrofit was performed by the personnel of the Military University of Technology headed by
Professor Jan Pietrasienski and Wojskowe Zaklady Uzbrojenia (Defense Weapons Manufac-
turing) in Grudziadz. The deep retrofit was designed to separate and provide the SAM sys-
tem (the targeting channels) with autonomous operational capabilities. Once retrofitted, the
S-200WE re-entered service in 2003 under the designation S-200C Vega (where the char-
acter ‘C’ denoted the digitalization of the system).

The essence of the retrofitting project was intended to provide technical conditions which
facilitated autonomous operation of both Vega SAM squadrons, enhanced combat capabili-
ties, effectiveness of command, fire control and combat detail cooperation, and improved
cost-benefit and operating characteristics through the application of modern functional, de-
sign, and technological solutions. The leading idea behind the retrofit of the S-200C Vega
system was its maximum adaptation to modern conditions applicable to defeating aerial tar-
gets.

Due to technological, provisioning, cost-benefit and utility considerations, the retrofit of
the SAM system included upgrading the instrumentation to meet the following objectives:
— the separation and autonomous operation capability of the SAM system sites;

— the preservation of the existing time-frequency, energy, and spatial performance of the
radar signals output by the SAM system;

— the modernization of the signal processing lines;

— the replacement of hardware-processed functionalities with software procedures;

— the improvement of target indication and acquisition for tracking;

— the replacement of low-availability components with modern, high-availability compo-
nents;

— the development of the new control tower version, the K7C;

— the automation and simplification of the SAM system operating procedures;

— the reduction of the technical staffing for the system;

— the reduction of the combat group size.

As a result of the retrofit, the K9 command cabin was removed from the SAM system. Its
functions were moved to the fire control operator’s post installed in the K2 cabin, which
ensured the following: air situation imaging and analysis based on three coordinates, on-
launcher SAM state evaluation, determination of parameters to aid fire command decisions,
an indication of targets to track and SAM launch initiation. In connection with the extension
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of its anti-air combat control tasks, the K2 cabin was re-designated as the ‘K2 command,
control and instrumentation cabin’. The K2 cabin had more than 90% of the electron-tube
instruments removed and replaced with modern, analogue and digital systems, with a con-
siderably greater extent of software-based solutions.

The central piece of the retrofitted SAM system is a three-station command and control
console installed in the K2 cabin. The functions provided by the command and control con-
sole and its design solutions are driven by the established organization of operational work
and the tasks performed by each SAM combat group. The three stations of the console in-
clude the fire control operator station, the guidance control station and the target acquisition
station. The SAM system operating management and fire control are initiated and deter-
mined at the fire control operator station. Target detection, acquisition, and tracking, as well
as the TIR management, are initiated and operated at the guidance control station and the
target acquisition station. The command and control console instruments manage the tasks
with software and hardware. The developed imaging on the displays and the layout of the
operating consoles greatly improved the work ergonomics of the SAM system combat group.

The process of target detection and of the guidance of the tracking systems to the target-
reflected radar signal requires monitoring the air situation in the entire range of the target
speed handled by the homing seeker system. Hence, the TIR functions were expanded to
include continuous observation of the full range of target speed, facilitating acquisition for
tracking and monitoring of the air situation during target tracking.

Particular attention was given to improving the SAM system’s immunity to various elec-
tronic jamming strategies by applying effective digital methods for signal processing. Each
retrofitted SAM system was equipped with training instruments, combat operation logging
instruments and system instrument health self-testing capabilities.

4. Operating experience with the S-200C SAM system

Following the retrofit to the S-200C version, its operation revealed that the technical
performance was markedly improved, resulting in the enhancement of combat characteris-
tics of the SAM system.

The replacement of the electron tube instruments significantly improved the operating
precision of the EHF hardware with a marked increase in reliability. Moreover, the function-
ally complex software of the system solutions was performed without fail. Based on the ob-
servation of combat operations and thousands of completed target acquisition and tracking
operations, it was a valid conclusion that the retrofitted S-200C Vega instruments per-
formed optimally in all types, modes, and conditions of operation. It was noted that during
17 years of operation of the S-200C Vega SAM system, the computers implemented with
extensive digital data processing packages never suffered a freeze or a failure.

The digital data processing methods implemented by the retrofit produced very effective
target distance measurement and calculation. During combat operation, the maximal target
tracking distance was found to reach the maximum range of the TIR.

The counter-jamming measures implemented in the S-200C were proven to be effective.
The S-200C Vega SAM system was deployed in many allied exercise missions, where it
would counter hours-long air attacks in the presence of very strong and diverse jamming
interferences without a single failure.

After many years of operation of this SAM system, the applied ergonomic solutions were
rated very highly by the operator. Combat operations became more effective. The automatic
test and diagnostic instrument solutions efficiently identified the locations and root causes
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of discovered faults. This greatly simplified and streamlined the maintenance of the S-200C
Vega.

The organization of the operation of the SAM system combat group was modified due to
the retrofit of the S-200C Vega version. The line-up of the technical personnel and the size
of the combat group were significantly reduced.

To recapitulate, the post-retrofit S-200C provided the SAM system with autonomous op-
eration; combat capabilities improved with the effectiveness of command, fire control, com-
bat group cooperation, and improved maintenance and cost-benefit characteristics.

5. The functioning of the S-200C Vega SAM system on the modern battlefield

Since the Second World War, it is known that sustaining air superiority leads to victory
in any military conflict. In order to counteract the complete control of the enemy in air op-
erations, offensive and defense capabilities in the field of reconnaissance, communication,
air and missile defense, termed as an Integrated Air Defense System (IADS) are organized.
According to P.M. Mattes (2019), modern IADS “is far more complex than a singular SAM
battery (...)” and it is “the structure, equipment, personnel, procedures, and weapons used
to counter the enemy’s airborne penetration of one’s own claimed territory”. Therefore
modernized the S-200 C Vega should be the one of key elements of the defensive IADS for
defeating air and missile threats that may be taken on the land, in the air, at sea, and in
cyberspace and even space.

In the case of the S-200C Vega, current modernization should be provided to integrate
within the Polish IADS at the appropriate functional, operational and structural level, simi-
lar to the requirements defined in FM-3-01 (2020). Additionally, it should be noted that
according to the thesis of A. Radomyski (2016), quoting: “In order to be able to join a col-
lective defence effort conducted alongside NATO member states involving air defence as-
sets, Poland has to adapt its air defence system to the functional requirements of NATO Air
and Missile Defence System, NATINAMDS.”. Following the considerations of the same au-
thor (Radomyski, 2016): “Development plans for the Polish air defence system should be
convergent with the concept of NATO’s integrated anti-aircraft and anti-missile warfare
or counter-air defence concept that specifies in detail the Alliance air defence capabilities
and organization.”. Therefore, the currently modernized S-200C Vega should be adapted to
the above-mentioned plans for the development of Polish air defense system and constitute
a temporary element of the Polish IADS for the next several years, until it is replaced by the
new SAM system, acquired as part of the WISELA program.

More and more new types of air threats appear on the modern battlefield. Their operating
environment and method of use are properly described in Chapter III of F3-01 (2020). The
S-200C Vega has limited capabilities in this regard. However, some analytical and simula-
tion studies were conducted in order to investigate the possibilities of countering ballistic
missiles (Pietrasienski, et al., 2006). The current modernization of the S-200C Vega does
not significantly change its purpose in terms of the impact on selected types of air threats
according to its originally designed capabilities. However, to some extent, it optimizes the
crew's combat work and the process of air targets engagement.

As far as detailed analyzing tactical and technical functioning of the S-200C Vega SAM
system on the modern battlefield is concerned, the fire effect capabilities deserve attention
first. The S-200C Vega can effectively cover an area larger than half of the territory of Poland.

The leading idea behind the development of the S-200 Vega system was to ensure the
maximum adaptation to the modern requirements in terms of combating airborne targets
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in the presence of high-intensity electronic jamming, SAM evasion maneuvers and attacks
with anti-radiation missiles. In terms of its radar jamming immunity, the S-200C Vega is
one of the best rated SAM systems used by the Polish armed forces.

The S-200C Vega SAM system has been suitably adapted to and integrated and into the
Polish Air Force command system with unobstructed access to the air situation data output
by higher levels in the chain. This largely simplified the functioning of individual compo-
nents of the SAM system. For example, the system’s target tracking circuit is formed by the
SAM and target assembly, whereas the use of the TIR can be limited to target illumination
only.

Another aspect to be highlighted is the high design and manufacturing quality of the mis-
siles for the S-200C Vega, which continue to enjoy good technical condition thanks to proper
storage and maintenance. Over many years of operation, the mechanical components of the
SAMs were found to age at a negligible rate, and this is particularly true of the propulsion
and aerodynamic components.

Other factors crucial for the functioning of the S-200C Vega SAM system on the modern
battlefield include the inventory stocks of the missiles, an optimum warehousing infrastruc-
ture and engineering facilities consisting of launch bunkers and firing sites, or the technical
facilities, which include missile assembly equipment as well as test and inspection stations.
Thanks to the modern training instruments, it is possible to train and harmonize SAM sys-
tem operating teams under near-lifelike conditions, like practice and combat operations in
diverse scenarios of engagement of real airborne targets with strong radar jamming inter-
ferences, complete with simulated SAM launches and guidance to targets.

Finally, the last important aspect to be highlighted in terms of security is the necessity to
establish specific and covert properties which are critical to the efficient functioning of the
entire SAM system: a set of radar signals, encryption of radio control commands, or the op-
erating conditions for the SAM on-board instruments. These properties were achieved by
“proprietary Polish conversion” of the key retrofit solutions, making certain sensitive per-
formance parameters of the S-200C Vega known to the Polish military and defense sector
only.

6. Discussion and final remarks

The S-200C Vega SAM has a striking range of 250 km, which is the longest of all anti-
aircraft systems used by the Polish Air Force. The S-200C Vega is intended to combat stra-
tegic targets or targets of tactical value (including air-to-surface missile carriers, electronic
warfare and C2 aircraft, early warning and strike aircraft guidance stations, or flying tank-
ers), operating at up to 1,200 m/s (in approach) and up to 300 m/s (in departure), at alti-
tudes between 300 m and 41 km.

The example of the above described S-200C Vega SAM system clearly demonstrates that
the procurement of technically complex armament usually entails consequences for decades,
as this results from the military technology design standards. On the other hand, due to sci-
entific and technical progress, it is impossible to keep SAM systems technically up-to-date
without follow-up retrofitting. The need for countermeasures preventing the obsolescence
of weapons have been increasing at an even higher rate What is considered to be the state-
of-the-art today can become within obsolete several years into the future, and this fact is not
always dependent on technical considerations, as military equipment may fall prey to espi-
onage or exposure of its sensitive or secret specifications.
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Due to the above obvious reasons, procurement of armament should entail the initiation
of domestic retrofitting projects or participation in international research programs aimed
at the modernization of the purchased weapons. Otherwise, the effect of the novelty will ir-
reversibly expire in a matter of several years. The contractual clauses for armament sourcing
should include requirements for disclosure of the data essential for facilitating modification
and improvement of the weapons.

In an ideal scenario, equipment scheduled for overhaul is retrofitted simultaneously, as
is the case with the current S-200C Vega SAM system. Some may say that a good way to
modernize armament and make a technological leap forward is to purchase the relevant li-
cense. This is true provided suitable financial and organizational conditions are provided for
its development and updating. Manufacturing alone is essential to economic growth, yet it
is generally of little relevance to advances in science and engineering.

It should be also noted that a fundamentally negative aspect of importing armament is
that all its tactical and technical parameters, and, by the same token, its combat advantages
and weaknesses are known to the original manufacturer and the parties (legal or otherwise)
in possession of the armament. For understandable reasons, it is prudent to assume that
other parties interested in specific armament know this information too. This is primarily
true in the case of complex weapon systems, particularly where the primary information
about the object to be destroyed is carried by means of electromagnetic waves. This category
of weapons includes SAM systems, which operate by radar to determine the target and mis-
sile trajectories coordinates. Therefore, there is an undisputed conclusion for the defense
sector that absolute reliance on extremely advanced imported armament solutions is not
advised. For this reason, certain areas of defense technologies require “proprietary Polish
engineering”, which should be understood as endowing an armament solution with specific
covert properties. These properties are necessary to ensure the mission capability of weap-
ons in the complex conditions of the modern battlefield. This applies specifically to param-
eters of the radar signals transmitted by a SAM system, the encryption of its radio control
commands and the operating conditions of the SAM on-board instruments.

Modern advanced hardware and software solutions are sensitive to remotely triggered
operating interferences, which, even though they often remain unnoticeable, they have a se-
vere impact on their combat performance. For example, to ensure correct operating condi-
tions for target detection systems, the target thermal and sound signatures must be system-
atically updated to reflect the design modifications and modernization of the attack
measures. In order to ensure the high effectiveness and long life of weapons, these updates
cannot be outsourced from third parties.

In most cases, the loss of the effectiveness and the obsolescence of weapons is caused by
a failure to allocate funds to retrofit programs. While Poland is not capable of developing
and manufacturing a new SAM system, we are ready for retrofitting its critical components
in terms of our domestic manufacturing and engineering capabilities. The advantage of the
current state of affairs is that retrofitting the SAM systems in service in the Polish armed
forces does not require a very high budget. There are no other methods to preserve the es-
sential air defense capabilities which would offer better cost-effectiveness. The main argu-
ment here is the good technical condition of the SAMs' mechanical components and the
hardware, which ensures many years of service life following the retrofitting of the SAM sys-
tem instruments.

It should be noted that blocking domestic solutions and excluding Poland from the tech-
nological race is a mistake, even more so that due to fundamental and obvious reasons, the
Polish specialty in armament retrofitting should be the implementation of proprietary Polish
solutions.
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Abstract

The selection of weapon systems involves a number of activities to choose the best system in relation to the
predefined operational requirements and other vital criteria. In the case of surface to air missile systems
competing for the NAREW program, attempts are being made to obtain an asset that will be capable of en-
gaging a spectrum of air threats, under specified conditions, with a predefined high degree of probability. In
order to make the right choice, it is necessary to analyze information on performance and combat capabili-
ties. Thus, the aim of this article is to develop a preliminary method of evaluating the capabilities of surface
to air missile systems offered under the NAREW program. The theoretical foundation of the empirical study
was provided by the method of literature content analysis. Using the methods of comparison and generaliza-
tion, the author obtained data on the combat capabilities of surface to air missile systems expressed through
their tactical and technical parameters. Among the empirical methods, the author applied the algorithm of a
multi-criteria analysis and an assessment of the capabilities of surface to air missile systems based on the use
of matrix calculus. The diagnostic survey, conducted by means of the questionnaire technique, made it possi-
ble to prioritize the adopted evaluation criteria and, consequently, to conduct proper research. The formula-
tion of the final conclusions and establishing the links between the theoretical and empirical part of the study
was achieved by means of a synthesis. The results obtained in such a manner may constitute a valuable in-
formation database, showing the directions that should be considered when selecting a short-range surface to
air missile (SAM) system for Poland. The evaluations and suggestions included in this study can be used for
prospective solutions and research conducted in a similar area.
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1. Introduction

The majority of surface to air missile systems operated by Polish armed forces are obso-
lete. The post-Soviet systems, although modernized, are not capable of effectively engaging
contemporary air threats. High speeds, low observability, altitude changes or resistance to
electronic interference have become standards for modern air and missile threats (Buzan-
towicz & Pietrasienski, 2018). This can be seen in the hypersonic missiles, developed by
such military powers such as Russia, China India and the United States (Lee, 2019). With
the ability to change their flight path or with speeds exceeding the speed of sound multiple
times, surface to air missile systems are able to penetrate even a well-organized, multi-
layered air and missile defense in a relatively short time. It is assumed that in the event of a
high-intensity conflict on NATO's eastern flank, a potential aggressor may use a range of
unmanned and manned aircraft performing combat, reconnaissance and support tasks for
its own long-range missile and artillery assets. It is to be expected that at least some of
them, such as Grom, Piorun or Poprad, will launch stand-off attacks, outside the effective
range of the Polish very short-range air defense systems (Cie$lak, 2020).

Bearing in mind the urgent defense needs of the state, on September 17, 2013, a multi-
year program was established by a resolution of the Council of Ministers,! in which priority
tasks of technical modernization were defined under separate programs. It included essen-
tial expenditures and key tasks that were intended to provide the Polish Armed Forces with
the required and desired operational capabilities in the long run. From the perspective of
air defense operational requirements, the program for the development of the Polish air
defense system, the implementation of which is due by the year 2022, is worth noting. The
program called for fielding medium-range surface to air missile systems under WISLA
program, which would be capable of engaging both air and tactical ballistic missile threats.
Another important element of the modernization program was the plans to aquire short-
range surface to air missile systems under the NAREW program. The modernization of the
air defense systems was also meant to introduce the Poprad vehicle-mounted surface into
air missile systems, Grom/Piorun man-portable air defense systems (MANPADS), along
with short-range anti-aircraft missile and artillery systems for the PILICA program. The
program also includes the plans for the deployable Sola/Bystra 3D radars.

While the majority of the above-mentioned plans are being implemented without major
disruptions, the NAREW program has been significantly delayed, and the Polish military is
still working on the concept of developing a short-range air defense system. The problems
related to the NAREW program seem complex, with a number of concerns related to tech-
nology transfer, cooperation with the Polish Armaments Group, or compatibility with ex-
isting and prospective air defense command, control and communication systems.2

Bearing in mind the aim of this article, the author aims at developing a preliminary
method for assessing the capabilities of surface to air missile systems competing for the
NAREW program. The article includes the findings of research carried out with various
research methods. The theoretical methods included analysis, synthesis, generalization

1 Resolution No. 164 of the Council of Ministers of 17 September 2013 on the establishment of the multi-
annual program "Priority Tasks of Technical Modernization of the Armed Forces of the Republic of Poland
within the framework of operational programs", Warsaw, 4 October 2013, p. 7.

2 such as the proposed Polish C2-class command system or the American IBCS (Integrated Air and Missile
Defense Battle Command System).

-91-



The Multi-Criteria Method for the Evaluation of Combat Capabilities

and inference. Within the empirical methods, the algorithm of a multi-criteria analysis
based on the use of matrix calculus and the method of a diagnostic survey based on the
questionnaire technique was applied.

2. The combat capabilities of surface to air missile systems

In order to determine the ability of a given component to perform a task and to achieve
predefined objectives in combat, it is necessary to determine the combat capabilities of air
defense units and assess the performance of weapon systems. A number of indicators are
used for this purpose in air defense troops so as to relate an air defense system / forces
(weapon systems, battery, battalion, regiment) to a space and time framework while as-
sessing the effectiveness of their combat employment. The Lexicon of Military Knowledge
(1979) defines combat capabilities as a set of quantitative and qualitative indicators char-
acterizing the ability of a unit (subunit) to perform tactical tasks. Spatial indicators deter-
mine the environment in which combat tasks can be executed. Time indicators refer to the
intensity and duration of the operations. Combat effectiveness indicators provide infor-
mation on the ability to cover troops and facilities and to engage aerial threats. The main
tangible indicators of combat capabilities relate to reconnaissance, fire and mobility (Ku-
riata, 2005).

The elements of combat capabilities that are considered to be the most important while
assessing a particular surface to air missile system include the zone of engagement, and for
various tactical scenarios, degree of mobility and ability of conducting autonomous opera-
tions (Andruszkiewicz & Glowinski, 2008). Bearing this in mind, it may be concluded that
the combat capabilities of air defense troops will largely depend on the tactical and tech-
nical characteristics of the reconnaissance, command and fire control, and effector subsys-
tems of their surface to air missile systems, along with skills of their operators. Moreover,
available literature on the subject discusses other factors that influence the combat capa-
bilities of air defense units, such as tactics applied by air threats, the strength of their own
air defense troops in accordance with the tables of organization and equipment (TOE), and
combat service and combat service support available.

The combat capabilities of troops equipped with surface to air missile systems are ex-
pressed by their ability to conduct combat operations and defend against air threats in var-
ious tactical scenarios (Zdrodowski et al. 1996). Depending on the adopted criteria, they
may be expressed by air reconnaissance, fire capabilities, mobility and logistic capabilities.

Air reconnaissance capabilities are defined as the ability to obtain information about air
threats and analyzing and processing it. They define the ability of a surface to air missile
system as detecting, assessing, identifying and tracking an aerial object. They are condi-
tioned by air reconnaissance elements of the surface to air missile system, the means of
relaying information and the ability to obtaining information from other sources. An im-
portant factor that affects air reconnaissance involves the technical characteristics of radio-
location and optoelectronic sensors.

Fire capabilities are defined by the ability of an effector component of a surface to air
missile system to perform the task of engaging an aerial threat within a specified time and
space using a dedicated number of missiles. Some of the most important indicators de-
scribing fire capabilities are firing efficiency and combat effectiveness. It is assumed that
the parameters expressing the firing effectiveness are such determinants as the probability
of engaging aerial threats (kill probability) and the expected number of destroyed air
threats. On the other hand, combat effectiveness characterizes the ability of a surface to air
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missile system (subunit) to perform its tasks. It is expressed by the ratio (quotient) of the
number of targets engaged (the expected number of air threats) to the number of targets
entering the engagement zone of a surface to air missile system (subunit). Fire capabilities
of a surface to air missile system might also be assessed by calculating a segment of air-
space protected against enemy air attacks. It may be defined as the radius around protect-
ed assets in which there is a possibility of continuous fire. Employing surface to air missile
systems in this manner allows for engaging of aerial threats before they can execute their
mission. Assessing the fire capabilities of a surface to air missile system (subunit) takes
into account time needed for combat readiness expressed by the time required to start fir-
ing sequence. It is characterized by the readiness to fire at a target at maximum range, tak-
ing into account the delay in obtaining information from air reconnaissance sources. Mo-
bility is characterized by the ability of surface to air missile systems (subunits) to move
from the march to firing position (or vice versa), mobility on the roads and in a specific
area, and the ability to engage other air targets (maneuver by fire). The logistic and combat
supply capabilities of a surface to air missile system (subunit) are defined by, among oth-
ers, the ability to carry a specific stock of missiles at a required time and place and in a
specified state of readiness.

3. The methodology of a multi-criteria analysis and evaluation of combat ca-
pabilities of surface to air missile systems

The analysis and evaluation of the combat capabilities of military equipment consists of

a number of activities aimed at selecting the best weapon option for the assumed opera-
tional capabilities. These capabilities result from specific operational needs. The opera-
tional requirements may result in modifying tactical employment of weapons systems or
acquisition of new ones. The selection process of a new weapon system can be divided into
four basic phases:

1. Analyzing and defining threats;

2. Analyzing and defining the operational capabilities to be achieved by the armed

forces;

3. The way in which operational capability is achieved by the armed forces;

4. Evaluating and selecting a weapon system (Miszalski &Mitkow, 2011).

Phase four is the most extensive part related to the selection of a weapon system. As a
result of this phase, a final selection of a specific system is made to facilitate a specific op-
erational capability and thus to give the armed forces and the military security system the
ability to respond to a specific threat. In the case of surface to air missile systems, a crucial
element of this stage is an analysis of tactical-technical parameters characterizing the indi-
cated combat capabilities (Figure 1).
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Tactical and technical parameters of the surface to air missile systems
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Figure 1. The multi-criteria analysis and evaluation of combat capabilities of surface to air missile
systems. Author’s own work adapted from: “Analiza wielokryterialna w procesie wyboru dostawcy
systemu uzbrojenia” by S. Mitkow. Copyright 2013 by Polskie Wydawnictwo Ekonomiczne.

A multi-criteria approach was used to analyze and evaluate the combat capabilities of
surface to air missile systems. When analyzing any issue, in the first place, the objectives of
the analysis are defined, which can be described by means of corresponding criterion func-
tions, in short - criteria. When making a comparative analysis of a selected type of arma-
ment, many decision-makers are guided by an assessment of the tactical and technical pa-
rameters that characterize their combat capabilities. Given a choice of several similar sur-
face to air missile systems, it is difficult to immediately identify the best one, as even the
simplest decisions involve several criteria. Quite frequently, the decisions taken are con-
flicting, as the indication may not fully meet the initial objectives. A multi-criteria discrete
optimization may resolve this type of a problem.

Making a decision is usually associated with accepting a compromise on achieving the
formulated objectives. It is usually not possible to make a decision so that the best values
are achieved simultaneously for all of the criteria considered. It is assumed that in view of
the practical impossibility of finding an optimal solution simultaneously for all criteria (i.e.
a dominant solution), a multi-criteria solution is accepted as the one which is non-
dominated. A non-dominated solution is one for which there is no decision variant, in
which the value of a criterion could be improved without the necessity to reduce a value of
another criterion. A set of non-dominated solutions forms a boundary efficiency.

Multi-criteria comparative analysis methods are designed to compare (evaluate) objects
characterized by multiple features (parameters, decision variables) of an identical or simi-
lar functional purpose. The main objective of a multi-criteria comparative analysis is a pri-
oritization of objects and their sets in a multi-dimensional feature space from the point of
view of some characteristic that cannot be directly measured.
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The basis for making comparisons is always a certain value-criterion system, which is a
function of the relevant features of the objects compared. There are distinctive stages in
the multi-criteria comparative analysis procedure. It starts with identification of compared
objects and their parameters (quality features). Then the parameters are standardized. The
next step involves the aggregation of parameters of the objects compared into a compre-
hensive quality indicator using additional information on the preferences of the decision-
maker (Gorny, 2004).

Bellinger’s method is part of a group of methods for a multi-criteria comparative analy-
sis, uses a simple algorithm that does not require complicated calculations. As a result,
Bellinger’s method was adopted for the evaluation of the combat capabilities of surface to
air missile systems. Due to its interdisciplinary nature, it can be analyzed in different areas
of activity and science, thus supporting the decision-making process in the area chosen by
a concerned organization or a person. The essence of the method relies on putting analyzed
objects in an order on the basis of the total evaluation value, determined from a set of par-
tial criteria, which should be previously reduced to the form of additive values (Goérny,
1999). For each criterion of a given decision variant, the most and least desirable state and
the direction of change of this state (i.e. stimulants and destimulants) are determined. The
assessment of each criterion in this range for a given object is a fraction of the total dis-
tance, being the difference between the above states. The best decision-making option be-
comes the object which obtains the highest value in the total evaluation (after summing up
the evaluations of all criteria of a given object). Each criterion to be evaluated is assigned a
significance for further weighting. Its size depends on the relevance of a given criterion for
the decision-maker and the impact of the criterion on the overall decision-making situa-
tion. It is important that all of the weights of the individual criteria be evaluated to be se-
lected in such a way that their sum is equal to unity. However, the way in which the
weights are recorded is arbitrary.

Figure. 2 shows the algorithm of stages in the adopted method of a multi-criteria analy-
sis of the combat capabilities of surface to air missile systems.
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Figure 2. Algorithm of the multi-criteria analysis and evaluation of combat capabilities of surface
to air missiles systems by means of Bellinger’s method. Own work.

Stage one consists of identifying the requirements and constraints for future solution
variants. In this phase, the criteria against which the analysis will be conducted, are de-
fined. The evaluation criteria will be characterized by a vector as follows:

K= [k}™m kI . kL*™] (3.1)

Stage two consists of specifying decision alternatives, i.e. determining a set of surface to
air missile systems to be analyzed, which will be characterized by a vector expressed as:

Z=1[21 Zo - Zy (3.2)
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Stage three entails a detailed definition of the assessment criteria, the units of meas-
urement, as well as the desired direction of change of the given criteria, i.e. stimulants in-
dicating a preferable increase in values or destimulants indicating their decrease, together
with boundary values of acceptable changes.

During this phase, the difference of the current value of the surface to air missiles sys-
tems parameter in relation to the most desirable value is also calculated. In order to de-
termine it, it is necessary to calculate the arithmetic mean Xjof the values of particular var-
iants in relation to particular sub-criteria:

n

1
X}- =EZ{{U (33)

i=1
where: aj- the value of the i-th variant under j-th criterion.

This is followed by determining the boundary values of desirable 5;” and undesirable
values 5;:

If z; = maxthen 57 = X,and S =0 (3.4)
If z; = minthen 57 = 0and 5 = X; (3.5)

The obtained values allow the determination of the total distance L;:
L;= 5; -5 (3.6)

Stage four is the stage in which the adopted evaluation criteria are prioritized by assign-
ing them appropriate weights W,{J_.in accordance with the following conditions:

wy. =0 (3.7)

D wi =1 (3.8)
i=1

In stage five, the matrix Ais created containing the actual values of the tested variants in
relation to the individual criteria.

Qyp @y 77 Oy

i U P

_ | %12 22 2j
A= |2 7 L5 (3.9)

My Ay 777 Oy

where: aij - the value of the i-th variant under j-th criterion.

Stage six describes the elements of the matrix A as a percentage of the difference in the
value of the actual state in relation to the most desirable one. For this purpose, matrix B is
created, in which the calculated differences are placed. Next, matrix C is created, in which
the elements of matrix B are presented as a percentage of the distance of the value of the
actual state in relation to the most desired one.

by, by, v by (ay, —5;1) (ap;—57) = [ﬂij - 5}'_)
B=|P b bay) o (ﬂ”: S1) (ﬂff: 52) (az; - 57) (3.10)
by, by, - b:-}- (ﬂel_sf] (ﬂi: _5:—] [:ﬂz'j_sj_)
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[100B,, 100B,, .. 008,57
) L, L., L;
€11 C12 €1; e e o
€ €y T Ca 100by,  100by;  100by;
c= | = Ly Lj (3.11)
€ € € .
i i2 1 100k, 100k, 100bg;
L, L Lj |

z d

In stage seven, matrix D is created, in which the products of matrix C elements with
corresponding weights are described wy;.

. L W
€y Wyt CyaWipt 17Wyi
G o % cllwk; cl_ wk: c }wk{-
d, d, - d, Wi CaWil 2 Wi
D=|"7% = e (3.12)
dy dyp - dy CogWii  CgWii ' Wi

In the last stage, stage eight, the overall assessment O; for the analyzed development

variants is determined, which is the sum of the partial assessments of the individual vari-
ants from the considered criteria.

0; = Z d:‘j (3.13)
=1

On the basis of the value of the cumulative assessment, the armament variant with the
best tactical and technical parameters is identified.

4. The multi-criteria analysis and evaluation of combat capabilities of surface
to air missile systems

The analysis and evaluation of the combat capabilities of surface to missile systems,
meeting the initial requirements of NAREW program, begins with the selection of their
characteristic features in terms of reconnaissance, fire capabilities and mobility without
considering the logistic capabilities.

The following designations for the vectors of the tactical and technical parameters of the
surface to air missile systems’ combat capability assessment have been adopted:

e Kki1- vector of tactical-technical parameters for the evaluation of reconnaissance ca-

pabilities;

e k2- vector of tactical-technical parameters of fire capabilities assessment;

e k3- vector of tactical-technical parameters for the assessment of mobility.

The set of evaluation criteria K will be characterized by a vector in the following form:

K=[ki"? k3** .. k7] (4.1)

for the assumed vector K, formula (4.1.), the criteria and the tactical-technical parame-
ters characterizing them are summarized in Table 1.
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Table 1.
Criteria and their characteristics adopted to assess the combat capabilities of surface to
air missile systems.

Criterion of . . Nature of criteri-
Features: tactical-technical parameters %
assessment on change
Reconnais- N ki The maximum range of target detection [km] S
1 "
- sance kI Number of simultaneously tracked targets S
)
= k3 [Spatial dimensions of engagement zone [km] S
= -
g = Maximum engagement altitude [km] S
5 Fire k.
= k3 Missile velocity [m/s] S
2
g k3 Number of missiles in a launcher [missiles] S
S
© ki [Reaction time [s] D
Mobility | ks|—
k3 Maximum mobility of SAM vehicles [km/h] S

* S - stimulants; D - destimulants

For the purpose of the conducted analysis, it is assumed that the combat capabilities of
the surface to air missile system will be expressed by three numerical tactical-technical
parameters characterizing each of the features of the surface to air missile system.

Under the NAREW program, the Polish Armed Forces are to acquire several surface to
air missile batteries of short-range SAM systems capable of engaging aerial threats at dis-
tances of up to 25 km. Israeli, British and Norwegian-American corporations have offered
Poland the following products: Diehl Defense Holding (IRIS-T missile), MBDA Missile
Systems (VL MICA and CAMM-ER missiles), Thales (VT-1 missile), Rafael Advanced De-
fense Systems (Derby and Python-5 missiles), Israel Aerospace Industries (Barak-8SR mis-
sile), Aselsan (AIHSF missile), Raytheon Company (AMRAAM and Stunner missiles) and
Kongsberg Group (NASAMS II missiles). Each of the proposed systems features different
combat capabilities.

A six-element vector was analyzed Z = [z, z, z3 Zp] in the configuration
shown in Table 2, and the corresponding tactical and technical parameters have been
summarized in Table 3. A vector Z is a set of five systems selected for the analysis of the
systems. The SA-6 surface to air missile system (2K12 KUB),3 which is in the inventory of
the Polish Armed Forces, has been used for comparative purposes.

z
zy %5

Table 2.
The hardware configuration of the analyzed SAM systems
NASAMS BARAKMX | VLMICA |IRIS-T SLM| EMADS [(SA-6 KUB
Effector AIM-120 C-8 [BARAK MRAD [ MICA FR/IR IRIS-T CAMM-ER | 3MoM3E
(missile) AMRAAM-ER
3D radar M-2084 Multi |Radar TRML- SAAB SAAB SURN 1S91
Sensor AN/MPQ64F1 Mission 3D/32 Giraffe Giraffe (SSWN)
Sentinel AESA 3D Radar AMB Radar | 4A Radar

3 The 2K12 KUB system exploited in Poland has been used only for reference purposes.
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Table 3.
A sumn:zary of parameter values of the evaluation criteria and their limits of change
Parameter values Auxilia.ry
Criterion of | ¢\ 1 [BARAK MX| VL MICA [IRIS-T SLM| EMADS | KUB calvc;fet;on
assessment
Z1 Z2 Z3 Z4 Z5 Zp X L;
ki 120 470 200 180 280 65 219 219
2 u ki 60 1100 400 200 8o0 1004 443 443
:E ki 40 35 20 40 40 24 33 33
'cg‘ L, k= 14 20 9 20 10 75 13 13
; k2 1,350 680 1,360 1,100 1,020 950 1,077 | 1,077
'g 3 6 8 4 86 8 3 6 6
8 ki 1,200 120 600 600 1,200 420 690 -690
ks ks 60 60 60 60 60 50 58 58

In the next stage of the analysis, the adopted evaluation criteria were prioritized by as-
signing appropriate weights to them. The weight values of the individual evaluation criteria
were determined on the basis of the experts' preferences during a survey with a total of
thirty respondents, who were academic teachers from military universities working on air
defense issues as well as officers serving in air defense units. The standardized weighting
values for the individual assessment criteria are shown in Table 4.

Table 4.
A summary of the weighting values of the individual evaluation criteria
Weighting of
the assessment Wit Wig Wit w3 Wig Wit Wil Wi3
criterion
Weight value 0.165 0.118 0.147 0.154 0.132 0.088 0.150 0.046

The input data for the evaluation of the combat capabilities of surface to air missile sys-
tems is matrix A, whose form for the actual quantities listed in Table 3, are as follows:

ri1zo 470 200 180 280 65 7
&0 1100 400 200 800 100
40 35 20 40 40 24
A= 14 20 9 20 10 7
1350 680 1360 1100 1020 950
(<] 5] 4 3 8 3
1200 120 600 600 1200 420
60 60 60 60 &0 50 -

4Value adopted on the basis of expert interviews.

5With Rega-Lowcza system (without K1 cabin).

6Initially the system was mounted on the Polish manufactured Jelcz undercarriage and displayed during the
International Exhibition of Defense Industry held in Kielce in 2015.

-100-



Safety & Defense Vol. 7(2) (2021)

The final form of matrix C, in which its individual elements constitute a percentage of
the distance of the actual state values of the parameters in relation to the most desired val-
ue, equals:

[100b,, 100b,, 100b,;] [ 55 214 91 82 128 307
I ) L 14 248 90 45 180 23
1 2 7
100b,, 100b,, 100b.. 121 106 60 121 121 72
c— = = 2|_|105 150 68 150 75 53
Ly L, L; 125 63 126 102 95 88
" U T T 97 130 65 130 130 49
100b;, 100b; = 100b; —74 83 13 13 —74 39
Ly L, L; 1 1103 103 103 103 103 86

The final form of matrix D, which is the product of the elements of matrix C and the
corresponding weights w, ;equals:

re 35 15 14 21 57
2 29 11 5 21 3

ClWy:  Cpwiz T FWid 18 16 9 18 18 11
D= C12Wii CzxWii ™ ci}'wkj.- _|16 23 10 23 12 8
17 &8 17 13 13 1

CigWyi  CpWyi ' € Wi 9 11 & 11 11

2

4

) ’ -11 12 2 2 -11 6
- 5 5 5 5 5 4

The total assessment O; for the analyzed surface to air missile systems, which is a sum of
partial assessments of particular systems out of the considered criteria, is presented in Ta-
ble 5 and depicted in Figure 3.

Table 5.
The cumulative assessment values of the analyzed armament alternatives.
NASAMS BARAK MX VL MICA IRIS-T SLM EMADS SA-6 KUB
63 140 74 91 89 52
Oi 140
140
120 o1 29
100 . -
80 55
60
40
20
0
NASAMS BARAKMX VLMICA IRIS-TSLM EMADS KUB

Figure 3. The overall evaluation of the combat capabilities of the examined armament variants.
Author’s own work.

-101-



The Multi-Criteria Method for the Evaluation of Combat Capabilities

The intermediate results of the discussed variants for the evaluation criteria under
scrutiny have been illustrated in the bar diagrams in Figure 4.

NASAMS BARAK MX VL MICA
1 1 1

40 40 40

] 30 2 8 30 2 8 30 2
20 20 20
10 10 10
a 0 ]
7 10 3 7 -10 3 7 100 3
6 4 6 i 6 pil

C [ C

IRIS-T EMADS KUB
. 1 1
1 )

40 40 40

a 30 2 8 30 2 ] 30 2
20 20 20
19 10 10
/ ap . 7 -10 3 7 " 3
[ 4
[ 4 (5 4

5 5

Figure 4. The detailed characteristics of combat capabilities of the analyzed SAMs variants
(adopted axes labeling: 1 - ki; 2 - k3;3-ki; 4-k3;5-k3; 6 - k5; 7-ki; 8 - k3) (author’s own de-
velopment)

5. Conclusions

Based on the obtained findings, it can be observed that for each indicator of the combat
capabilities features, the highest values were determined for the BARAK MX surface to air
missile system. When analyzing the graph showing the comparison of values of the syn-
thetic quality indicator of the systems, it can be concluded that the BARAK MX system is
the most effective among the examined surface to air missile systems. In contrast, the low-
est values for the adopted indicators of combat capabilities are featured by the SA-6 (KUB)
system. However, it should be noted that the technical parameters of the surface to air
missile systems used in the calculations are taken from generally available sources and do
not necessarily reflect the systems' current technical characteristics. Consequently, the re-
sults obtained are representative since only a few parameters out of many others were
compared in the conducted study. For the purpose of the conducted study,, certain criteria
had been adopted. The author does not intend to select the best or the worst surface to air
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missile system for the NAREW program. His deliberations are to encourage discussion
about making such choices. The adopted manner of reasoning and the presented method
for evaluating the combat capabilities of surface to air missile systems are intended to indi-
cate one of the possible directions in their selection. If more input data are used, and the
criteria are expanded, the result of the combined combat capability assessment may give a
more comprehensive picture of the analyzed surface to air systems, and their selection may
prove easier.

Knowledge and practical consideration of the indicators of the combat capabilities of
surface to air missile systems form the basis for making rational decisions on their combat
employment. This, in turn, allows for a rational approach to planning for tactical employ-
ment, the formation of a combat task force, and coordination with other elements of the
integrated air defense system. Due to less expensive missiles and a higher number of
launchers than the PATRIOT system, the surface to air missile systems planned for the
NAREW program will be better suited for providing effective air defense for critical zones
and areas such as land forces troops ‘groupings, air bases and logistic support assets or
command posts. Taking into account the combat capabilities of such current surface to air
missile systems, including SA-8 OSA, SA-6 KUB, and SA-3 NEWA, it is not difficult to no-
tice that on today's battlefield, the ability to engage and destroy a one air threat at a time is
not a solution. Therefore, there is a real need for surface to air missile systems that are ca-
pable of simultaneous engagement of multiple air threats, such as aircraft, helicopters,
UAVs, cruise missiles, and loitering munitions. It is important that such surface to air mis-
sile systems are compatible with national and allied command and control systems, air re-
connaissance assets and other weapon systems. Moreover, new surface to air missile sys-
tems planned for the NAREW program should be capable of acquiring and exchanging in-
formation on the air threats. In addition, they also have the ability to simultaneously en-
gage several air targets with a high probability of kill. Hence, every effort should be made
to ensure that the surface to air missile systems acquired within the framework of the
NAREW program will, on one hand, possess appropriate combat capabilities and, on the
other hand, become an integral element of the Polish air defense system, enabling its relia-
ble and effective operations.

The author declares that he has no known competing financial interests or
personal relationships that could have appeared to influence the work report-
ed in this article.
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Abstract

Aviation is the youngest of the transport industries, yet despite its short history, it is considered one of the
most important spheres of transport, both in terms of passenger and cargo transportation. Civil aviation is
used by an increasing number of people, and the number of aircraft used by airlines around the world continues
to grow. An inherent element that is a particularly important aspect of this mode of transportation is security.
In civil aviation, there are numerous dangers associated with events occurring before the flight, during the
flight, as well as those associated with the landing process. The events need to be controlled and their causes
actively sought and ultimately prevented. The Polish Civil Aviation Authority, as part of the creation of the
National Civil Aviation Safety Program, developed the National Safety Plan 2020-2023. The document covers
threats identified in the Systemic, European, and National Areas. They are characterized and classified based
on the materiality (significance) of the event. The aim of this article is to characterize and analyze selected
factors (e.g. collisions with birds, helicopter events) that affect the number of safety incidents in civil aviation.
The background of the study was the analysis and synthesis of the literature on the subject, while the main
research method was the statistical analysis of historical data on aviation incidents. The data provided in Po-
land's National Security Plan 2020-2023 were used to distinguish the factors associated with the threats pre-
sent and synthetically evaluate their impact. The analyses made it possible to identify areas of particular safety
risks and form the basis for further detailed research.
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Factors Affecting the Number of Safety Incidents

1. Introduction

Aviation has developed rapidly and is now one of the most important transportation in-
dustries. The number of flights performed each year is increasing (Menon, 2019). Air
transport is used extensively for both passenger traffic and the movement of material goods.
Air travel is generally considered to be very safe, however, as with any mode of transporta-
tion, there are incidents that threaten the safety of flying (Denney et al., 2019).

Therefore, the problem of aviation safety is frequently addressed in literature on the sub-
ject. In a general way, focusing on the assessment of risk and safety in civil aviation, the
causes of aircraft accidents were described by Janic (2000). The article takes into account
factors such as air, water, soil or noise pollution, waste management and congestion. A sim-
ilar
analysis was made by Janic together with Netjasov (2008). Their publication presented an
overview of existing research on risk and safety modeling in civil aviation. Cui and Li (2015),
on the other hand, focused on the issue of safety efficiency in civil aviation in their publica-
tion. This article proposed an efficiency model, taking into account labor, capital, funds, and
technology.

Ni et al. (2019) focused on major accidents and incidents affecting aviation safety. Their
publication proposes forecasting the number of hazardous events using deep learning meth-
ods based on Big Data resources. In contrast, Greenberg et al. (2005) proposed the use of a
Bayesian Belief Network to study civil aviation accident rates. The model considered the in-
fluence of airline policies and social behavior patterns.

In his article, Zielinski (2010) focused on the airport as a place where security issues are
addressed by both state and non-state actors. He described the services responsible for
maintaining security and their duties. By contrast, Szafran (2018) highlighted the relation-
ship between decision-making and safety in aviation in his publication. Publications on avi-
ation safety also consider the area of cybersecurity (Cie$lak, 2016). Cyber threats in aviation
are a serious concern and are no less significant than threats directly related to the physical
control of the aircraft.

The considerations contained in this article concern Polish civil aviation. The authors
focused on the issue of air transport safety. The essence of the National Aviation Safety Pro-
gram is described, and data from the National Safety Plan 2020-2023 are used to analyze
factors affecting safety (only such data was made available to the authors). Information con-
cerning the National Threat Area was also used. The aim of this article is to characterize and
analyze selected factors that affect the number of safety incidents in civil aviation. The back-
ground of the study was the analysis and synthesis of the literature on the subject, while the
main research method was the statistical analysis of historical data on aviation incidents.

As part of the analysis, information was obtained on the type of threats occurring most
frequently in Polish civil aviation. The study provides a basis for further detailed analyses,
allowing us to identify and foresee threats as time series models, based on more accurate
data, from a wider time interval. Research can also be expanded to include threats from the
Systemic and European Threat Areas. Similar analyses can also be conducted for other
modes of transportation.
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2. The issue of safety in civil aviation

The concept of safety can be defined depending on a specific area. Safety is usually de-
fined as a condition in which the risk of harm to a person or property is reduced to an ac-
ceptable level or is below such a level. Moreover, it is maintained at that level (or lower)
through continuous processes of hazard identification and risk management (Ilkow, 2011).
Therefore, it is undeniable that safety is closely related to dynamics -especially in the aspect
of both building it and providing it. In view of this, safety manifests itself mainly in actions
implemented against threats and those that mitigate risks (Bielski & Krawczyk, 2010).

In “Leksykon wiedzy wojskowej” [The Lexicon of Military Knowledge] (Auerbach, 1979),
flight safety is defined as certain conditions that ensure that an aircraft performs its flight
without endangering the safety of the crew, passengers, and the aircraft itself, as well as the
population and facilities on the ground. Safety in air transport is also defined as a property
of a system to operate under certain environmental conditions without the occurrence of
accidents and adverse events (Zurek, 2009). Flight safety can be attributed to the following
characteristics (Luczak et al., 2016):

— loss avoidance;

— no accidents or incidents;

— ensuring that flight operations are conducted in such a way as to avoid unneces-
sary hazards;

— controlling and maintaining risk at an appropriate level;

— people's attitudes toward unsafe activities and conditions;

— error avoidance;
— compliance with regulations and institutions.

However, flight safety is primarily defined by the relevant international and state insti-
tutions. Appendix 19 of the Convention on International Civil Aviation, entitled “Safety Man-
agement”, provides the definitions of key terms related to civil aviation safety. In this docu-
ment, safety is described as a state in which the risks associated with aviation activities have
been reduced to an acceptable level and are kept under control. A hazard is defined as a
condition or object that has the potential of causing or contributing to an incident or acci-
dent. An incident is defined as an event, other than an accident, associated with the opera-
tion of an aircraft that has (or could have) an impact on safety. An accident is an event in
connection with the operation of an aircraft in which any person is killed or seriously injured,
the aircraft is damaged or its structure destroyed, or the aircraft is lost or inaccessible.

There are five main elements in aviation that are sources of safety risk. These are repre-
sented in the 5M model. This model includes:

— human factor (Man);

— aircraft and related technology (Machine);
— operating space (Media);

— Mission;

— Management (Szymaniec, 2018).

Adequate control of and response to the elements listed above can have a positive effect
on safety management in civil air traffic (Kasianov & Goncharenko, 2018).

In Poland, the authority responsible for civil aviation safety is the Civil Aviation Author-
ity. It is a state institution, which is a government administration body responsible for civil
aviation matters.
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3. Hazards in Polish Civil Aviation — Safety Program and Plan

3.1.Poland’s National Civil Aviation Safety Program

The Civil Aviation Authority defines its primary objective as ensuring a high level of
safety in civil aviation. The institution wants to achieve it, among others, through the imple-
mentation and development of the National Civil Aviation Safety Program (NCASP). The
purpose of the NCASP is to accomplish the integration of the state's safety management ac-
tivities in the areas of both legislation and state policy and objectives and to promote safety
and oversight of safety management systems.

The document provides information on safety oversight in civil aviation. The modern
approach to safety is based on a safety management system and a national safety program.
The system assumes that appropriate preventive actions are taken that can protect the air-
craft from the threat.

The National Civil Aviation Safety Program incorporates regulations introduced by the
International Civil Aviation Organization regarding the Safety Management System. It also
complies with European regulations. The European Parliament, together with the Council
of the European Union, has established rules related to safety management in civil aviation.
National regulations are based, among others, on the Act of July 3, 2002, Aviation Law
(Journal of Laws of 2020, item 1970) and on Article 30 of the Regulation of the Minister of
Infrastructure of October 9, 2020, on the control of compliance with regulations and deci-
sions in the field of civil aviation (Journal of Laws of 2020, item 1843).

The document describes the investigation of air accidents and the responsibilities and
powers of state authorities. Importantly, it also describes a mandatory system for reporting
aviation events.

3.2. Poland’s National Safety Plan

The National Safety Plan 2020-2023, on which this study is based, is an appendix to
Poland’s National Civil Aviation Safety Program. It includes data on aviation accidents from
2011-2019 and such data were used in the presented study. The purpose of the document is
to indicate the areas of risk that should be covered by the procedure of detailed analyses and
supervision of the President of the Civil Aviation Authority. The Safety Plan draws infor-
mation about the sources of hazards from sources operating at three levels. At the global
level it is the Global Aviation Safety Plan. Meanwhile, at the European level, it is the Re-
gional (European) Aviation Safety Plan. The third level is the national level, which is consid-
ered in this paper. National hazard areas include:

— collisions with birds;

— threats from animals;

— unmanned aerial vehicle operations;

— blinding the pilots with lights from the ground;

— aircraft events related to glider towing;

— performing operations with limited visibility;

— events involving the transportation of hazardous materials;
— helicopter events;

— Foreign Object Damage (FOD) events.

This paper analyzes the number of events that occurred in civil aviation between 2011
and 2019 that are listed on the National Hazard Register. The hazards noted can be de-
scribed as:
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— accident — an event in which any person is injured, an aircraft is damaged, an air-
craft is lost;

— serious incident — a near-miss event;

— incident — an event, other than an accident, related to the operation of an aircraft
that may affect safety;

— event — a situation occurring in air traffic, not assigned to any other group.

4. An analysis of the factors affecting flight safety

Aviation is steadily gaining popularity and, despite its short history, it is growing rapidly
as a branch of transportation. Over the years 2011-2019, the number of flight operations has
steadily increased (Figure 1).
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Figure 1. The number of flight operations from 2011 to 2019. The author’s own elaboration based
on: Civil Aviation Authority (2020). National Safety Plan 2020-2023. Appendix to the National Civil
Aviation Safety Program.

The data shown in the chart refer to domestic and international passenger traffic, char-
ters and regular connections. Nearly 1/3 of the presented operations were performed by
Polish carriers. There was a noticeable increase in the number of flight operations through-
out 2011 and 2012. There was a decrease in 2013, but the chart shows a steady increase in
subsequent years. The number of operations recorded in 2019 amounted to 398,073, the
highest to date. The cumulative growth in the number of flight operations during the period
under review was over 61%.

As the number of flight operations increases, so does the number of passengers using air
transportation. The data presented also refer to domestic and international passenger traf-
fic, charters as well as regular connections. About ¥4 of passengers used Polish carriers (Fig.
2).
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The number of air passengers
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Figure 2. The number of air passengers from 2011 to 2019. The author’s own elaboration based on:
Civil Aviation Authority (2020). National Safety Plan 2020-2023. Appendix to the National Civil
Aviation Safety Program.

The chart showing the number of passengers is strongly related to the chart showing the
number of flight operations. The increase occurred in late 2011 and early 2012. There was a
decrease in 2013, and a steady upward trend is evident in subsequent years. In 2019,
48,807,742 passengers used civil air transportation. It was determined that the cumulative
passenger growth between 2011 and 2019 was nearly 125%. The number of aviation events
increased steadily during the study period. In 2011, 1,601 cases were reported, and in 2019,
as many as 5,838 aviation events were reported (Figure 3).

The number of air traffic events from 2011 to 2019
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Figure 3. The number of air traffic events from 2011 to 2019. The author’s own elaboration based

on: Civil Aviation Authority (2020). National Safety Plan 2020-2023. Appendix to the National Civil
Aviation Safety Program.

Civil aviation accidents and serious incidents were also reported from 2011 to 2019
(Fig. 4).
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The number of air traffic accidents and
serious incidents
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Figure 4. The number of air traffic accidents and serious incidents from 2011 to 2019. The author’s
own elaboration based on: Civil Aviation Authority (2020). National Safety Plan 2020-2023. Appen-
dix to the National Civil Aviation Safety Program.

The average number of accidents is 114 per year, the average number of serious incidents
is 27. In contrast, the average total number of accidents and serious incidents is 71 incidents
per year. The highest number of such events occurred in 2015 and 2016.

The National Hazard Area identifies birdstrike events as the first of the threats. Events
of this nature did not result in an aircraft accident during the study period; however, there
was a nearly fivefold increase in birdstrike incidents between 2011 and 2019 (Figure 5).
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Figure 5. The number of birdstrike events in air traffic from 2011 to 2019. The author’s own elabo-
ration based on: Civil Aviation Authority (2020). National Safety Plan 2020-2023. Appendix to the
National Civil Aviation Safety Program.
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In 2011, there were only 181 events and incidents related to bird-aircraft collisions. How-
ever, the number steadily increased, and as many as 850 events of this nature were reported
in 2019.

Another of the risks identified is wildlife hazards. These are closely related to the pres-
ence of wildlife on the airfield of airports. Collisions of this type also occur at major airports
and can adversely affect the safety of passenger operations. During the study period, there
were only two accidents correlated with the occurrence of wildlife on the airfield of airports.

Actions taken against risks associated with birds and wildlife include the development of
a manual describing the methodology of risk management of aircraft collisions with birds
and other animals at airports in FIR (Polish Flight Information Region) Warsaw. The goal
of the effort is to maintain zero accidents that could be caused by the presence of animals.

Unmanned aerial vehicle (drone) operations are another hazard. They are one of the
newest threats to civil aviation safety. UAVs appear in spaces above airports. Irresponsible
behavior by drone owners stems from a lack of required licensing and adequate knowledge
of airspace regulations. In 2019, the first accident involving the described hazard occurred,
and the number has been increasing dramatically since then.

In 2011, there were six such events and incidents, and in 2015, there were already 18. In
2018, there were already 57 events and incidents, and as many as 75 events and inidents and
one accident in 2019. Actions taken against this hazard include the continuation of the “Use
your head when flying” information and education campaign aimed at the UAV industry and
the planned introduction of a pilot program to deploy drone flight ban signs in specific zones.
The objective of the actions taken was set to monitor UAV events to determine the actual
threat level.

Blinding pilots with lights from the ground (lasers) was identified as another hazard. This
hazard comes from deliberate violations of standards and regulations by third parties. The
scale of the phenomenon is constantly growing, so it was decided to take preventive
measures against it. There were numerous events and incidents caused by laser use during
the study period (Figure 6).

Laser
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Figure 6. The number of LASER events in air traffic from 2011 to 2019. The author’s own elabora-
tion based on: Civil Aviation Authority (2020). National Safety Plan 2020-2023. Appendix to the
National Civil Aviation Safety Program.

-112-



Safety & Defense Vol. 7(2) (2021)

Actions against this threat include controlling the number of events based on the data
collected and drafting a LASER information and education campaign that can be conducted
in schools. The purpose of this effort is to continue to monitor events and verify the extent
of the problem related to blinding pilots with lights from the ground. Adequately effective
preventive measures (information campaign) should also be selected.

Aviation events involving glider towing also constitute a group of hazards. These are in-
dicated as those that may be directly related to equipment that is not subject to aviation
certification: winches and tow ropes. In contrast to others, this group is characterized by a
high number of accidents (an average of about four accidents per year) and at the same time
a low number of incidents and events (an average of about eight cases per year). This may
indicate a lack of reporting on this group of hazards.

Actions taken against this threat include, for example, controlling the number of events
and verifying whether additional measures are needed to address the quality of the equip-
ment used to tow gliders. This is also expected to reduce the number of accidents in this
event category.

The next hazard is the performance of flight operations below acceptable visibility. It is
associated with landing operations below the Runway Visual Range (RVR) minima, which
can result in very serious aviation accidents. There are regular attempts to continue such
operations despite having knowledge about RVR below the minimum value. Thus, it is im-
portant to determine whether this is incidental or whether these actions are related to inten-
tional unwarranted risk-taking. There were no accidents in the described hazard category,
and the number of events and incidents did not reach more than 13 (in 2012) during the
period under study, which is an average of six per year.

Risk mitigation activities associated with this hazard focus on, among others, controlling
the number of events in this category, with the goal of determining the true magnitude of
events associated with landing operations below the minimum RVR.

Events involving the transportation of hazardous materials also pose significant risks, as
such transportation is only safe if specific regulatory restrictions are followed. Any failure to
comply with the regulations and neglect of their requirements can contribute to an aviation
accident. Hazardous materials incidents are defined as events, other than accidents, involv-
ing and relating to the transportation of hazardous materials that result in injury to persons
or damage to property or the environment. The number of events related to the transporta-
tion of hazardous materials is increasing annually, but no accidents or serious incidents oc-
curred during the study period. There was only an average of about 39 incidents and 170
events per year.

The largest increase in the number of events and incidents occurred between 2017 and
2018 — from 175 to 437 (of which there were as many as 391 events). For this threat, the
actions taken include controlling the number of events, analyzing events involving the trans-
portation of lithium batteries, or measuring the level of culture of reporting events of this
type by the responsible parties. The objectives of the efforts are to continually observe and
minimize events involving the transportation of hazardous materials.

Helicopter events also pose a threat to air traffic. They are singled out due to the speci-
ficity of helicopter operations. This group was required to be monitored by the President of
the Civil Aviation Authority.

Accidents related to helicopter events associated with SCF-NP (System/Component Fail-
ure or Malfunction (Non-Powerplant)) occurred in 2013 and 2019 (single cases). In contrast,
the number of events and incidents increased from 13 in 2011 to 25 in 2015. In 2016, there
was a significant increase in recorded events and incidents, amounting to 49 cases. A year
later, that number had risen again to 68. In 2018, there was a decrease to 55 events and
incidents, but in 2019, the number increased again to 61.
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Accidents and serious incidents involving SCF-PP (System/Component Failure or Mal-
function  (Powerplant)) on  helicopters occurred with  high frequency.
Twelve such situations occurred during the study period.

Helicopter event risk minimization measures focus on, among others, analyzing acci-
dents and serious incidents, as well as controlling events. Their goal is to verify the number
of events against all aviation events.

The last group of hazards are FOD (foreign object damage) events. These can have effects
both on the ground and in the airspace. FOD is divided into those found on runways, taxi-
ways, and aprons and those associated with aircraft maintenance (Maintenance FOD). FOD
events are increasingly being reported in civil aviation, as it is clearly shown in Figure 7.
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Figure 7. The number of FOD events in air traffic from 2011 to 2019. The author’s own elaboration
based on: Civil Aviation Authority (2020). National Safety Plan 2020-2023. Appendix to the Na-
tional Civil Aviation Safety Program.

Preventive actions against this type of hazard include, but are not limited to, analyzing
accidents and serious incidents to verify the number of events involving foreign objects at
airports and during the maintenance process.

5. Discussion of the study results

The conducted analysis shows that the highest average value of accidents and serious
incidents is characterized by the category of events related to glider towing (Fig. 8). In 2015,
there were 12 such cases (maximum). Many accidents and serious incidents are also associ-
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ated with SCF-PP and foreign object damage (FOD). Hazards such as RVR, hazardous ma-
terials events, birdstrike, and laser blinding of pilots did not result in accidents or serious
incidents over the study period. All of the average numbers of accidents and serious inci-
dents in the assigned hazard categories are shown in the bar graph (Fig. 8).

Accidents and serious incidents
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Figure 8. The average number of accidents and serious incidents in the provided air traffic hazard
categories from 2011 to 2019. The author’s own elaboration based on: Civil Aviation Authority
(2020). National Safety Plan 2020-2023. Appendix to the National Civil Aviation Safety Program.

Similarly, the average number of incidents and events related to the types of hazards for
Polish civil aviation was analyzed (Fig. 9).
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Figure 9. The average number of incidents and events in the provided air traffic hazard categories
from 2011 to 2019. The author’s own elaboration based on: Civil Aviation Authority (2020). National
Safety Plan 2020-2023. Appendix to the National Civil Aviation Safety Program.
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The “Birdstrike” hazard group definitely stands out. Incidents and hazards in this cate-
gory were recorded, on average, 426 times per year. Situations, where hazards may have
been caused by improper transportation of hazardous materials, were also common, with an
average of 209 times per year (data spanning from 2014 through 2019). The number of
events and incidents is also high for the use of lasers to blind pilots; such an attempt to dis-
rupt flight safety has been made on average 110 times per year. Interestingly, each of these
hazard categories simultaneously has zero accidents and serious incidents over the 2011-
2019 period. The least number of events and incidents are characterized by events related to
glider towing and attempted landings in limited visibility. No accidents occurred as a result
of attempting to land when the RVR minimum was not met; however, hazards associated
with the glider towing process caused an average of 5 accidents and serious incidents per
year in civil aviation over the study period.

6. Summary

Safety is inherent in all modes of transportation, not just aviation (Borucka & Pyza, 2021;
Kaminski et al., 2016; Swiderski, 2009). The article was created in order to identify the haz-
ards in Polish civil aviation and the scale of the danger they are associated with. Moreover,
the hazards that are characterized by the highest frequency were indicated. This allowed for
the identification of incidents that should be subject to the procedure of special analyzes and
supervision. Moreover, such a survey provides information on the level of security on
a national scale. It enables the planning of precise preventive actions. It allows for more
effective use of available funds and resources, both on the part of aviation entities and the
state budget. It is also part of the risk management strategy. The analysis was based on data
collected in the National Safety Plan 2020-2023. This study uses figures for accidents, seri-
ous incidents, incidents and events for the period 2011-2019 (only such data was made avail-
able to the authors).

Extremely dangerous events are linked to the actions of third parties. The increasing
number of events related to the mishandling of UAVs is a major concern for air traffic safety.
This may have to do, for example, with the uncomplicated process of purchasing an un-
manned aerial vehicle and its growing popularity. The steps taken against this threat are
primarily preventive in nature (education and information campaign, decision to place in-
formation signs). In addition, laser blinding of pilots is also a hazard with tragic conse-
quences. In this case, it was also decided to conduct an awareness campaign about the harm-
fulness of this type of activity.

The study shows that over the period under review, the number of safety incidents and
events in civil aviation has been steadily increasing. This implies the need to undertake sci-
entific research in this area as well as to develop tools and methods to prevent such events
(Boyd, 2017). This study is an introduction to such analyses and may be expanded by con-
ducting further research covering a broader time horizon. Conducting an analysis of hazards
that occurred in 2020 (COVID-19 virus pandemic outbreak) would certainly identify areas
that threatened flight safety even with air transport restrictions. In addition, mathematical
modeling methods may be used to identify and forecast in this area. It is also possible to
extend the analysis to other areas of aviation.
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Abstract

This article diagnoses and evaluates the process of selecting and preparing candidates for military pilots in
Poland. The presented changes in the screening training system are to help with understanding the principles
of organizing an effective system of recruitment and selection of military pilots at present. It also indicates
directions for improvement. The organization of initial flight screening contributes to improving the efficiency
of flight training and can serve as a model for use by flight training systems in other countries. The purpose of
the article is to diagnose and evaluate recruitment and selection of candidates for military pilots in Polish
Armed Forces. The problem that the author addresses is expressed in the following question: in what
directions should the current solutions in the selection and training of candidates for military pilots, be im-
proved in order to reduce the attrition rate at subsequent stages of flight training in the future? The research
has been conducted at the Military University of Aviation using case study methods. The theoretical research
methods, such as analysis and synthesis of information contained in literature and source materials, conclu-
sions and comparison were used to develop the article. In order to confirm the conclusions drawn with the use
of theoretical methods, an empirical method was used, which consisted in examining the opinions with the use
of expert interviews. Experts were selected from the group of commanders of training units and military pilots
involved in selection training, who had an impact on the applicable aviation training and recruitment system
in Polish Armed Forces. The results shows main directions of military pilots initial flight screening improve-
ment.
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Flight screening of military pilots in Poland

1. Introduction

The system of aviation training for military pilots in Poland is constantly evolving. A good
example to support this statement is the training that checks flight predispositions before
admission to the Military University of Aviation (MUA). Since 2017 significant changes have
been made in the system of candidates' selection for military pilots. The ordinance of the
Ministry of National Defense of December 28, 2016 changed the way of training organiza-
tion. The Rector-Commandant of the MUA became responsible for the implementation of
such training and he/she is the one to determine the conditions and procedure for admitting
candidates in pilot specialties. The method of financing the flight screening has also
changed. Currently, the funds for the implementation of the training come from the budget
of the Ministry of National Defense, and not as before, from subsidies which were awarded
after winning the tender offer competition. The transformations were so important that the
name of the training has also been changed — from selective training to flight screening (Reg-
ulation, 2017).

Changes made in the system of selecting candidates for military pilots resulted in a de-
crease in the number of hours spent in the air during training which aimed to test flight
predispositions. At this stage, the changes contribute to making savings and enable more
candidates to be trained. During the selection training which was carried out until 2016, the
candidates had 20 hours of practical training on airplanes, currently, during the check-up
training they fly from six to ten hours. The ability to train more than twice the number of
candidates compared to the previous selection training is a huge advantage. As a result, we
can speak of a positive selection, i.e. the selection of the right candidates from among the
many willing to practice the profession of a military pilot.

This article aims to diagnose and evaluate the recruitment and selection of candidates
for military pilots in the Polish Armed Forces. The flight screening implemented since the
2017/2018 academic year consists of three stages: theoretical, simulator and practical train-
ing. Reducing the number of hours for training in the air and increasing the importance of
training on simulators is intended to train more candidates for military pilots and increase
the effectiveness of this training.

The problem which the author wanted to draw attention to is expressed by the following
question - in what directions should the current solutions in the selection and training of
candidates for military pilots be improved in order to reduce the attrition rate at subsequent
stages of flight training in the future?

The research was conducted at the Military University of Aviation using case study meth-
ods. The theoretical research methods, such as analysis and synthesis of information con-
tained in literature and source materials, conclusions and comparison were used to develop
the article.

In order to confirm the conclusions drawn with the use of theoretical methods, an em-
pirical method was used, which consisted in examining the opinions with the use of expert
interviews. The implementation of research with the participation of experts seems appro-
priate in relation to those areas of social life that are currently undergoing the process of
advanced professionalization.
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2. Selection, recruitment and assessment of aviation predispositions

The system of candidate selection in the military pilot profession is a very important el-
ement of the flight education and training process as it directly affects flight safety. The first
stage of flight training is flight screening carried out before admission to the MUA. The
proper preparation of pilots for the subsequent stages of training and the performance of
tasks in combat units depend on well-conducted flight screening. However, a poorly func-
tioning recruitment system contributes to an increased attrition rate! and often results in
belated decision to drop out of the training. Poland has long and proven traditions in pre-
paring candidates for military aviation. Checking the air predispositions of future military
pilots has a long tradition of more than 80 years. The preparation of flight personnel before
joining the school, earlier and now is referred to by pilots as Initial Flight Screening.

In Poland, this type of undertaking has been organized since the 1930s. The aviation
training system was then based on the extensive cooperation of military aviation with civil-
ian entities such as aeroclubs and the Airborne and Antigas Defense League. At the time,
American for Polish Aviation Military Adaptation was being introduced to later become In-
itial Flight Screening. Completing the pilot course was one of the conditions for admission
to the Officers' Aviation School. If the candidate did not have the required training, he was
directed to a qualifying course at the Military Gliding Centre in Ustianowa, also called the
elimination gliding course (see: Celek, 1979). Currently, Polish Aero Club, High School of
Aviation and Military University of Aviation’s Academic Aviation Training Centre (AATC)
are responsible for preparing candidates for military aviation (Figure 1).

~N

spreparation for MUA
High School -paga(_:hute, glider and airplane
of Aviation | training )

sparachute, glider and airplane
Polish Aero | training

Club J
N
sveryfying training
AaTc | eselection system
MUA J

Figure 1. The tasks of institutions responsible for candidate preparation and air selection for mili-
tary aviation. Author’s own work.

In accordance with the demands made by the management of the MUA, the training as-
sessing aviation predispositions of candidates for military pilots has been fulfilled by the
entity responsible for further aviation education and training since 2017 . The flight screen-
ing will bring the expected results if it is implemented by a specialized training centre, which
has specific aviation equipment, technical facilities and instructor staff with useful experi-
ence in training candidates for military pilots (most reputable aviation schools in the world
have this type of academic aviation training centres). Earlier, verifying (selection) training
was carried out in Regional Aero Clubs which represented a level that did not always meet

1 An attrition rate is the percentage of cadets who, for various reasons, did not graduate from an aviation uni-
versity.
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the requirements of the aviation school. Currently, the MUA Academic Aviation Training
Centre is responsible for this training. The organisation and functioning of AATC in the cur-
rent structure, together with experienced instructors, airplanes equipped with the MUA
AATC and the "Selector" simulator, on which the training is carried out, ensure a high level
of checking the flight predispositions of pilots.

Before recruits are selected for flight screening during recruitment to the MUA, a candi-
date for military pilot must successfully undergo MIAM (Military Institute of Aviation Med-
icine) aero-medical examination. The first stage of selection is an examination in the District
Military Medical Commission. After obtaining a positive test result and sending the medical
examination documents by Army Recruiting Command to the MUA, the school directs
the candidate for examination to the MIAM in Warsaw. As a result of these tests, candidates
receive health groups assigning them to a given volatile group, after which they are qualified
for selection flights (Fig. 2).

SUBMISSION DOCUMENTS FOR ADMISSION TO THE MUA
Ay
DISTRICT MILITARY MEDICAL COMISSION
Ay
MILITARY AERIAL AND MEDICAL COMMISSION
U
FLIGHT SCREENING (aviation predisposition)
U
INTRODUCTORY EXAMS TO THE MUA
L4
STUDIES AT THE MUA
U

Figure 2. The stages of recruiting candidates for the Military University of Aviation. Author’s own
work

Flight screening is the first stage inextricably linked to the subsequent stages of aviation
training and is intended for the initial verification of candidates for the military pilot profes-
sion. Technical progress has forced changes in the way aviation works and has created ample
opportunities for the development of pilot flight training systems around the world. The use
of simulators from the very beginning of flight training, already at the recruitment stage is
an example. The training system in Poland is based on Polish experience, but it also uses
solutions used in most countries that make up the North Atlantic Treaty Organisation. In
recent years, the training system has changed many times, but its characteristic feature, its
phased nature, has stayed the same. Currently, many countries use a unified flight training
system, consisting of four stages: flight screening, basic flight training, advanced and tactical
(combat) flight training (Fig. 3).
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I- FLIGHT II1 - BASIC III-ADVANCED IV- COMBAT
SCREENING TRAINING TRAINING TRAINING
+AATC MUA *AATC MUA 4th Air Training scombat units of
«DA-20, Cessna 150 +DA-20, DA- Wing (4 ATW) Polish Armed
42,CABRI,... *TC-130, M-346, Forces
SW-4, Mi-2, +F-16, Mig-19,
Bryza,... Sokot, Bryza,...

Figure 3. The stages of flight training in Poland. Author’s own work.

In order for the flight training system to function efficiently, first and foremost, it is nec-
essary to ensure the proper recruitment and selection of candidates. It has a decisive impact
on the implementation and effectiveness of such training. As part of the selection, in addi-
tion to a number of medical and psychomotor tests, it is necessary to carry out flight screen-
ing. This training aims to determine the elementary flight predispositions of the candidates
for pilots and in addition:

- familiarize the candidates with the capabilities of the aircraft;

- check manual and psychophysical skills before starting basic flight training;

- test one's skills to properly distribute attention during the flight;

- assess the proper operation of the aircraft;

- determine the suitability of the student-pilot, as a candidate for pilot of military air-

craft (pilot of transport aircraft, pilot of jet aircraft, helicopter pilot) (Grenda, 2012).

A well conducted check-up training should ensure the best possible check of aviation
skills and selection of appropriate candidates for aircraft pilots.

The level of pilot's knowledge and skills depends on the quality of ground preparation.
Furthermore, the number of practical flights can be decreased, and thus the time and costs
of training in the air can be reduced (Bartnik, et all, 2012). The development of information
technology has created new opportunities not only in the construction of aircraft, but also in
devices supporting the science of piloting them. Therefore, it is currently difficult to imagine
pilot training without the use of simulators - this also applies to flight training (fig. 4). Tal-
leur, Taylor, Emanuel, Rantanen and Bradshow have shown in their paper that the simulator
training is effective for all aspects of aviation training e.g. maintaining instrument currency,
and their findings suggest that it is also effective in enhancing instrument proficiency

(2003).
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Figure 4. Candidates for military pilots during the screening training on ,,Selector” symulator with
F-16 module at Military University of Aviation in Deblin. Author’s own work.

3. Flight screening

In the years 2006 — 2016, flight screening (then called selection training) was conducted
in aeroclubs throughout the country. In those years, most of the competitions for the imple-
mentation of selection training on airplanes for candidates for cadets at the MUA were won
by the Academic Aviation Training Center of the MUA's Aero Club in Deblin.2 Due to the
high intensity of flight training provided by the 4th Wing of School Aviation on military air-
craft and limited access to the airport in Deblin, practical training was also carried out at the
airport in Radom.

Currently, flight screening is carried out at the MUA Academic Aviation Training Center
on light piston planes and is to ensure the preparation of pilot candidates for further train-
ing. Verification training occupies an important place in the recruitment process of which it
is part. It is a modification of the selection training implemented in the years 2006 - 2016,
when the candidates carried out theoretical training in the amount of 130 hours and flew 20
hours in the air.

For candidates who have successfully passed the Military Aerial and Medical Commis-
sion in Warsaw and obtained a certificate of the ability to perform the duties of pilots, the
next stage related to the qualification to become a military pilot is a training to check flight
predispositions. While at the stage of submitting documents it is difficult to assess the ap-
plicant's aviation predispositions effectively, the flight screening carried out during the re-
cruitment to the Military University of Aviation gives such an opportunity and should ensure
initial selection.

2 The advantage of the Deblin Aero Club is having the right number of aircraft and instructors with military
aviation experience. Most of the instructors were former military pilots with considerable air raids, who served
at the Military University of Aviation in Deblin as instructors and in their careers trained hosts of military
pilots.
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Pursuant to the Ordinance of the Minister of National Defense of December 28, 2016
amending the ordinance on the military service of candidates for professional soldiers,
the condition for writing the entrance examination to the Military University of Aviation
(formerly: Polish Air Force Academy) is graduating with a positive result, and training veri-
fying predispositions to perform service in pilot positions (Regulation, 2016).

The verification training at the Military University of Aviation is carried out in three
stages (Fig. 5) and includes simulation training, theoretical and practical training in the air,
implemented in accordance with the applicable flight training program approved by the Civil
Aviation Office. An additional criterion in flight screening is the division of candidates into
those with and without experience.

STAGE 1 STAGE 2 STAGE 3
SIMULATOR THEORETICAL PRACTICAL
TRAINING TRAINING TRAINING
tra}gé?fcf (fr‘f,i ce PPL programme Diamond DA-20
three 15-20 stand-alone or
minute flights 56- 85 hours verifying flights

Figure 5. The stages and main objectives of the flight screening. Author’s own work.

Stage 1, is a verifying training on the flight simulator "Selector", in which the candidate
performs three flights in approximately 20 minutes each (Fig. 6.). The first flight, which pre-
cedes check flights, is a non-evaluable familiarization flight that aims to familiarize the can-
didate with the simulator and its piloting capabilities. The flight components performed
there depend on the candidates themselves. The next two flights are verification flights and
are performed according to scenarios previously known to the candidate. The training in-
cludes two exercises. The first exercise is designed to test the skills of piloting technique, i.e.
the implementation of basic pilotage figures, such as straight flight, turns, ascent, descent.
The second exercise is to check the piloting technique combined with psychological exami-
nation, which involves performing simple arithmetic operations, remembering symbols and
recognizing shapes. During this exercise, commands are displayed on the monitor screen in
the simulator's cockpit and are spoken by a speech synthesizer (Annex to the Resolution of
the Senate of the Polish Air Force Academy, 2017).
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STAGE 1
ofirst flight - getting to know the trainee and his/her piloting capabilities

STAGE 2

«second flight - checking the ability to perform basic pilot figures (straight flight, turns,
ascents, descents) combined with psychological examination (divisibility of attention,
perceptiveness, short-term memory)

STAGE 3

«third flight - verifying the ability to perform basic pilot figures (straight flight, turns, climbs,
descents) combined with psychological examination (divisibility of attention, perceptiveness,
short-term memory)

Figure 6. The stages and main objectives of simulator flight screening. Author’s own work.

The simulator automatically counts errors made by the candidate, and after the flight is
completed, a graph is created showing the rate of errors made. Then, as a result of the anal-
ysis of the flight performed and based on the assessment scale introduced to the system for
maintaining the prescribed flight parameters, the system generates a numerical rating, and
the final result of individual tests is generated in the form of an overall rating. In the case of
a negative result, after consulting the Military Aviation and Medical Commission at Military
Institute of Aviation Medicine, the candidate may be considered a person with no predispo-
sition to the profession of a pilot. Obtaining a positive grade is necessary for the candidate
to enter the second stage of the training.

Stage 2 of the flight screening includes theoretical training that is carried out in accord-
ance with the applicable flight training program approved by the Civil Aviation Authority
(CAA) (Table 1). The second stage ends with an exam. However, this stage of the training
does not apply to candidates with aviation experience, i.e. with PPL(A) tourist pilot license,
or the ones who completed selection training in previous years (Annex to the Resolution of
the Senate of the Polish Air Force Academy, 2017).

Table 1.
The subjects and hours of the theoretical training.
Role name number of hours
Human - possibilities and limitations 7
General knowledge about the aircraft 20
Flight performance and planning 4
Flight rules 10
Aviation law 10
Connection 7
TOTAL 58

Source: Author’s own work

Obtaining a positive result from the first and second stages is a prerequisite for admitting
the candidate to the third stage, i.e. practical training on airplanes.

Stage 3 is conducted differently depending on the applicant's aviation experience. A per-
son with aviation experience implements this training according to an individual program.
In this case, the training includes resumption flights and verifying flights. In turn, for people
without aviation experience, practical air training is conducted in accordance with the ap-
plicable flight training program approved by the Civil Aviation Authority and the flight lasts
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six hours at the most. During practical training, elements such as piloting technique, radio
communication, spatial orientation, behavior in special (emergency) situations, situational
awareness are assessed (Annex to the Resolution of the Senate of the Polish Air Force Acad-
emy, 2017).

The training is carried out on Diamond DA20 aircraft and Cessna 150. After completing
the training process, the aviation predisposition with a positive result, the Rector-Comman-
dant issues an appropriate certificate confirming the qualification of a given person for the
recruitment procedure. The training is carried out on a Diamond DA20 aircraft and Cessna
150 . After completing the training the aviation predisposition with a positive result, the
Rector-Commandant issues an appropriate certificate confirming the qualification of a given
person for the recruitment procedure.

During practical training, elements such as piloting technique, radio communication,
spatial orientation, behavior in special (emergency) situations, situational awareness are as-
sessed (Table 2).

Table 2.
The subjects and hours of the theoretical training.
Task/exercise Number of flights - du-| Performed elements
ration
Task 1 exercise 1 1 flight in 40 seconds Familiarization flight
Task 1 exercise 2 3 flights in 1:30 Learning the basic elements of
flight — zone
Task 1 exercise 3 20 flights in 2:00 Learning flights in circle
Task 1 exercise 4 10 flights in 1:00 Correcting errors at take-off and
landing
Task 1 exercise 5 5 flights in 0:50 Verifying flight (with an instructor
other than the learner)

Source: Author’s own work

The program of practical training in the air on these types of aircraft provided for 38
daily flights in normal atmospheric conditions, for a total of six hours. In the years 2017-
2018, practical training was carried out at the airport (airstrip) in Nowe Miasto.

Flight screening in 2019 only included flights on the "Selector" simulator - practical
training in the air of MUA candidates was abandoned. Predispositions to the profession of
pilot were assessed on the basis of points obtained after training on the "Selector" simulator
(Table 3). During the flight screening on the simulator, the candidate was evaluated on a
scale of 0 to 100 points, which were then converted into recruitment points. The trainee's
reaction during psychological tests and the maintenance of prescribed flight conditions were
included in the process of automatic assessment of the candidate. Based on the grading scale
entered into the system, the final result was generated in the form of an overall grade. A
prerequisite for taking the entrance exams is obtaining at least a satisfactory overall grade
from the training. After completing the training process testing the aviation predisposition
with a positive result, the Rector-Commandant of the Military University of Aviation issues
an appropriate certificate confirming the qualification of the given person for the recruit-
ment procedure.
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Table 3. Candidates' scoring after simulation training
Lack of predisposition to serve as a pilot

From o to 49 points SELECTOR 0 recruitment points
Basic predisposition to perform service as a pilot

From 50 to 62 points SELECTOR ‘ 10 recruitment points
Medium predisposition to perform service as a pilot

From 63 to 75 points SELECTOR | 20 recruitment points

High predisposition to serve in as a pilot

From 76 to 88 points SELECTOR | 30 recruitment points
Very high predisposition to perform service as a pilot

From 89 to 100 points SELECTOR ‘ 40 recruitment points

Source: Author’s own work

In the years 2017-2019, 422 candidates were referred for flight screening (then still
known as selection training) in the new formula. The training with positive assessment was
completed by 377 candidates. There were 45 trainees who did not complete the training with
a positive grade, and so were not able to apply for pilot specialization (Fig. 7). The effective-
ness of this form of checking the air predispositions of candidates for military pilots can be
analyzed only after the number of candidates promoted to the first officer rank and directed
to air units with military pilot title has been determined.

180 161
160 141 137
140 128
120
120 112
100
80
60
40 24
20 13 8
0
2017 2018 2019
M began training M finished training didn't finish

Figure 7. The results of verification training (flight screening) in 2017-2019. Author’s own work.

The advantage of flight screening is the use of simulators that allow the trainees to safely
check their flight skills, analyze their concentration and perceptiveness. The purpose of this
training is to check basic aviation skills, select the best and stop training non-predisposing
candidates. Campbell, Castaneda and Pulos made an important finding that different per-
sonality constructs possess different relationships with military aviation training success
(2009). The Selector simulator allows carrying out tests to assess aviation predisposition of
candidates at the recruitment stage. It seems that currently conducted training saves money
on aviation training, which is the most expensive type of training in the world. However, the
question arises whether six hours is sufficient training in the air to check flight predisposi-
tions and how effective it is to perform only simulator training to check flight predisposi-
tions.
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At this stage, effectiveness can only be assessed on the basis of a comparison of how many
trainees started the training and how many completed it with a positive result - which is
associated with a high risk of error. Ultimately, it will be possible to make conclusions on
the impact of the checking training on the effectiveness of aviation training based on the
results of how many cadets will be promoted as a military pilot. It will be possible to evaluate
when the first group graduates from the air force academy. As experts note, the results of
the training may also interfere with the adaptation of young people to function in the digit-
ized world. Young people do well in a virtual environment, and after getting off the ground,
most people cannot cope with stress. Taking up in the air ultimately verifies the suitability
for aviation (fear of heights and other barriers disrupting the rational functioning of the hu-
man body).

In addition, the implementation of continuous training, approved by the Minister of Na-
tional Defense on December 13, 2011, allows for obtaining a higher level of pilot training by
achieving a greater raid on a single pilot (Fig. 8). This is possible due to the raid obtained in
AATC, including during training to check flight predispositions. As a result of this and train-
ing on military aircraft in the 4th Air Training Wing (4th ATW), cadets of pilot specialties
before reaching the combat units are to achieve number of flying hours ensuring better prep-
aration for service in positions in the Polish Armed Forces.

4th Air
MUA's AATC Training
Wing

Armed
Forces' Units

Fast Jets
140 h 240 h - operational units

Cargo-Multi
210 h 100 h Engines

operational units

Rotary Wings -
50 h 120 h operational units

Figure 8. Raid on a single pilot by specialty Adopted from: “Training of aviation personnel for the
needs of the air force and the related future challenges” by P. Krawczyk Copyright 2018, War Studies
University, Scientific Quarterly.

4. Conclusions

The modifications in the system of selection and selection of candidates for military pi-
lots resulted in a decrease in the number of hours spent in the air during training testing
aviation predispositions. At this stage, it brings savings and the opportunity to train more
candidates. During the selection training implemented until 2016, the candidates had prac-
tical training on airplanes composed of 20 hours. Currently, during the flight screening, they
fly from six to ten hours. This has the advantage of training more than twice the number of
candidates compared to the previous selection training. Through this, it is possible to talk
about positive selection, i.e., selecting the right candidates from among many willing to prac-
tice the profession of a military pilot. However, the question arises whether this is enough
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hours to check the flight predisposition. With such a minimum flight time, verifying air-
worthiness is virtually impossible. The idea of flight screening is to select candidates with
predispositions for particular types of aviation and to eliminate at the initial stage people
who do not have such predispositions. The recruitment and selection system ensures the
selection of candidates at a good level. A decision to abandon practical training is a contra-
diction to the idea of this training. Moreover, in the future, it will have negative effects in the
training of military pilots. Therefore, it is necessary to return to practical training at the re-
cruitment stage.

Experts appointed for the study from the MUA and Aeroclubs are responsible for con-
ducting the selection training of candidates for military pilots. Meanwhile, experts from the
training aviation bases who train cadets in subsequent stages of aviation training and have
the opportunity to assess the level and quality of selection training directly, indicate a small
number of hours to assess candidates.

However, experts consider it justified to introduce simulator training to check future pi-
lots' aviation predispositions.

The effectiveness of this form of checking the air predispositions of candidates for mili-
tary pilots can be analyzed only after it can be counted how many of them are promoted to
the first officer rank and directed to air units with military pilot title. After introducing
changes to flight screening, the training cycle was not closed. Good results at this stage can
be verified in further stages of practical training at the air force academy and units of the 4th
School Aviation Wing, accomplished until the officer promotion is obtained. This will be the
reason for the continuation of the research.

Taking into account the research results and, in particular, the opinions of aviation train-
ing experts, a proposal has been made to improve the training process in two areas:

— carrying out simulator training along with conducting psychological research
thanks to the possibilities offered by the Selector simulator developed in MUA.

— increasing the number of hours of flight training and the completion of a solo
flight by the applicant in order to clearly determine the aviation suitability.

Improving the system of selection and flight screening of candidates for military pilots
should be aimed at a greater selection number of flying hours at the recruitment stage. In
the future, in order to reduce extensibility at subsequent stages of aviation training, the op-
timal solution would be to return to acquiring future candidates in cooperation with non-
governmental organizations that have an agreement with the Ministry of National Defense.
Such solutions operated in the interwar and post-war years until the 1990s. In addition to
popularizing aviation in society, it provided hundreds of pre-trained pilots for the armed
forces and the national economy. A return to these best practices would contribute to a re-
duction in attrition rate at later stages of the career of military pilots.

Declaration of interest The author/authors declare that they have no known
competing financial interests or personal relationships that could have ap-
peared to influence the work reported in this article.
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Abstract

The military cooperation between Poland and the USA so far has undoubtedly influenced the shape of the
external security. The tangible expression of this cooperation is, among others, the signing of an agreement
between Poland and the USA for the purchase of the Patriot system in July 2017. As a result, Poland joined the
elite group of countries possessing weapons capable of countering enemy ballistic and maneuvering missiles.
It also adjusts the domestic armed forces to the NATO standards and the requirements of the modern battle-
field. An additional aspect of the existing cooperation between Poland and the USA is the agreement on the
protection of classified information in the military sphere. In this context, the aim of this article is to identify
the scope of cooperation between Poland and the USA in the area of security measures, which should guarantee
the protection of classified information considering the interests of both countries. During the considerations,
two basic research methods were used: analysis and synthesis. The former method was used in relation to the
content of the concluded contract and the opinions presented in the literature on the subject. The latter method
was used to formulate conclusions resulting from the conducted analysis. The considerations undertaken
proved that there is an area of mutual cooperation in the field of protection of classified information between
Poland and the USA. They also made it possible to obtain an answer to the question of what security measures
determine the effectiveness of the protection of classified information in the military sphere between the con-
tracting states.
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1. Introduction

The present study is the result of an analysis of the provisions of the Agreement of March
8, 2007, between the Government of the Republic of Poland and the Government of the
United States of America concerning security measures for the protection of classified infor-
mation in the military sphere. Upon the commencement of the analysis of the Agreement,
the current state of knowledge in the field covered by the Agreement was diagnosed. It
turned out to be extremely scarce. Meanwhile, the cooperation between Poland and the USA
is developing, and everything implies that it will continue developing in the near future. This
is evidenced by various types of contracts and agreements of strategic importance for the
defense of the state, among others, regarding the country's air defense in connection with
the implementation of the “Wisla” program, under which an agreement was concluded be-
tween Poland and the USA for the purchase of the Patriot system. As a result, Poland will
acquire weapons capable of countering ballistic and maneuvering missiles that threaten
state air security. An additional aspect of the existing cooperation between Poland and the
USA is the agreement on the protection of classified information in the military sphere. It is
extremely important because detailed information on air defense, land forces equipment,
air force, logistic security was and still is the object of desire of other countries. On the other
hand, the intelligence services wage a continuous and undeclared war over them (Gorynski
2013). For this reason, the aim of the research project was to identify the scope of coopera-
tion between Poland and the USA in the area of the security measures, which should guar-
antee the protection of classified information considering the interests of both countries.
Moreover, the article aims to solve the research problem presented in the form of the follow-
ing question: can the security measures specified in the Agreement ensure effective protec-
tion of classified information in the military sphere between the contracting states? Using
the methodological approach, the adopted hypothesis was that the provisions of the con-
cluded agreement constitute an optimal model of security measures for the protection of
classified information in the military sphere.

It should be emphasized that the significance of the aforementioned security measures
for the protection of classified information for both countries should not raise any doubts.
As it was raised in domestic and foreign literature, the disclosure of classified information
relating to the military sphere could have negative consequences for the organization and
functioning of the state and its defense capabilities (Johnson 1989, p. 89). Consequently, the
disclosure of information may be legally withheld for national security reasons if there is no
reasonable measure by which to limit the harm arising from such disclosure (Foldes 2014).

On the other hand, it should be noted that the concluded Agreement does not exhaust-
ively regulate all the issues related to the protection of classified information. It is related to
the specificity of the mentioned protection. In practice, depending on the territorial location,
classified information will remain under the jurisdiction of the Polish or American regula-
tions. If it remains outside the territory of these countries, the protection of classified infor-
mation will be determined by the provisions of the Agreement. This triplicity of regulations
has an impact on the scope of measures for the protection of classified information by the
Parties to the Agreement.

It is necessary to highlight the fact that at the stage of drafting the Agreement, the Parties
resolved a fundamental problem related to the types of clauses that should be applied to
classified information relating to the military sphere. This issue was resolved as follows: it

was agreed to use the same security classifications i.e. "top secret", "secret", "confidential".
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On the other hand, classified information marked by Poland as "restricted", which does not
have an American equivalent, should be treated as "confidential". Apart from the arrange-
ments concerning the use of the security classification, the Parties did not define them. In
view of the above, the granting of clauses concerning classified information in the military
sphere in Poland is carried out according to the following criteria (Agreement, 2010, Article
5):

- the "top secret"” clause shall be used if the unauthorized disclosure of information causes
extremely serious damage to the Republic of Poland;

- the "secret" clause shall be used if the unauthorized disclosure of information causes
serious damage to the Republic of Poland;

- the "confidential" clause shall be used if the unauthorized disclosure of information
causes damage to the Republic of Poland (Topolewski 2020, p. 59).

Ultimately, the verification of the adopted hypothesis laid out the perspective of the re-
search procedure aimed at determining the legal nature of the concluded Agreement, the
conditions for its conclusion, the scope of the subject, the competence of the national au-
thorities to comply with the contractual provisions and the contractual reservations in dis-
putes.

2. The conclusion of a contract in relation to treaty provisions

Moving on to specific issues, it should be noted that the Agreement of March 8, 2007
between the Government of the Republic of Poland and the Government of the United States
of America on security measures for the protection of classified information in the military
sphere, concluded between Poland and the USA, can be classified as an international agree-
ment. It is in line with Article 2(1)(a) of the Vienna Convention on the Law of Treaties of
May 23, 1969, which states that "a treaty means an international agreement between states,
concluded in writing and governed by international law, whether or not it is included in one
document, or in two or more documents, and regardless of its particular name” (Convention,
1969). In the legal doctrine, it is emphasized that international agreements are the main
mechanism for creating legally binding standards between states (Fritzmaurice, 2010), and
are an instrument for ensuring stability, reliability and order in international relations (Dorr
& Schmalenbach 2012). It is also regulated by the law of treaties, which specifies the proce-
dure for concluding contracts, the rules of validity, termination or withdrawal (Convention,
1969). For this reason, Poland and the USA, being subjects of international law, are obliged
to fulfil the concluded Agreement on the terms on which they agreed (Villiger, 2009). Of key
importance for the discussed issue is the fact that the subjective and objective scope of the
concluded Agreement has been met: the parties have clearly indicated who is to be a partic-
ipant in the concluded agreement and what it should refer to.

3. Prerequisites for the conclusion of the Agreement

The preamble to the Agreement on security measures for the protection of classified in-
formation in the military sphere concluded by the Government of the Republic of Poland
and the Government of the United States of America shows that its conclusion was inspired
by the need to strengthen mutual cooperation in the military sphere. It is appropriate to
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agree with the idea of the concluded Agreement, taking into account the fact that the coop-
eration declared in the Agreement was determined by factors that had an impact on the se-
curity of Poland at that time. In the related literature, there are convergent positions on this
issue. These factors include geopolitical location, the lack of political stability in Ukraine
(Timothy, 2015), the unpredictability of the Belarusian government (Hansbury, 2020), the
direct adjacency of Poland and the Kaliningrad Oblast and Russia's effort to maintain its
influence in this area (Douhan, 2012).

Along with the agreement with the views presented, it can be concluded that Poland's
external security should be perceived as a set of external elements influencing the state and
related to its functioning. The perception of external security as a system of mutually con-
nected elements of the environment has become a key argument for the thesis that in the
face of mutual military relations, normative solutions are necessary at the level of the con-
tracting states, which should serve, inter alia, the protection of classified information in the
military sphere. The above thesis seems to be correct if we take into account that the lack of
security measures in the field of classified information protection in the military sphere may
disrupt or seriously disturb the functioning of the state organization or harm its security
(Johnson 1989). Hypothetically, such a situation may occur in the reality of Poland's func-
tioning, especially since the military cooperation with the United States concerns many is-
sues related to the functioning of the Polish Armed Forces, such as the purchase of weapons,
modernization of military equipment, and participation in joint military missions.

4. The subject matter of the contract

Before the detailed considerations on the regulations of the concluded Agreement are
presented, the importance of the issue under consideration should be emphasized. Taking a
stance on its subject is important not only for the assessment of the correctness of the Agree-
ment, but also for the description of the individual contractual solutions. Even a cursory
analysis of the content of the Agreement indicates that it includes the following issues: trans-
mitting and marking classified information; limited access to classified information; physi-
cal security; personal security; destroying, duplicating and translating classified infor-
mation: sharing classified information with contractors; records and control of classified in-
formation. The Agreement also includes the procedure in the case of loss or unauthorized
disclosure of classified information in the military sphere. In addition, the issue of the com-
petence of national authorities in the field of classified information security in the military
sphere between Poland and the USA was resolved. These issues will be analyzed in detail
below.

The issue of transmitting and marking classified information between Poland and the
USA has been regulated in Article 2 of the Agreement. According to the adopted solution,
information may be transmitted directly to the Contracting Party or through an officer or
other authorized representative. It is worth noting that the phrase "other authorized repre-
sentative" used in Article 2 shows that an intermediary in the transfer of classified infor-
mation may be a person who is not an officer or a soldier. It should be added that classified
information may be transmitted in oral, visual or written form, including the form of equip-
ment or technology. The Agreement also allows for classified information to be transmitted
via ICT systems and networks; however, classified information provided by electronic means
must be encrypted.
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The procedure adopted in the Agreement requires that the security classification of the
transmitting Party’s classified information should correspond to the classification of classi-
fied information of the receiving Party. Documents and electronic media containing classi-
fied information are required to be provided in double and sealed envelopes containing the
business address of the recipient. The receipt of attached documents or other media must
be confirmed by the last recipient, and the sender must be provided with the confirmation.

The Agreement also regulates the issue of protecting the transport of classified equip-
ment. According to the adopted standard, classified equipment should be transported in
sealed and covered vehicles and secured against its identification. In addition, it is required
to secure classified equipment in order to prevent unauthorized access to it with the use of
security devices and security personnel holding a security clearance. In the case of trans-
porting classified equipment by changing persons, it is required to confirm that the transport
has been taken over by subsequent persons up to and including the last recipient. The pre-
sented regulations lead to the conclusion that in the field of security measures, an important
place belongs to undertakings related to the transfer, transport and protection of classified
information in the military sphere. In this case, the Parties to the Agreement did not refer
only to the national regulations, but introduced their own legislative clarifications.

Limited access to classified information in the military sphere is reflected in Article 6 of
the Agreement. According to the aforementioned provision, in light of the legal status in
question, limited access to classified information in the military sphere is based on the fol-
lowing principles. Firstly, it is allowed to disclose classified information only to persons
whose official tasks require familiarization with it. Secondly, these persons must hold a se-
curity clearance issued by the Parties. Thirdly, the indicated persons have been trained to
protect classified information in accordance with the domestic law of each Party. Im-
portantly, the mere possession of a military rank, official position or possession of a security
clearance, in light of the concluded Agreement, does not constitute sufficient grounds for
gaining access to classified information.

In the context of compliance with the order of limited access to classified information,
attention is drawn to the additional rigors of Article 6 of the Agreement. According to these:
1) The Parties may not provide classified information to a third party without the written
consent of the sending Party; 2) the Party receiving the classified information is obliged to
ensure the level of protection corresponding to the security classification specified by the
sender; 3) the Party receiving the classified information is obliged to use it only for the pur-
pose for which it was disclosed; 4) the Party receiving the classified information will respect
the protection of personal rights, such as patents, copyrights or other rights that form part
of the information being transmitted; 5) units using classified information will keep a regis-
ter of persons who hold a security clearance and who are authorized to access such infor-
mation in the units concerned.

The presented normative solutions lead to the conclusion that the Agreement contains
“autonomous” regulations increasing the guarantees of limited access to classified infor-
mation in the military sphere.

The issue of physical security of classified information has been regulated in Articles 10-
12 of the Agreement. In light of the presented regulations, each Party to the Agreement is
responsible for the protection of classified information received from the other Party during
its transfer or storage on its territory. Each Party is also responsible for the security in all
facilities where the received classified information is stored. It is necessary for each Party to
assign a qualified person to each facility with authority to control and protect this infor-
mation. At the same time, under the concluded Agreement, the Parties undertook to store
the classified information in a way that restricts access to it only to persons who have a se-
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curity clearance and have been trained in the protection of classified information, in accord-
ance with the national regulations. A similar regime applies to persons whose official tasks
require familiarization with the discussed information.

The presented regulations lead to the conclusion that the regulations established by the
Agreement are effective in the field of physical protection of the classified information in the
military sphere.

The next issue, personal security in the area of classified information, is regulated by the
provisions of Articles 7-8 of the Agreement. Under the first provision, Article 7, the decision
to issue a security clearance to a natural person should be consistent with the national secu-
rity interests of the Parties to the Agreement. Most of all, it can be issued only after conduct-
ing the verification procedure. At the same time, pursuant to the concluded Agreement, an
obligation to carry out a screening procedure was introduced in relation to persons having
access to classified information in terms of the proper use of the information. In light of the
latter provision, Article 8, before admitting to access classified information, the officer or
authorized person should be checked for security clearance and the confirmation that access
to information is necessary for them due to the performance of official tasks.

The presented contractual regulation of the Parties shows that the purpose of the screen-
ing procedure is to obtain knowledge about the ability of the natural person to use classified
information without risking disclosure. The arguments of the parties are reflected in profes-
sional literature. Namely, it was emphasized that personal security is one of the key elements
of the classified information protection system. For this reason, it is desirable that a person
who has access to this type of information on account of the performed professional duties
gave the pledge of secrecy (Krzykwa 2018).

By the way, it should be mentioned that the provisions of the Agreement do not regulate
the validity period of a natural persons' access to classified information marked with a spe-
cific type of secrecy classification (i.e.: "top secret", "secret", "confidential"). In this situation,
it must be assumed that the Polish side to the Agreement is bound by the criteria of validity
of access to classified information in the military sphere indicated in Article 29 sec. 3 of the
Act on the protection of classified information: 10 years — in the case of access to classified
information marked as "confidential"; seven years — for access to classified information
marked as "secret"; five years — for access to classified information marked as "top secret".

Another issue of destroying, duplicating and translating classified information in the mil-
itary sphere found its normative expression in Articles 14-18 of the Agreement. Pursuant to
the presented regulation, the documents and other media containing classified information
are destroyed in a way that prevents the reconstruction of classified information contained
therein. Whereas classified equipment should be destroyed in a way that excludes partial or
complete reconstruction of classified information. In the case of duplicating classified doc-
uments or other media, all the original classification clauses contained therein should be
placed on each copy and be subject to the same control rules as the originals.

In addition, any translations of classified information may be made only by persons hold-
ing a security clearance. The number of copies produced is limited to the necessary mini-
mum and controlled. The translations made in this way should be marked with security clas-
sification and in the language into which the translation was made with information that the
document contains classified information from the sending Party.

In conclusion, the presented regulations impose an obligation on users of classified in-
formation to be particularly careful with regard to their destruction, duplication and trans-
lation.

The issue of disclosing classified information in the military sphere to contractors is reg-
ulated in Article 19 paragraph 1-6 of the Agreement. At the beginning, the meaning of the
term "contractor" requires clarification, as it is difficult to deny that it is ambiguous. In light
of Article 1(5) of the Agreement, a contractor is an entity that has been awarded a contract
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by the contract agency of one of the Parties. In relation to the defined "contractor", the Par-
ties to the Agreement have introduced a legal requirement to comply with certain rules for
familiarization with the classified information received from the other Party. Namely, in
light of the rigors resulting from the provisions of Article 19, the Party receiving classified
information relating to the military sphere should ensure that: 1) the contractor and their
enterprise meet the conditions for ensuring protection of classified information; 2) the con-
tractor will have an industrial security certificate; 3) security clearance will be held by all
natural persons whose duties require access to classified information; 4) all natural persons
who have access to classified information will be instructed on the responsibility for violat-
ing the principles of classified information protection; 5) periodic inspections of establish-
ments that have an industrial security certificate will be carried out in order to control the
level of protection of classified information, 6) access to classified information will be limited
only to persons whose official tasks require familiarizing with it.

The presented regulation leads to the conclusion that the Agreement contains effective
normative solutions concerning the organization of the protection of classified information
in the military sphere in relation to entities, de facto from outside the military sphere. This
is evidenced by the introduced additional restrictions in the area of industrial security.

In turn, recording and controlling classified information in the military sphere has been
regulated by the provision of Article 9 of the Agreement. Pursuant to the said provision, the
Parties established a requirement to record and control classified information in the military
sphere, both on the basis of the Agreement and the national regulations. It should be noted
that on the basis of the contractual regulations it is not possible to define the terms "record-
ing" and "controlling" classified information.

In the doctrine of administrative law, "recording" is perceived in the context of material
and technical activities in the external sphere. This is manifested in making entries in regis-
ters, records and other official lists and compliance with information obligations imposed
on natural persons (Mierzejewski, 2013). However, in light of Regulation No. 58/ MON of
the Minister of National Defense of December 11, 2017 on the special method of organization
and operation of secret offices and other organizational units responsible for the processing
of classified information, the method and procedure of processing classified information,
the term "recording” deliberate actions is aimed at ensuring the record of classified materials
in an organizational units and determining who has read the classified documents (Regula-
tion 2017, §15 point 1, §16).

On the other hand, the term "controlling" is perceived in the legal doctrine as a process
of monitoring activities in accordance with the given orders, instructions or rules. The for-
mal controls consist in measuring, comparing and correcting on the basis of the above-men-
tioned standards on the basis of which these activities can be performed (Marume, et al.,
2016). Whereas, under the national regulations of the Ministry of Defense, the term "con-
trolling" refers to the deliberate and organized activity of a team (committee, group, control-
ler, inspector, etc.) carried out in the controlled unit, based on a plan and authorization to
carry it out (Decision 2015, point 3, item 8).

The cited definitions of the terms "recording" and "controlling" lead to the conclusion
that the indicated actions constitute an important element in terms of increasing the effec-
tiveness of the protection of classified information in the military sphere.

The loss or unauthorized disclosure of classified information in the military sphere is
referred to in Article 21 of the Agreement. Pursuant to the aforementioned provision, the
Party sending classified information is obliged to inform immediately about the loss, unau-
thorized disclosure, or the alleged loss or unauthorized disclosure of the information in the
Party’s possession. In each case of the occurrence of the issues listed in Article 21 of the
Agreement, proceedings should be initiated to clarify the circumstances of the loss or dis-
closure of classified information. The results of the investigation, together with information
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on measures taken to avoid similar situations in the future, should be provided to the pro-
ducing Party by the Party that conducted the investigation.

The presented regulation shows that both Parties to the Agreement are entitled to con-
duct an independent investigation aimed at clarifying the circumstances of the loss or unau-
thorized disclosure of classified information based on national procedures. For this reason,
neither Party needs the consent of the other Party to take steps to initiate the investigation.

5. The competence of national security authorities to comply with the con-
tractual provisions

The important solutions in the concluded Agreement include the specification of national
authorities competent in the field of protection of classified information in the military
sphere. Pursuant to Article 5(1) of the Agreement, the powers of the national security au-
thorities in the area in question in the Republic of Poland fell under: the Head of the Internal
Security Agency (Polish: Agencja Bezpieczenstwa Wewnetrznego; hereinafter: ABW) and
the Head of the Military Counterintelligence Service (Polish: Sluzba Kontrwywiadu
Wojskowego; hereinafter: SKW), and in the United States of America to the Department of
Defense. The indicated competences in the scope of the contractual provisions do not con-
stitute a closed catalog, because according to the provisions of Article 5(2) of the Agreement,
the national security authorities may conclude additional implementing agreements to this
Agreement between Poland and the USA in the military sphere. Without going into detailed
considerations about the term "competence" in reference to the indicated bodies, it can be
mentioned that it is a set of normatively defined rights, perceived as power and responsibil-
ity in the performance of specific activities (Skorkova, 2016).

Conferring the powers to ABW and SKW on the national level does not raise any doubts.
Nevertheless, the doctrine argued that the role of the ABW and SKW in the system of classi-
fied information protection may be fully effective only when the provisions of law adequately
precisely define the competence of both authorities in the scope of activities performed by
both services (Antosiak & Palka 2017). One should agree with the presented view, but it
should be clarified that the Regulation of the Prime Minister of October 4, 2011 on the co-
operation of the Head of the ABW and the Head of SKW in the performance of the functions
of the national security authority gave the appropriate rank to ABW and SKW in the field of
protecting classified information (Regulation 2011). The empowerment of the national au-
thorities with regard to the protection of classified information in the military sphere also
results from Article 5(3) of the Agreement, which obliges each of the Parties to inform each
time about any changes in their national security authorities or the scope of their liability
resulting from the provisions of the concluded Agreement.

In addition, the importance of the authorities responsible for the protection of classified
information (ABW and SKW) was emphasized in Article 22(1-3) of the Agreement, which
gave the services in question the competence to consult and review security systems. Within
the framework of their powers, the national security authorities of the Parties have been
authorized to exchange information on any changes in national law relating to the protection
of this information. In order to ensure close cooperation, consultations at the request of one
of them are to be carried out. In addition, the implementation of security requirements may
be supported by mutual visits of representatives of national security authorities to review
the implementation of the protection procedures under the Agreement and to compare the
existing security systems.
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The presented ABW and SKW competences in the field of protection of classified infor-
mation in the military sphere are valid. One needs to be aware of the specificity of the tasks
performed by these bodies. Pursuant to Article 10 of the Act of August 5, 2010 on the pro-
tection of classified information, they include, among other things: supervising the func-
tioning of the classified information protection system in organizational units remaining in
their jurisdiction; controlling the protection of classified information and compliance with
the provisions in force in this regard; the implementation of tasks in the field of security of
ICT systems; carrying out verification procedures, control checks and industrial safety pro-
cedures; ensuring the protection of classified information exchanged between the Republic
of Poland and other countries or international organizations.

In addition, it should be noted that SKW performs tasks in relation to 1) the Ministry of
National Defense and units organizationally subordinate to the Minister of National Defense
or supervised by it; 2) defense attache’s offices in foreign missions; 3) soldiers in active ser-
vice appointed to service positions in other organizational units. ABW performs tasks in re-
lation to organizational units and persons subject to the act, which do not fall within the
competence of SKW (Article 10 sec. 2).

To sum up, the above-mentioned provisions grant national security authorities the power
to protect classified information. In this way, any disputes over powers between state au-
thorities regarding the responsibility and supervision over compliance with the regulations
set out in the Agreement were eliminated.

6. Contractual stipulations in disputes

Referring to the final provisions of the contract, it is worth paying attention to two issues:
the issue of settling disputes arising from compliance with the Agreement and the duration
of the Agreement. Referring to the first issue, it should be cited that each agreement, regard-
less of its form, is binding both for the USA and for Poland, because it is the result of a clear
expression of the will of the contracting parties (Lesaffer, 2000). And the symptom of the
will of the contracting Parties as to the implementation of the provisions concluded is clear
and unequivocal. Moreover, the Parties are bound by the Agreement on the basis of the pacta
sun servanda principle, which is a formal guarantee of the effectiveness of international law,
due to the necessity to fulfill obligations resulting from the concluded agreements (Lukashu,
1989). However, it is difficult to assume that in practice the rules contained in the Agreement
will never be violated by any of the Parties, and disputes will be eliminated.

In the legal doctrine, it has been pointed out that there can always be a conflict between
international agreements and national regulations as a result of the interpenetration of the
two legal systems (Klatkowski, 1965). The question then arises, how can a hypothetical con-
flict be resolved? The analysis of the text of the Agreement leads to the conclusion that a
unilateral settlement of the dispute is not allowed. The provision of Article 24 of the Agree-
ment provides for the possibility of settling disputes in the scope covered by the Agreement
in two ways. Firstly, any disputes relating to this Agreement may be settled through direct
negotiations between the national security authorities. Secondly, when it is not possible to
resolve a dispute through direct negotiation, the issues should be resolved through diplo-
matic channels. Thus, in essence, the concluded Agreement rejects the possibility of submit-
ting the disputable issues for decision to any other entity including a national court, an in-
ternational tribunal or any other person.
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As a comment, the opinion that the adopted solution is correct should be voiced, because
if the parties were involved in the dispute before courts or tribunals and other entities, this
would inevitably lead to the disclosure of the subject of the dispute, and at the same classified
information, during the investigation. Consequently, such actions would harm the interests
of both Parties to the Agreement.

The last issue that needs to be raised is the duration of the concluded Agreement. It is
characteristic that due to the duration of the Agreement, it is of a time-limited nature. In
light of Article 26(3), the Agreement was concluded for a five-year period, automatically ex-
tended for subsequent one-year periods. Nevertheless, the parties allow the Agreement to
be terminated in writing and through diplomatic channels 90 days in advance. The intro-
duced clause is justified. As emphasized in the doctrine of law, the states conclude interna-
tional agreements as a way of exchanging promises regarding future proceedings, and agree-
ments have value only if the promises made serve to bind the parties (Guzman 2005, p. 80).
Thus, in a situation where one Party fails to fulfill its contractual obligations, the other Party
may also evade compliance with them (Kwiecien, 2000).

In addition, it should be noted that the final provisions contain one more regulation im-
portant from the point of view of the security of classified information protection in the mil-
itary sphere. In particular, Article 26(4) states that notwithstanding the termination of the
commented Agreement, all classified information provided under it should continue to be
protected in accordance with its provisions. The presented provision has the following legal
effect: in the event of formal termination of the agreement, classified information in the mil-
itary sphere concerning both Parties should still be protected by national security measures.

~. Conclusions

The findings obtained on the basis of the considerations made allow us to conclude that
the agreement concluded between the Government of the Republic of Poland and the Gov-
ernment of the United States of America on security measures for the protection of classified
information in the military sphere is valid. Conclusions resulting from the identification of
the scope of cooperation between Poland and the USA in the area of security measures,
which should guarantee the protection of classified information due to the interests of both
countries, are as follows. The in-depth analysis of the provisions of the Agreement has con-
tributed to showing the actual state of cooperation between Poland and the USA, which re-
mains within the boundaries of rational bilateral regulation. Due to the specific nature of the
subject, the concluded Agreement can be categorized as military and meets the expectations
of the Parties. Moreover, it is the result of the explicit expression of the will of the contracting
Parties. The manifestation of the will as to the implementation of the provisions concluded
is clear and beyond doubt. A visible result of the cooperation in the discussed scope is the
established procedure for the protection of classified information in the military sphere,
aimed at counteracting unfavorable or illegal activities aimed at obtaining protected infor-
mation by unauthorized entities. On this basis, it can be finally concluded that the hypothe-
sis assuming that the concluded Agreement contains an optimal model of the security
measures, which effectively contribute to the protection of classified information in the mil-
itary sphere between Poland and the USA, has been confirmed.
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The main purpose of this article is to present the decisive contribution that Brigadier General Ion Bungescu
had to the development of anti-aircraft artillery in Romania. To achieve this objective we describe in the paper
the evolution of the anti-aircraft gun director computer he invented, as well as its modus operandi. The adopted
methods include quantitative and qualitative analyses of documents, manuals and albums published during
the considered period, and some published by Brigadier General Ion Bungescu. The results of the article are
presented in the context of the accelerated development of military aviation between the two world wars. This
development put terrible pressure on the development of anti-aircraft artillery that started with land guns
adapted for anti-aircraft firing in 1916 and reached anti-aircraft guns controlled by Gun Director Computer in
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1. Introduction

Anti-aircraft artillery includes actions such as active combat actions against an enemy
from the air, as well as mitigating actions against its impact on other containment elements,
such as chemical defenses, cloaking, and engineering vehicles. All commanders of any type
of combat are responsible for auxiliaries in the joint anti-aircraft defense. Romanian air de-
fense appeared around the same period as in more advanced countries at the time and re-
mained at the same level until 1945. This was possible thanks to well-trained world-class
officers. Romania is also a country with a great tradition in the field of aircraft construction.
It should be noted that the rise of aviation and its entry into the industrial era took place
along with the preparations and course of the First World War. The subject of the article
concerns the decisive contribution of Brigadier General Ion Bungescu to the development of
anti-aircraft artillery in Romania. In order to get an idea of the actions of the Romanian
army, it is necessary to look at the methods of combat, including types of anti-aircraft pro-
grams during the First World War. The conducted research on the use of quantitative and
qualitative analysis on the basis of the collected materials show as well as development of
military aviation in the interwar period as well. The purpose of qualitative research is to
describe and interpret issues or phenomena systematically from the point of view of the
problem being studied, and to generate new concepts and theories. The new era of technol-
ogies is very progressive, but knowledge of the research data of already tested equipment is
always a necessary foundation in the process of new systems. The article examines the emer-
gence and development of anti-aircraft artillery in Romania from 1915 until the end of the
Second World War in 1945. This analysis is not only important from a historical point of
view, but also in order to understand how the people of that time managed to find quick
solutions to keep up with the extremely rapid development of aviation. Although the officers
who established the new specialty in the Romanian Army came mainly from ground artillery,
due to good training they were able to adapt easily to the new challenges offered by the de-
velopment of aviation. Although this study highlights the major contribution that Brigadier
General Ion Bungescu made in the emergence and development of anti-aircraft artillery in
Romania, the study also highlights the contribution of other officers who have dedicated
themselves to this specialization.

In the work Air defense, published in 1922, Lieutenant-Colonel Gheorghe Popescu clas-
sified the planes in a similar way to the current classifications proving a good understanding
of aviation. Lieutenant-Colonel Gabriel Negrei and Lieutenant-Colonel Stefan Burileanu de-
velop anti-aircraft artillery systems from land artillery. At the beginning of his career Briga-
dier General Ion Bungescu demonstrates the advantage of the transition from decentralized
direct firings to centralized indirect firings. At the same time, it developed in successive
stages an apparat for the centralized calculation of the firing elements and had an important
contribution to the emergence and development of the school of anti-aircraft artillery offic-
ers.

To highlight the good training of these officers we have used quotes from the books pub-
lished during the period analyzed as many times as possible. From the study of the sources
published in the analyzed period of time, it emerged that the good training of these officers
was due both the national schools and to the close collaboration with people sharing the
same concerns in all the countries of Europe.

The first part of the article presents the extraordinarily fast evolution of aviation since
the appearance up to the end of the Second World War in a simplified form. This evolution
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is somewhat similar to the evolution of IT systems today. In the next chapter the efforts to
establish and develop anti-aircraft artillery in Romania in the period 1915-1925 are high-
lighted. A special chapter is dedicated to the contribution of Brigadier General Ion Bungescu
to the development of anti-aircraft artillery in Romania. In the last chapter the operation of
the last type of anti-aircraft gun director computer model Bungescu as shown by the original
documentation of the manufacturer is presented.

2. The emergence of the air threat and its development until the end of World
War II (1900-1945)

Although flying has been mankind’s dream since ancient times, it was only at the be-
ginning of the twentieth century the first successes in flying with a heavier-than-air air-craft
are recorded. Thus, on December 17th, 1903, the Wilbur brothers and Orville Wrights man-
aged to fly 36.5 m in 12 seconds. Later, as they learned to control the glider, they managed
to fly 260 m in 59 seconds. Although recorded as the first controlled flight of a heavier-than-
air aircraft, the Wrights ’brothers’ plane took off with the help of a rail on the ground and
landed on the ’glider’s wooden frame.

Figure 1 The Wright *brothers’ glider 1909 Wright Military Flyer, National Air and Space Museum
Collection in Washington, (pinrerest.com.).

On March 18, 1906, the history of aviation records the first flight of an aircraft heavier
than air, which took off, flew and was landing with the means on board. Thus, on the Mon-
tesson plain near Paris, Traian Vuia manages to fly “Vuia I” aircraft over 12 m at a height of
1 m after accelerating with his own means over 50 m. Later, on August 9, 1906, after making
some improvements, he managed to fly over 24 m at a height of 2.5m.
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After this beginning, aviation experienced an accelerated pace of development, managing
to add the vertical dimension to the war in the years of the First World War (1914-1918)
(Gheorghiu, 1996).

Some of the authors of this publication are also working on these related projects:

Cfp EAA 2017 - Present identities from the past: providing meaning to modern commu-
nities to have an image of aviation from the end of the First World War. For this to occur, it
is important to know the classification made by Lieutenant-Colonel Gheorghe Popescu in
the work Air Defense, published in 1922 at the Military Artillery School from Timisoara
Printing House. He classified military aircraft for three types to accomplish in the mission:

- observation aircraft;

- fighters;

- bombers (Popescu, 1922).

Observation aircraft. They are two-seat aircraft (two-seater for the pilot and an observer)
with a wide range, and good visibility for observation. They have defensive weapons (ma-
chine gun), camera, radio station, missiles, and powerful binoculars. General data:

- the aircrafts have a speed of 35-45 m / s;

- rise in 45 minutes at approximately 1000 m altitude;

- fly at an average speed of 4o m / s;

- and at altitudes of 1000-4000 m.

Fighters have one place (monoplane), high horizontal speed, high ascent speed, high dive
speed, maneuverability, powerful weapons. High ceiling (i.e. they can rise at high altitudes).
Lifting speed 10-12 minutes at 3000 m altitude. They have a speed of 40-60 m / s. Fighters
usually fly at high altitudes, in enemy lines 5-6 km altitude and drop at low altitudes when
attacking captive balloons or planes. Ceiling 6000-6500 m. (Popescu, 1922).

Bombers have two to three seats (three-place aircraft), with a long range, large capacity
for payload, defensive armament. General data:

- elevation speed of about 20 minutes at 3000 m altitude;

- speed of about 35-40 m / s and they can carry: pilot, observer, possibly another per-

son, about 300 kg bombs, gasoline, oil.
They fly at altitudes of about 2500-3000 m, and when dropping bombs, they can descend
to lower altitudes(Popescu, 1922).
Throughout the interwar period and also during the Second World War, military aviation
experienced a period of significant development. To better understand the development of
aviation, it will keep the same classification with the specification that the role of “observa-
tion” aircraft was taken over by the bombers.
Technical performances of a bomber of Boeing B17 Flying Fortress type used in World
War II are ( Fig. 4):
- heavy bomber with a crew of 10 people, maximum speed of 128 m / s, cruising speed
of 81 m / s, range 3219 km with 2700 kg of bombs, maximum flight altitude 10850
m, speed ascending 4.6 m / s.;

- the aircraft had the following types of weapons: 13 Browning M-2 machine guns of
12.7 mm, up to 7800 kg of bombs.
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Figure 2 Bomber from World War 11, Ike-battered Lone Star Flight Museum moving inland by H.
Alexander, H. Chronicle, 2014, (pinrerest.com.).

The end of World War II marks the appearance of the first jet aircraft Messerschmitt Me
262 Schwalbe fighter-bombing aircraft (Swallow)( Fig.5).
This fighter had the following technical performances:
- monoplane fighter, maximum speed of 250 m / s, range of 1050 km, maximum flight
altitude 11450 m, ascending speed 20 m / s.;
- the fighter had the following types of weapons: 4 30 mm MK 108 guns, up to 500 kg
of bombs and 24 55 mm missiles.

Figure 3 Fighter-bombing aircraft from World War 11., Payerne, Switzerland — September 8, 2014:
Messerschmitt Me 262 Luftwaffe World War 11 jet fighter aircraft, (dreamsteam.com).
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In conclusion, it is in less than 30 years that the air means have evolved from a speed of
50 m / s to a speed of 250 m / s and from an altitude of 5000 m to a flight altitude of over
12000 m. This almost explosive development of air means has put a lot of pressure on the
development of anti-aircraft means. The problem of meeting the projectile with the target,
although it was known from the mathematical model perspective, was extremely difficult to
put into practice with the means existing in the same period. In the next chapter, Romania’s
efforts to develop air defense systems capable of effectively fighting the air force means will
be presented.

3. The emergence and development of air defense in Romania between 1915-
1925

In Romania, the first actions in terms of creating means of combating aviation took place
in 1914. Thus, on December 22, 1914, a contract was signed with the Italian company ““Vick-
ersterni Spezia”” for the import of four 75 mm anti-aircraft guns of the ““Deport™ type,
which were received by the Romanian army at the beginning of August 1916. At the same
time, measures were taken to use land cannons for anti-aircraft missions without construc-
tive changes and to transform and adapt cannons for anti-aircraft fire. The modification of
the 75 mm Md. 1880 guns is part of the second category of measures, made by the Army
Arsenal, which was mounted on the platform and intended for fixed firing positions and the
modification of 57 mm cannons by lieutenant-colonel Stefan Burileanu and Gabriel Negrei
(Cutoiu, 1984). Lieutenant-Colonel Gabriel Negrei mounted the 57 mm gun on a shielded
cannon carriage, without a firing brake. Modified in such a way, the cannon could accom-
pany the maneuvering troops and execute fire vertically up to 9o°© but with limited possibil-
ities of changing firing direction. Lieutenant-Colonel Stefan Burileanu mounted the 57 mm
gun on a metal pivot and equipped them with a firing brake. In this configuration the cannon
had the ability to fire in the direction of 360° and in a vertical position from 0° to 80°. The
firing rate of these cannon was of 25 shots/minute. On April 15, 1916, the General Staff de-
cided to establish a “Shooting School for the 75 mm anti-aircraft cannon” and on June 23,
1916 for the 57 mm cannons Burileanu and Negrei system.

On August 9, 1916, immediately after signing the “Military Convention between Romania

and the Entente” of August 4, 1916, the General Staff, analyzing the situation of providing
anti-aircraft weapons and training of personnel, found that the conditions to establish a new
branch in Romanian army were met (Collective, 1996).
Thus, on August 15, 1916, the Anti-Aircraft Defense Corps was established, which in the fol-
lowing period was equipped with cannons, machine guns, projectors, and observation posts
for the accomplishment of the assigned missions. The first combat actions took place on the
night of August 15-16, 1916, when fire was opened on a Zeppelin airship used on the eastern
front (Steven, 2013) that bombed the capital without causing significant damage. These ac-
tions repeated almost daily until the night of September 13-14, 1916 when the Z-181 Zeppelin
was hit, and it managed to reach Bulgaria. This was also the last attack executed with a
Zepelin airship on Bucharest. Subsequently, the attacks were carried out by aircraft. On Sep-
tember 19, a German aircraft was shot down in the Flamanda region by the “Deport” cannon
battery under the command of Lieutenant Constantin Constantin (Collective, 1996).

In the work Air Defense published in 1922 at the Military Artillery School Printing House
from Timisoara, the author Lieutenant-Colonel Gheorghe Popescu mentioned in the intro-
duction that:
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“In anti-aircraft firing, the principle must be rigorously followed: On an aircraft, firing is
not regulated but is continuously prepared”.

The problem of anti-aircraft firing is quite complex, the commander is in front of an
extremely small and mobile target in space, which involves many variables for shooting,
all entering as parameters in the geometric relationships, linking the elements in a mo-
ment” (Popescu, 1922, p. 22).

Despite all the difficulties and problems posed by anti-aircraft firing, it was nevertheless
solved, initially by calculation tricks and the application of the theory of probability (Michal-
ski & Radomyski, 2020).

It was assumed that during the time required to transmit the coordinates of the target
(direction, height, speed, warhead length) and the duration of the trajectory, the aircraft
goes in the same direction with constant speed, at the same height, all of which can be called
the fundamental hypothesis. Thus, in 1917, the first calculators appeared and a little later,
devices were created to measure the height, speed of the target aircraft and central control
stations were set up.

Because anti-aircraft cannons came from the adaptation of land ones, only one way of
firing was known: decentralized direct firing. In this procedure, each cannon aimed the
plane and made the main corrections resulting from the movement of the target through its
own devices; a group of devices ensured for the whole platoon or the whole battery the de-
termination of height, speed, and direction. The height was measured with the wired and
optical altimeter (Busson); speed was measured rudimentarily with the tachiscope; the can-
non-plane distance was measured with the control telemeter and the direction with the Bri-
card compass.

The actual firing was performed by a combat team that, in the case of the 75 mm caliber
cannon, was composed of 9 soldiers: cannon leader, direction marksman, elevation marks-
man, corrector in the direction, corrector in the elevation, warhead regulator, projectiles
supplier, loader and shooter. Initially, firings were performed only during the daytime.
Later, cannons could fire at night, but in the light of the projectors, it was not possible to
speak in these conditions of firing methods and devices.

The operation of the devices is extensively presented by Lieutenant-Colonel Gheorghe
Popescu in the work Air Defense. In the same paper he lists some firing principles:

— any observation applies to the past. It is valid for the future only as a document which

must be interpreted;

— any correction made to the next fire produces its effect, only after a time equal to at

least the duration of the trajectory, of the projectile;

— distribution of work;

— judgment in orders;

— continuous measurement of aircraft elements” (Popescu, 1922, p.43).

To have the best possible image of how the anti-aircraft firings were carried out at that
time, I will give a detailed overview of the 3rd principle of the distribution of labor as pre-
sented in the paper:

” One man ‘can’t do everything, especially in this complicated shooting. For this, the func-
tions were distributed to each device for: tracking the target, recording the device with the
necessary calculations, reading, and transmitting the command to another device. Thus,
all the elements of the aircraft are measured and recorded, all the firing elements related
to those of the target are calculated and recorded, thus making everyone work and com-
pete to complete the work: the departure of the projectile from the barrel, in the best con-
ditions. The situation of the explosion towards the target is the result of everyone’s coop-
eration, obviously if the target has maintained the same elements from the current position
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to the next one. The commander, when the smoke rises from the plane, reaps the fruit of his
work in training the personnel” (Popescu, 1922, s. 85).

4. The anti-aircraft gun director computer Bungescu

It is obvious that although the problem of meeting the projectile with the target was solved
at a theoretical level, the development of some anti-aircraft cannons, but also of the meas-
uring devices used to determine the target parameters and atmospheric conditions, requires
a special attention

Due to the increase in the flight speed of the aircraft, the main direction of improvement
of the anti-aircraft systems was the improvement of the cannons and the increase of the
projectile muzzle velocities to reduce the time in which the aircraft had to fly in the funda-
mental hypothesis.

Due to the need to combat air targets at different altitudes, the emphasis was on the di-
versification of calibers. The classification of artillery in small, medium, and large caliber
appears in the specialized literature.

Improvements to measuring devices have experienced a slower improvement, perhaps
due to the complexity of the knowledge required.

Under these conditions, the young field artillery officer, Lieutenant Ioan Bungescu, pas-
sionate about calculating probabilities, began to study the causes why number of enemy
planes shot down by the first anti-aircraft artillery units was quite small during the war.
Following the mathematical analyzes made, the officer concluded that this is explained by
the lack of synchronization of the shots fired, a lack determined by the large scattering of
projectiles fired and their explosions at different times.

To remedy these shortcomings, Lieutenant Ion Bungescu had the brilliant idea of a device
that would centrally calculate the firing elements and send them simultaneously to several
cannons. This seemingly simple approach brings about a major change in the structure of
anti-aircraft artillery subunits. Firings were no longer performed by each individual cannon
but were conducted centrally from a single place. The transition was made from decentral-
ized direct firing to centralized indirect firing. This approach is not only an improvement to
the existing systems but also a new approach to the organization and execution of anti-air-
craft fire with artillery.

For the practical demonstration of the viability of the new approach, Captain Ion
Bungescu, promoted in 1926 as commander of the anti-aircraft battery “Skoda” with 76.2
mm caliber cannons, built the first version of the anti-aircraft gun director computer Md.
1925. Later, he used this apparatus in the battery. With the restructured battery, he partici-
pated in firings in the firing range from Mamaia, Constanta County, where he destroyed the
air target even after the execution of the first salvo.

His years of work has been rewarded by the leadership of the Ministry of National Defense
with the “Great Trophy of Precise Shots”.

The second perfected model came into operation in 1928. In 1935, the third model known
as the “simplified central apparatus” Md. 1935 was created. It was also accompanied by the
paper “Memorandum on the central apparatus for preparing and conducting anti-aircraft
fire”, a paper that met with the favorable appreciation of the members of the specialized
technical commission of the Romanian Academy. For this reason, in 1935, the paper was
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nominated and awarded by the highest scientific forum in our country - the Romanian Acad-
emy. For the same achievement, the Government of our country, under Decree no. 7301935,
granted Major Ion Bungescu the scientific order “Cultural merit for science” 2nd Class (Col-
lective, 1996).

It must be said that the ’officer’s invention aroused great interest among specialists
abroad. The proof of this is the Order “Crown of Yugoslavia” 5th class by Decree
n0.4235/1935 granted by the Government of Yugoslavia to Major Ion Bungescu. In the fall
of 1938, a prototype of anti-aircraft gun director computer “Maior Bungescu Md.1938” was
presented. It was approved in 1939. The invention was appreciated and recognized by the
specialized commission operating under the Romanian Ministry of Industry and Construc-
tions. The device obtained patent no. 3199/1939. Considered an important event, “Roma-
nian invention for air defense”, military commentators and analysts in Romania, France,
Germany, and other countries have made extensive comments in the press and periodicals,
highlighting both the importance of the invention and the beneficial results in conducting
anti-aircraft artillery fire. The officer refused an offer from abroad and handed over the pro-
ject and all its documentation to the military and civilian specialists from “Resita” factories.
They later went on to mass-produce the system, so necessary for the dozens of anti-aircraft
artillery batteries in 1939, in the organizational structure of the Romanian Army in the anti-
aircraft defense device around Bucharest and in the Prahova Valley.

The original prototype was a world premiere. Since 1931, it was appreciated as a simple,
robust, accurate and cheap device compared to other similar foreign devices of very compli-
cated and extremely expensive construction. In Western countries, indirect, centralized fir-
ing was not even carried out, while in Romania, the anti-aircraft artillery was fired between
1926 and1928 with the new device based on the geometric method. All measurements and
calculations were performed with the central firing device which, by tele-indication, contin-
uously transmitted the firing elements - elevation, azimuth, and warhead length to the can-
nons — the sight thus becoming indirect. The device solved the problem of meeting the pro-
jectile with the target in the fundamental hypothesis. For Romanian anti-aircraft cannons,
caliber 75 mm English Vickers model were also produced.

They worked together with the central fire control device “Predictor Vickers” which used
the tachymetric firing method, or with the central fire control device “Bungescu Md. 1938”
which used the geometric method. In both devices, the centralized organization of firing was
common (Regulations, 1936).

Simultaneously with the technical preoccupations, Major Ion Bungescu also carried out
prodigious didactic activities. Concerned with the training of specially trained personnel in
the field of defense against aircraft, he pressured the law enforcement agencies and man-
aged, on April 1, 1938, to obtain approval for the establishment of the Training Center for
Air Defense, and on December 10, 1939, for the School of Officers for Anti-Aircraft Artillery.

The main objective of the educational center was specified by the commandant of the
School of Officers for Anti-Aircraft Artillery, Major Ion Bungescu, when taking the military
oath of faith by the first class of students:

“You have started to have a role, a mission to fulfill in the defense of the Romanian bor-
ders and sky... Preparing to become active and reserve officers in the anti-aircraft artillery,
working every day and learn continuously to handle the anti-aircraft cannon, you must have
in mind only one thought, that of serving the country, that of being able to fulfill a high
mission: in peacetime training yourself and training others in your turn, in times of war
sacrificing yourself while on active duty”.
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5. Operation of the central apparatus for conducting anti-aircraft artillery
fire, Major Bungescu Md. 1938 system

The general characteristics of the anti-aircraft gun director computer Major Bungescu
Md. 1938 system, as presented by the manufacturer solves the problem of anti-aircraft fire
by a rigorously accurate method.

1. It allows the following firing methods:

a) Indirect firing calculated and transmitted to the guns, continuously: the future azimuth,
the total inclination, the future warhead distance.

b) Direct firing in direction, indirect in ascent, transmits to the guns: the total inclination,
direction correction (in the horizontal plane of elevation), the future warhead distance.

2. The elements transmitted to the cannons are calculated, where horizontal distance and
altitude at which the position of the target is measured in the vertical plan, the speed of the
target and the angle of the target’s path direction in space are used as variables.

3. It continuously and automatically determines wind and parallax corrections and allows
the recording of ballistic and atmospheric corrections.

4. It can shoot unseen aircraft in connection, by remote indication, with aircraft tracking
devices.

5. It traces the paths of various planes flying over the AAA batteries, with the double purpose
of obtaining graphic data required for reports and the elements necessary for the group com-
mander to lead the shooting of a set of batteries.

6. It allows shooting against aircraft that are defended by using the tail gunner.

7. It can act against the fastest aircraft up to 200 m / s or 720 km / h.

8. The device can be alternatively equipped with the O.P.L. stereoscopic rangefinder, with a
removable 5 m base, mounted on the device and forming a system, or with a ““Resita”” aim-
ing tube mounted on the device and an altimeter of any type installed separately near the
device.

9. The device is transported on a two-wheeled trailer that ensures great tactical and strategic
mobility. The wheels are foldable to be able to place the platform - the chassis/carriage on
the ground. The horizontality of the platform is obtained with the help of four adjustable
jacks. The actual platform has folding sides for placing the servants. The turret is provided
with a series of circular contacts that ensure tele-indication and telephone transmission with
the battery, the rangefinder (in the case of the separate rangefinder), the tracking devices
and the battery commander. Thanks to the transmission system and the parallax corrector,
the central device can be installed up to 2 km away from the battery, in the current situation
of the electric remote indication up to 250 m. The device (including the rangefinder) is used
by nine servants. The maneuver is easy, requiring quite simple operations from the servants.
During the action, the servants are placed on chairs mounted on the platform and are trained
in the movement of the device by means of the turret.

10. The device can be used on any cannon, being sufficient to provide it with the abacus set
corresponding to the respective material. For this purpose, ballistic abacuses in focal length,
inclination and travel time are easily removable (Regulations, 1941).

By reading these technical-tactical characteristics, we can appreciate the fact that the de-
vice offered a top solution worldwide, perfectly adapted to the specific level of development
until 1945. Obviously, with the advent of jets with speeds over 200 m / s, this system be-
comes morally obsolete. We must not forget, however, that between 1926 and 1945, the hard
work of the future Brigadier General Ion Bungescu held Romania among the elite of coun-
tries capable of producing and being equipped with the most advanced anti-aircraft artillery
systems.
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The eentral-apparatus anti-aircraft gun director computer Major Bungescu Md. 1938 sys-
tem consists of the following large parts: an O.P.L stereoscopic altimeter, mechanism box.,
turret with circular platform, and a two-wheeled car trailer.

The personnel necessary for the maneuvering of the Central Apparatus Major Bungescu
Md. 1938 System, consists of a chief of staff and nine servants appointed as follows (Fig 4):

- No. 1 telemetry height operator;

- No. 2 azimuth marksman;

- No. 3 elevation marksman;

- No. 4 horizontal distance recorder;

- No. 5 speed and road angle measurer;

- No. 6 speed recorder, road angle, wind and altitude reader;
- No. 7 trip length and altitude recorder;

- No. 8 tilt recorder;

- No. 9 focal length recorder.
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Figure 4. The place of servants on the Central Apparatus for preparing and conduct of anti- air-
craft firing equipped with a stereoscopic altimeter with a base of 5 m. (Regulations, 1944).

The main duties of the telemetry height operator no. 1:
- executing height and distance adjustments;
- handling the steering wheel of the search movement. When a target appears from a
different direction from those of the device, he uses the search movement with the help
of the search wheel,;
- controling the approximate sight, and giving instructions to servants 2 and 3 for ma-
neuvering the aiming mechanisms.

The main duties of the servant no. 2 direction marksman and recorder:
- when aiming at a visible aircraft, performing the approximate and precise shooting
in azimuth;
- when aiming at a heard aircraft, recording the alignment division on the azimuth re-
ceiver or records the azimuth transmitted from the sound tracking section.
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The main duties of servant no. 3 elevation marksman and recorder:

- when shooting a visible aircraft, executing the approximate and precise aiming in el-
evation;

- when the aircraft is heard, recording the alignment division on the lift receiver or rec-
ords the lift angle transmitted from the sound tracking section.

The main duties of servant no. 4, horizontal distance recorder:

- recording the horizontal distance as follows: either by extending the indices of the
angle dial by rotating the steering wheel of the horizontal distance, or by keeping the
reticle of the rear-view mirror of the horizontal distance device on the target by rotating
the steering wheel of the horizontal distance.

The main duties of servant no. 5, speed, and road angle measurer:

- putting the pencil in the drawing position;
- orienting the road and measures the speed of the target.

The main duties of servant no. 6, speed, and road angle recorder:

- recording the altitude ballistic correction;
- reading the altitude;
- recording the wind direction and speed;
- recording the target speed;
- recording the road angle;
- stalling the azimuth;
- recording the percentage speed correction;
- handling the crank for clutching the recording movement;
- orienting the crown offset by the direction of the wind;
- handling the steering wheel to orient the parallax.
The main duties of servant no. 7 altitude and time recorder:
- recording the altitude on the altitude dial;
- recording the trajectory time;
- recording the parallax;
- turning the lights on and off at night.
The main duties of servant no. 8 tilt recorder is the total tilt.
The main duties of servant no. 9 warhead length recorder:
- recording the warhead length;
- recording the ballistic correction of warheads (Regulations, 1944, p. 26).

With the evolution of anti-aircraft artillery systems, it is the turn of aviation to adapt to
the new conditions of the battlefield. Thus, to reduce losses, aviation plans missions espe-
cially at night when the accuracy of anti-aircraft artillery systems is the lowest. Referring to
the attacks of aviation during the night, Lieutenant-Colonel Ion Bungescu mentioned, in the
book Anti-Aircraft Artillery Firings Vol Iv edited by the Anti-Aircraft Artillery Training Cen-
ter, Officers School in 1942, the following:

The problem of locating aircraft during the night is very up to date and of great importance.
The attack of bombers during the night takes a widespread form in the current air war, es-
pecially in the case of distant and well-defended targets. The great advances made in the
field of air navigation, give the bombing aviation, a great freedom of action and a great pre-
cision in the attack of the objectives during the night.
In the current state of the means, the sound reconnaissance is the basis of the action of the
anti-aircraft artillery during the night, both in firing on the “illuminated plane” with the help
of projectors, and in firing on the “heard plane” (Bungescu, 1942).

The action of anti-aircraft artillery during the night, being much more complicated than
during the day, involves a special organization with sound tracking devices and a complex
instruction.
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Based on the experience of the current war, it is often the case that the action of the anti-
aircraft artillery combined with that of the projectors (firing on an illuminated plane) is
difficult or inapplicable. Therefore, the other form of action, shooting on an “unseen plane”
is indispensable. Therefore, it is essential to practice and apply the sound measuring tech-
nology to the maximum of its capacity, both in terms of maneuvering with the projectors
and shooting with the use of the sound target localization before new devices for target lo-
calization are introduced (Bungescu, 1942).

Also, in the same work, the author recognizes the limits of determining the position of
airplanes with the help of sound waves. At the same time, however, he is aware of the re-
search that was done in different countries to find more efficient solutions for locating air-
planes.

It is interesting from a historical perspective how an anti-aircraft specialist looked at the
development directions of aircraft location systems.

The first category of devices originally used the aircraft sound source as well, but the ear

as a receiving organ was replaced by special instruments.
Another category of locating devices uses a different energy source than the acoustic one. In
America, a method has been developed that has led to the construction of an instrument that
allows perceiving the heat radiated by aircraft engines. It is believed that the results obtained
are exceptionally good, but the tool/instrument seems impractical due to the narrowness of
the field.

In France and England, there was talk before the war of devices using rays or radiation
spreading at the speed of light. In Germany, a lot of work is being done in the same direction
and we can speak of some especially important achievements. The devices using the electro-
magnetic waves emitted by the plane are being generalized (Bungescu, 1942).

6. Conclusions

In conclusion, Romanian air defense appeared in the same period as in the more ad-
vanced states of the time and remained until 1945 at the same level as them. This was pos-
sible due to the existence of well-trained officers able to understand the complexity of anti-
aircraft artillery firing. The quality of officers’ education was also high because they bene-
fited from courses and training periods abroad and thus were up to date with the latest ad-
vances in the field. This quality could be maintained owing to the establishment and devel-
opment of weapons education in Romania. The quality of training of anti-aircraft artillery
officers allowed Captain Ion Bungescu to radically change the firing, from decentralized di-
rect fire to centralized indirect fire, which was much more effective. It also allowed him to
make the first mechanical firing computer for anti-aircraft artillery in our country and
among the first in the world. The domestic industry was able to produce both the central
firing apparatus and the anti-aircraft artillery pieces. After 100 years of anti-aircraft defense
in Romania (G. Visan, 2017), the history of anti-aircraft artillery can strengthen [ “esprit de
corps of elite officers. They were able, at different times in history, to succeed with the means
at their disposal to maintain the air defense at the level of those existing in the most ad-
vanced states. This analysis highlights the importance of education in preparing those who
will have to find solutions to future problems. Thorough education and cooperation are the
prerequisites for future development.
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