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Dear Readers,
We would like to present you with the first edition in 2019 of our scientific and technical journal Safety
& Defense. We are thereby continuing yet another year of our journalistic activities, which has been noted and
appreciated by the Ministry of Science and Higher Education. This recognition has been expressed by the fact
that Safety & Defense has obtained a positive assessment in the Support for Academic Journals competition.
I am deeply convinced that the support we have received will contribute to the dynamic development of
our journal and improving its rank and quality. We also intend to undertake a wide range of activities that will
enable us to increase its recognition not only in Poland, but also abroad.
In this edition of Safety & Defense, we present eight peer-reviewed articles which present the latest research results concentrated on several areas of security.
One of them is research into the methods and ways of counteracting attacks by using small unmanned
aerial vehicles. In this scope, a particular method that can be divided into several phases is presented:
identifying threats, preparing for preventative actions, conducting counteraction including detection, tracking,
identification, making decisions regarding the manner of counteraction and improving the anti-drone system.
In this edition, we also encourage you to read other interesting articles on the following topics:
• technical and organizational aspects of security associated with the use of aviation weapons and the
transportation of hazardous materials in light of applicable Polish and international laws;
• elaboration of a coherent cybersecurity strategy which will enable a systematic approach to this essential
element of national security; another important issue is also the efficient management of cyber risk in
relations to the state’s entire infrastructure including maritime infrastructure. Cyber-attacks cause a lot of
damage as they entail financial loses, damage to goods and other effects, e.g. legal;
• providing security for air bases against air attacks with the use of land air defense systems, airplanes and
other active and passive measures. The great importance of the issue raised is the result of the conclusions and experiences obtained from war and armed conflicts which confirm that the destruction of air
bases is one of the aggressor’s priorities particular in the early stages of activities, which is described in
subject related literature as the fight for predominance in the air;
• the growing dynamic interest in the use of artificial satellites for military purposes, which are increasingly
available and are based on the latest products of space technology. Hence, outer space should be seen
in the future as a potential stage for military activity;
• supporting information and decision making processes in air defense with the use of computer simulation
which allow for conducting experiments by using models reflecting various fragments of reality in the battlefield including activities in airspace.
We cordially invite you to read through the current issue.
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Abstract
This article outlines the results of studies concerning supporting the decision-making process in air defense with the use of
state-of-the art computer simulator. The simulator is intended to simulate air force operations and air defense in the air, and
the simulated facilities are supposed to reflect real and hypothetical facilities. It allows us to conduct experiments with the
use of models showing particular fragments of reality, which reduce information entropy characteristic of contemporary decision-making situations in air defense.
Keyword: computer simulation, air defense, command, decision process, simulator.

1. Introduction

force accomplishes standard tasks, usually in difficult circumstances resulting among others from dynamic changes
of operational and tactical situations and the random character of the phenomenon shaping the changes. For commanders responsible for using ground and air elements of
air defense, such circumstances cause major difficulties in
command, which concern the need to take decisions with
hesitation and risk under the pressure of a permanent lack
of time [1]. The subjects of decision-making are usually variants of solving decision-making problems, included in the
area of responsibility of a particular commander – decision
maker. Nevertheless, the random character of conditions
causes the uniqueness of decision-making situations. An
undoubted advantage of experiments on models of reality without the necessity to bear the real risk of defeat and
the costs resulting from bearing losses in real fighting becomes really attractive in the simulation support of air force
command. At the Polish Air Force University in Dęblin, the
operational-tactical simulator of Air Force ‘’GAMBLER’’ is

The universality of simulation methods has been the main
reason for their use in solving problems in air force command. Yet, in the ’80s and the ’70s, the development of information technology inspired the authors of many theoretical research papers devoted to their use in command. The
contents of the research papers preceded real possibilities
of the then laboratory simulation models, which were characterized by significant slowness of operation and arduousness in their operation: first af all, the users found it difficult
to accept a high number of assumptions simplifying the then
mathematic models used to reflect the phenomenon of the
battlefield. These disadvantages did not derive from the
state of the theory of modelling problems of the battlefield,
but from the possibilities of cyber technology at the time.
Taking into account all the contemporary conditions of air
battlefield in times of crisis as well as in times of war, the air
*
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The simulation module enables the following:
observing a simulation in real time with the possibility of
stopping and accelerating;
• viewing selected parameters participating in a particular
scenario;
• viewing users of a particular scenario;
• saving a file with a record of the episode;
• downloading a file with a record of the episode;
• having an overview of operational time
• having the possibility of rewinding simulation to any specific time;
• sending messages to both sides playing and receiving
messages to all logged in users;
• specifying METEO conditions for every user.
The user’s module is an interface for each side (each
user), who can make a decision to use its combat capabilities. This module is supposed to be connected with the simulation module processing fast-changing data and to share it
with the target user.
This module allows:
• administering all basic facilities available to a side;
• communicating with available basic facilities;
• obtaining information about the state and tasks being accomplished by basic facilities available;
• obtaining information about facilities of the opposite side
(in a limited range);
• obtaining information about conditions and terrain of conducted operations;
• scaling the situation (scale change);
• marking and reflecting all zones, areas, corridors necessary to user;
• text communication with a coordinator (simulation module);
• moreover, a coordinator also has an opportunity to manage all capabilities of playing sides, including their state,
location, accomplished tasks, as well as changing their
states.
The simulation allows us to map decisions taken by both
sides, states and events in aspects of time and space, physical results of fight between facilities defined in the scenario,
which might be conventionally divided into offensive and defensive potential and potential of defense facilities.
It is also possible to introduce a third user (side of the
conflict). The aspect of results of fighting is of accidental
character with a schedule determined by efficiency parameters of combat capabilities [3]. Possible relations of fighting,
which can take place during simulations are illustrated in picture 1 below.

used as a tool to support the decision-making processes.
Its use during numerous command-headquarters exercises
in air defense units proved its applicability. With reference
to the subject of studies, it has been acknowledged that the
aim of the article will be to confirm the legitimacy of supporting air force commanders in the decision-making processes
with the use of modern computer simulators. Besides, it has
been acknowledged that achieving this aim will be plausible
after solving the main concern of studies which is the question: to what extent will the use of the modern computer
simulation in the process of commanding air force influence
the quality of decisions taken by commanders?

•

2. Methodological conditions of simulator in the
decision-making process in air defense
The use of the simulator to solve problems of air force command belongs to the group of simulation methods assigned
to assess the results of combat operations and war games
[2]. In these methods, the main principle is stochastic character of determining partial results and taking them into account
during experiments. Problems with identifying the simulation
methods, reflecting combat actions are almost identical as
in the case of assessing reliability of calculation methods
used in calculating phenomenon with appropriate mathematical models [3]. They result from the practical inaccessibility
of simulated reality as a model. It is necessary to complete
the supporting tools which are being discussed in this article
with expert methods. Despite this methodological difficulty,
enumerated kinds of simulators and calculation methods are
being developed and successfully used in command. The
acceptance of these simulators by users results from appreciating the practical advantages of using tools to solve many
problems, whose solution, by means of intuitive methods,
often prove unreliable, and consequently, worse than one
derived from using simulating methods. From the support of
command’s perspective, the main advantage of simulation
combat operations in a simulator is taking into account time
and the possibility of studying facilities at any time throughout
operations. The possible interactions of both sides are identified in time and space by checking a number of conditions,
which are dependent of decisions taken by experiment users performing as decision-makers, in accordance with their
qualifications which they have in command systems. The
commander has an opportunity to familiarize himself with
thepossible development of an air an operational-tactical situation, which results from his decision before it is implemented in real life.
With reference to the simulator structure, the following
modules can be distinguished:
• scenario;
• simulation;
• user.
The scenario module, among others, enables one to edit
and copy facilities comprising operational-tactical situations
in the air (to some extent on the ground as well) and to compile a database of these facilities.

Picture 1. The relation of interactions between combat capabilities in the air.
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between initial combat capabilities and combat assets taken
into account in the scenario and the final state (they might be
losses of particular aircraft types, rocket air-defense systems,
radiolocation stations on either side, effects of an attack on
opponent facilities, etc.). Each partial simulation result might
be treated as a random variable with its own distribution in the
first numerical distribution. Normal distribution of a random
variable might be accepted when its realization is influenced
by many factors and that influence is unspecified and none of
the factors has a dominant role. Consequently, we might deal
with many random variables in a normal distribution, where
the parameters of each of them are usually different. It can
be assumed that the parameters of these distributions will
depend, in a way difficult to establish by means of analytical
methods, on the scenario and specificity of a simulator. As
a result, it is necessary to identify the parameters of these
distributions by means of statistical methods for each random variable of a scenario. It should be pointed out that the
expected, the most probable result, not one of the possible
results, is taken into account (on the basis of the results of
such simulation). This is the essence of the probability attitude in consideration concerning the estimated effects of
actions – nothing better has been invented so far. The most
probable result of a random variable in a normal distribution
refers to an average value (expected one) [3].
Another significant parameter is variable (or, e.g. standard deviation), which is the measurement of random variable
dispersion. In anticipation of what might happen – what the
only realization of random variable will be like – assuming
that it will be the expected value, the greater ”risk” of error
we take, the larger dispersion of random variable realization
is, that is the higher value of variable (standard deviation)
characteristic of its distribution[3]. Commonly used units of
dispersion are: a standard deviation, and variance of random
variable (here, losses).
Assuming a normal distribution of losses, the following
situation may be illustrated in the diagrams presented in picture 3.

During simulation experiments, the GAMBLER stimulator, presents the results of decisions concerning using the
air force and not only in terms of time and space, but also
in efficiency in accomplishing assigned tasks. An account
of this efficiency consists in declaring the possibility of task
accomplishment with the use of combat assets in particular
conditions. After decoding an occurrence of these conditions
during simulation, drawing the result of task accomplishment
with the possibility and taking into account these results in
further simulation then follows. As a consequence of the accidental character of results of identified fights (ground to air,
air to air, air to ground or interaction) each result of simulation might vary. Furthermore, in the case of a high number
of such drawings simultaneously illustrating the interaction of
a high number of homogeneous combat assets, the results
of simulation should not significantly vary.

Picture 2. An example of the content of GAMBLER simulator stations shown
on the computer monitor when using the tactical situation editor.

In turn, it is hardly possible to achieve the most probable
simulation operation (the only one we are interested in during
the decision-making process) with the application of a small
number of interactions and fights [4]. The measure of difference might be a standard deviation, which in the case of a normal distribution is proportional to the root of the number of
simulation experiments. Hence, to increase accuracy of simulation twice, it is necessary to increase their number four times.
This can be confirmed by Bernoulli’s law of large numbers or
Chebyshev’s principle [5]. In this situation, it is advisable for
each simulation experiment to define how many repetitions of
a simulation experiment should be completed – for a particular
level of trust – in order to estimate an approximate average
result of simulation (expected value). We deal with the use of
the Monte Carlo method with reference to simulation results.

Picture 3. Distribution of losses for both variants.

Based on the example given in picture 2, it should be noted that the flatter Gauss’s curve responds to a big variance
(option A), hence a more hazardous situation. Variance is the
measurement of the dispersion of consecutive realizations of
options in the aspect of losses around expected values (average). The bigger dispersion (variance), the higher risk of obtaining the result different from what has been expected while

3. The use of simulation results in the
decision-making process in air defense
Depending on its objectives, the simulation results might
be various parameters obtained on the basis of difference
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We calculate the variance for each – unit selected as initial data as for data x.
We define the necessary number of simulations N. For
this purpose, we calculate a number of experiments for each
initial data on the basis of [8]:

using a variant – estimated in plus or in minus [6]. Therefore,
next to the criterion of the average efficiency value in assessing planning options in military operations, it is also essential to
take into account the criterion of risk as its natural completion.
Having access to simulation software and the scenario of operations, it is possible to estimate the selected random variable with assigned accuracy (there might be not only losses, but
also any factor which accidently undergoes changes during
simulation. The estimation of distribution parameters, which is
an average value or variance for any random variables characteristic for a described option of operations is relatively easy
while using simulation software designed for assessing fights/
fighting?. It is always possible to mark the necessary number of simulation experiment repetitions, to estimate the value
of these parameters by means of statistical methods [7]. The
necessary number of experiments N to estimate the parameters of distribution with a given measurement error can be
calculated using the following procedure:
1. Outlining relevant initial data of a given simulation (random variables).
2. Defining the value of error in units, in which initial data is
measured e.g. in initial data, losses are in F-16, the error
of average value assessment can be specified on any low
level, it can be lower than units. Nevertheless, one should
bear in mind that the smaller an error is, the more simulation experiments should be conducted to the estimate
average (estimated) value of initial data.
3. Defining the level of trust for every output value, i.e., the
probability that in estimating the average value one can
make an error larger than the adopted measurement
error. As we deal with the operational-tactical nature of
making estimations while assuming values of trust levels,
some analogies for accepting guaranteed probability values used in the past in efficiency calculations (0.95,0808)
can be applied. Hence, for really significant values, it is
recommended that the level of trust α would be 0.05; and
for a smaller factor between 0.1 and 0.2.
4. Estimating the initial standard deviation δ (variance – δ)
for each initial data. For this purpose, we conduct a series of preliminary simulations (e.g. 5–6) and we carry
out a preliminary assessment of each selected initial data
regarded as the result of a simulation [3]. If parameter
regarded as the result of a simulation shows a substantial deviation from its average, the number of preliminary
simulations should be increased e.g. to 12. For example,
for data we receive a sequence of preliminary results
(x1, x2,… x1… xn,), which allow us to calculate the value δ2
on the basis of the formula below [8]:

;

(3)

where:
δ – preliminary estimate of standard deviation (δ^2-variance) in
point 4;
ε – expected error measurement in point 2;
α – trust level of calculations-probability of making an error bigger
than estimated measurement error-ε, assumed in point 5;

For further consideration, we need to take the biggest
number of repetitions of the simulation experiment which
was derived from a number of repetitions for each initial data
(N_max).
We conduct N_max experiments, and on the basis of
their results, we calculate an average value and variance for
each initial data as result of simulation on the basis:
(4)
where: x_i result of i-experiment of data x.
(5)
To sum up, conclusions including formulating an anticipated assessment with the use of the GAMBLER simulator in
experiments involving aspects of efficiency of task fulfilment
by means of combat assets requires preparation of statistical
results of series planned simulations which might be conducted in compliance with a suggested procedure [9].

(1)
where: an average value is calculated as an arithmetic
mean on the basis of:

Combat positions
of anti-aircraft missile

(2)

Picture 4. An example of depicting the deployment of missile defense systems
on the monitor when modeling an air defense system at the tactical level.
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in question in supporting a planning process conducted on
commanding position of anti-aircraft missile brigade of air
defense (SAMOC) is modelling a combat group in the Missile Engagement Zone – MEZ in order to create an appropriate system of fire and to recognize air opponents. Ways
of using a simulator might vary here. Full verification of the
legitimacy of simulator use presented in this article has been
confirmed to some extent by its users, for whom this tool has
been assigned. The use of the simulator to support the command of the air force was a secondary issue at the time of its
construction. Attention was drawn to its application features
in supporting task accomplishment and the possibility of its
use during scientific research. However, the use of GAMBLER in command plays the most important role, not only
due to its range of use and achieved effects, but mainly due
to decisions taken in the decision-making process [13]. Yet,
the possibility of raising them on a higher substantive level
thanks to the use of the simulator, even in one of suggested solutions is enough to justify the need for its use in air
defense command. It should be noted that from the technical point of view, the advantage of computer simulation as
a method of research is its versatility and universality in considering various problems. It allows us to experiment, check
and compare new systems or launch changes to systems
already functioning.

Picture 5. An example of the contents of the workstations depicted on the
monitor during the modeling of the opponent’s radiolocation information area
(selection of positions of radars)

To sum up, conclusions including formulating an anticipated assessment with the use of the GAMBLER simulator in
experiments involving aspects of task fulfilment efficiency by
means of combat assets requires preparation of statistical results of series planned simulations which might be conducted
in compliance with a suggested procedure [9].
In summary, it can be assumed that it is recommended to
use the GAMBLER simulator to prove a doubted hypothesis
[10]. For example, let us assume that a decision-maker has
some doubts as to how to determine facilities for attack on air
force for the following day. Furthermore, let us assume that
he has two hypotheses of equal efficiency or with little dominance of one over the other, resulting from irrelevant, subjective preferences. The first one shows a legitimacy of attack
of the C31 system (command and reconnaissance system),
the latter – a need to stop air attack. Both groups of facilities
are perceived as strong sides of the opponent. Proving one
of hypothesis with the use of GAMBLER simulator is possible
according to rules mentioned below such as [11]:
• the change of a single factor;
• transparency of sides’ intentions;
• exclusion of a rare event or case;
• maintaining limited relations.
Attention should be paid to the fact that what will be anticipated is a situation which will occur not sooner than two
days, which may raise problems with the opponent’s assessment and necessity to take default decisions by commanders
in the whole chain of command in air defense [12].
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4. Conclusions
Precise descriptions of functional capabilities and rules of
using a simulator are included in literature. Nevertheless,
a synthetic description of its capabilities in this article should
allow better understanding of it, especially in the context of its
use in solving problems of command of air and ground facilities in air defense. The most important use of the simulator
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Abstract
The following study is devoted to the problem of preventing offensive missions led with small Unmanned Aerial Vehicles
(UAVs). The main goal of the paper is to familiarize the reader with a general methodology for counteracting offensive UAVs.
In this paper, the authors describe counter UAV approach, which includes several stages, such as: the identification of threats,
the development of prevention measures, active counteracting (including: detection, tracking, identification, evaluation, decision making and counteraction), evaluation and improvement of the anti-UAV counteraction system.
In the recommendations, the authors give two non-exclusive practical approaches to countering hostile UAVs: the o f f e n s i v e
counter UAV and the d e f e n s i v e counter UAV, which concern wide range of different strategies from “destroy as many UAVs
as possible” to “protect all high value assets from UAVs threats”.
Keywords: Unmanned Aerial Vehicle (UAV), offensive and defensive counteraction to UAVs, threats from hostile UAVs, protection of High Value Assets (HVA).

1. Introduction

Air Control) and aerial spotting at the beginning, they evolved
to SEAD (Suppression of Enemy Air Defense) Strike [1], CAS
(Close Air Support) and Interdiction. Contemporary UAVs
can even accomplish On-Call CAS [2].
Based on the Ukrainian experience, the most dangerous
examples of hostile UAV using, beside reconnaissance, are
aerial spotting [3, 4] and air strikes at ammunition depots [5].
And the other side of the coin is to counteract this new and

The emergence of the Combat Unmanned Aerial Vehicles
(UAV) caused changes in the its mission roles, which began to combine the tactics of manned reconnaissance and
bomber aircrafts. From such missions as Recon (Reconnaissance), BDA (Battle Damage Assessment), FAC (Forward
*
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a) using different ways to camouflage and shield high value assets (such as the use of smoke and masking aerosols; the skillful use of protective features of the terrain by
troops and military units etc. [10]);
b) the creation of a system of HVA decoys;
c) the restriction or prohibition of the use of wireless communication and mobile phones, as well as active GPS
devices, etc.

effective weapon in the hands of the adversary. Ukraine faced
this problem during Anti-Terrorist Operation (2014–2018) and
Joint Forces Operation (2018–…) in Donbass.
There are more than 600 violation of Ukrainian air space
by Russian UAVs from 2014, which has been officially confirmed [6]. And also, a lot of eyewitness accounts of such
violations are recorded on everyday basis (on average 3 to
5 flights per day) [3, 4]. Though, there only near 80 of these
violators were destroyed for this time (several of them, obviously, fell down with own technical failures) [7].
Considering the Russian hybrid war against Ukraine with
the use of both military and terrorist tactics for UAVs, simple
calculations show that each UAV performs in average from
8 to 70 flights for its life cycle (with a designed guaranteed life
cycle of 100 flights). This fact eloquently indicates the urgent
need to develop new methods of defeating them.
While shooting down large UAVs (such as Russian “Forpost”) is identical to the same actions against piloted aircrafts
and is carried out in the state air defense (AD) system, shooting down small UAVs (such as Russian “Orlan-10”) with area
defense missile systems is economically unprofitable.
The way of solving this problem is the development of
proper agile counter-UAV subsystem inside the state AD
system. So, the paper’s aim is to give some insights for those
who will be creating such subsystem and to design a kind of
“roadmap” for them.

b) Detection and Decision Making
The main problem in combating UAVs is detecting small and
low-altitude targets. Indeed, the current level of UAV production technology (using of plastic, fiberglass, foam in their construction) can provide radar cross-section values from 0.1 to
0.005 m2. In addition, the use of low-power economic engines makes their flights almost silent, which also interferes
with the process of target detection, identification and tracking. Therefore, searching for and detecting small-scale UAVs
requires the use of complex tools and equipment, running on
diverse physical principles.
Now, for the detection of UAVs are used passive (such
as radio, acoustic, built-in opto-electronic means on military
anti-aircraft installations, air visual surveillance posts (air
guards)), as well as active (such as radars).
There are several types of units in different Services with
the same task – to counter UAVs, which they execute separately. So, the detection of the UAV electronic equipment,
determination of operating frequency ranges (ELINT) are
carried out by ground-based electronic intelligence systems.
Electronic warfare units are responsible for detection and
jamming hostile UAVs. Artillery reconnaissance has capabilities to detect UAVs and to destroy their ground control
station (GCS).
Also, every military installation (base) has its air guards
with communication and data transmission equipment and
visual observation tools for detecting small-scale, low-contrast targets.
The first task in creation of counter-UAV system is to design Command and Control (C2) system with ability to unite
information from all these systems for improving the overall
quality of interaction and intelligence exchanging.
Such C2 system is responsible for the tracking process,
during which a UAV is identified (friend-or-foe) and is assessed for potential threats. The decision on appropriate
counteraction to offensive UAV is made, based on the threat
level evaluation.

2. Counter UAV Methodology
The common AD methodology is described in [8, 9], but it
was designed to contradict mostly to wide air operations and
cannot be directly applied to the counter-UAV process.
With authors’ refinements, this methodology can be
shaped in counter-UAV subsystem comprised of several cyclical stages, as shown in Figure 1:
a) R e a d i n e s s . Includes activities for analysis of threats and
preventive measures to understand offender and protect
HVAs.
b) D e t e c t i o n and D e c i s i o n M a k i n g . Measures, which
include activities such as detection, tracking, identification, threat evaluation and decision making.
c) I n f l u e n c e . Active countermeasures including destructive and non-destructive impacts on hostile UAVs.
d) E v a l u a t i o n and improvement of the anti-UAV counteraction system.

a) Readiness

c) Influence

Identifying and distinguishing threats against a protected object. Aside from analyzing one’s own vulnerabilities and risks,
it is necessary to create a model of the offender’s goals and
courses of action.
It is also necessary to carrying out ceaselessly a set of organizational measures, aimed at misleading the enemy with
regard to the actual location of troops in combat positions, reducing the efficiency of conducting ISR from hostile UAVs as
much as possible. Such organizational measures that need
to be carried out in the troops should include:

There are several ways to prevent negative effects caused
by offensive UAVs on our sites. They can be such as destructive and non-destructive (hard and soft) influence;
kinetic/non-kinetic destruction of UAVs, and/or signal repeater and/or ground control station (GCS), with/without
the interception of UAV/information, information (cyber)
impact, etc.
The most obvious method is p h y s i c a l d e s t r u c t i o n .
Various weapons can be used for this purpose. Thus, small

7

Safety & Defense 5(1) (2019) 6–12

Analysis of world
experience in the
using UAVs and
countering them

Concealment
of the object

Analysis of the
object's vulnerabilities
and methods of th eir
protection

Protection and defense
of the object

Camouflage

Shelter

Imitation

Training of
personell

Offender model of operation
Analysis of enemy capabilities and ways to
counteract threats

Controlled zone
(above 5 km)

Information from the
higher commander

Visual observation

Network of air visual
surveillance posts

Detection and observation
post

Optical (UV, visible range, IR)

Traking

C2 of the
counteraction system

Information from
interacting units

Acoustic

Radar

Radio

- friend/foe
- classification (purpose)
- ...

Identification

Threat evaluation

- the expected direction of action
- expected damage
- ...

Decision making

- opt the appropriate response
- selection from alternative actions
- selection means of impact
- ...

Physical destruction of the UAV,
repeater, ground control station (GCS)
Anti-aircraft rocket and/or
artillery defeat
(glider, power plant)
Use of new physical principles
weapons
- laser weapons
- microwave weapons
- plasma weapons
- ...
Use of trained birds-predators

Evaluation of counteraction
effectiveness

Destruction of UAV’s
GCS
(air strike, artillery,
MRLS, special forces)

Air-to-Air UAV destruction
(helicopters, light aircrafts
– small-weapon, jet
aircrafts – jet blast)

Interception (capture) of
the offensive UAV

ECM (electronic counter
measure) action

GCS

Using of nets from the
(UAV-)interceptor

Analysis, generalization and
distribution of "lessons learned"

Navigation equipment

Search for the best solutions
(tactics and techniques)

Figure 1: Counter UAV General Approach
Source: Martyniuk, Microsoft Visio

8

Using from (UAV-)interceptor
nets, cords, dispersions to
disable the power plant of
the offensive UAV
Cyber counter measure
(Command and control system)
Information channel
Control channel
(breakdown or
intercept control)

Improvement of the anti-UAV
Counteraction System

Safety & Defense 5(1) (2019) 6–12

lightweights can be shot down with the help of small arms,
anti-aircraft artillery, and it is expedient to use anti-aircraft
missile systems to defeat large UAVs. The leading countries
of the world are working on and creating EMI, microwave, laser, as well as conventional weapons [11, 12, 13], to destruct
offensive UAVs.
The result of this method is fast and concrete, but the
physical damages caused by hostile UAV prevent us from
revealing of its intended mission.
So, the next method, I n t e r c e p t i o n , is free from this
disadvantage. Physical access to the captured UAV gives us
an opportunity to disclose the foe’s intentions.
Interception can be “hard” or “soft”. “Hard” means a physical non-destructive impact on the hostile UAV to make it land
within our area of responsibility. This could be performed by
UAV-interceptor or even by a trained bird of prey [14, 15,
16, 17]. “Soft” interception is a cyber or electronic impact, as
described below [18, 19].
I n t e r f e r e n c e w i t h e l e c t r o n i c e q u i p m e n t (jamming) is another significant approach. As an alternative to
physical destruction, the suppression of a UAV’s electronic
systems can force an offensive UAV to land or to fall. Some
modern UAVs can independently perform some of these
tasks, but almost all UAVs are still operated by a remote pilot, and the commands are transmitted over the radio channel. Thus, the suppression of the control channel by means
of electronic warfare (EW) can, at least, hinder hostile task
execution. Currently, it is not a common practice to equip
UAV with an intelligent autopilot capable of taking control in
the case of losing the operator’s signal. In addition, loss of
communication with the operator will result in an inability to
transmit intelligence information, such as a video signal from
the UAV camera. The fate of UAVs left without control depends on the party performing an interception.
In case of a loss of communication with the operator,
some UAVs have an appropriate mode of operation. When
the signal from the remote control is lost, the automation
returns the UAV to a designated area where it can make
a landing. In this case, the control system ignores all signals, and the movement to the specified area is carried out
using satellite navigation. Using GPS, GLONASS or another navigation system, the aircraft can determine its own position in space, direction and range to the operator or aerodrome, and return to it. In order to prevent the “evacuation”
of UAV, the means of electronic warfare should suppress
not only the control channel, but also the signals of the navigation system.
As a result of the successfully “jamming” of all these signals, the foe, with high probability, will lose the equipment
that has appeared in the area of the EW, with all its information (intelligence).
Nowadays, different types of AD means are in the units
of different services, that significant decrease efficiency of
cooperation by increasing the information exchange time.
So, the main task of Counter UAV system is to unite not
only the detection and tracing means but also AD means under common C2 system.

d) Evaluation and improvement
On this stage the experience of each combat application is
summarized, lessons learned are disseminated between all
units, recommendation are created for improvement of the
anti-UAV counteraction system.

3. Recommendations for creation of Counter
UAV System
According to Ukrainian experience in counter-UAV actions
in Donbass (2014–…), it is necessary to distinguish two
non-exclusive practical approaches to countering hostile
UAVs: the o f f e n s i v e counter UAV and the d e f e n s i v e
counter UAV, which concern wide range of different strategies from “destroy as many UAVs as possible” to “protect
all high value assets from UAVs threats”. Wide range of criteria can be used for evaluation. Some possible of them are
shown in table below.

3.1. Offensive counteraction to UAVs
The low effectiveness of the counteraction to small UAVs
by area defense missile systems (also, it is too expensive)
necessitate the development and implementation of special
measures, both for their physical destruction and for counteraction to the intelligence, control and weapon UAVs onboard systems. Such a list of measures may include:
a) The creation of special groups of air-defense units, which
include various types of short-range SAM systems, a forward area air defense gun system, MANPADS, which
have relatively high intelligence and fire capabilities for
small-scale targets and are intended exclusively for delivering damage to the UAVs;
b) The improvement (modernization) of existing assets of
anti-aircraft weapons in order to increase the splash effectiveness of small-scale targets;
c) The development of perspective sophisticated anti-aircraft weapons designed to solve specific problems of
detecting and defeating small-scale air targets, including
UAVs (drones);
d) The development of specialized equipment for splashing
small-scale air targets, based on unconventional ways of
destruction and weapons on new physical principles;
e) The creation of a system of military measures to counteract intelligence and control systems, reducing effectiveness of hostile UAVs’ mission.
For the effective counteraction to small-scale air targets,
it is necessary to create a p u r p o s e f u l c o u n t e r a c t i o n
s y s t e m (as part of the overall air defense system), which
should include an active component (damage to the UAV by
fire or by any other means from the ground and in the air) and
a passive (non-destructive) component (a series of measures to counteract intelligence and control systems, and to
reduce the UAV-mission effectiveness).
The destruction of the ground component of an unmanned
aerial system (UAS), such as GCS, launch and maintenance
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Table 1. Criteria for evaluation of counter-UAV system effectiveness

Approach
Protected object
OFFENSIVE
JOA

Our task

Example of Criteria

Early prevention.
Disabling of UAVs launching (destruction of
lunching sites)

Restriction of air space violations in JOA:
Destroy as many offensive UAVs as
possible

Destruction of UAV in flight

Air supremacy

Almost none of hostile UAVs can execute
their mission

Air superiority

Less than half of hostile UAVs can execute
their mission

Denying of offensive UAVs mission
fulfillment toward HVA

Capturing UAV before its mission
Capturing UAV with information
(intelligence), had been collected by them.

Preventing taking/transmitting info
(non-kinetic / kinetic), including cyber

DEFENSIVE
HVA

JOA

Our result

Denying information transmission

Preventing HVA damage, protect all
HVAs from UAVs threats

Reliable and sustainable existence of HVAs

– joint operation area;
– number of launched UAVs;
– number of destroyed UAVs;
– effectiveness of hostile actions without AD system;
– effectiveness of hostile actions with AD system;
– information which can be transmitted by hostile UAV without our actions;
– information which can be transmitted by hostile UAV with our actions;
– importance of i-HVA;
– probability of i-HVA destruction;
– number of HVAs.

other means of reacting to UAVs with an extremely low reflection surface.
In order to defeat a UAV by fire or by any other means
in the air, an anti-aircraft missile (artillery) fire system must
be thoroughly organized, and it can only become effective if
a series of special measures are taken in response to smallscale air targets. It should be created as a part of a common
unified air defense system as a special s u b s y s t e m o f a i r
d e f e n s e t o s m a l l - s c a l e t a r g e t s . Such targets include not only UAVs, but also high-precision weapons (guided bombs, cruise missiles, etc.).
The subsystem of air defense to smalls c a l e t a r g e t s include elements of ISR and warning systems, combat operations management, anti-aircraft missile
and anti-aircraft artillery fire systems, a set of specialized anti-aircraft weapons, and so on.
The tasks of detecting, tracking small-scale UAVs and the
dissemination of information on the coordinates of their flight
should be solved jointly by all ISR units, with the creation of

sites, as well as UAVs before their launch, may be carried
out by artillery, MLRS units and, by attack aircrafts. Since
the launch and maintenance sites of small-scale UAVs are
forced to deploy directly in the tactical zone near the forward
edge of battle area and even on the battlefield, they can and
must be set as a high priority target and be destroyed by fire
units. The combat range of attack helicopters and close-support aviation also make it possible to reliably wipe out UASs’
maintenance and launching units on the ground, along with
all UAVs, before the start of their mission.
The destruction of elements of the UAS at their deployment sites should also be carried out by Special Operation
Forces (SOF). An important part of this mission is also to
find out the locations of UAS units, their strength, plans, and
technical characteristics of GCS. Such measures are carried
out by both technical means of ISR and covert intelligence.
Performing the task of destroying the ground elements of
UAS, in order to prevent the launch of the UAV, becomes
particularly relevant due to the lack of efficiency of all the
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attacks, and tracking and shooting down small-scaled air
target. The main idea is to combine the properties of the various existing detection systems, methods of guiding, SAM
and anti-aircraft artillery means of various types and placing
them at common fire positions, in order to compensate the
disadvantages of some by the advantages of others in various conditions. The feature of the use of MMAAGs to combat
UAVs should be the possibility of creating the “hidden zone
of fire”.
The separate fire units of such groups can act in the most
dangerous UAV flight areas of as moving ambushes among
a set of HVAs. This results in unexpected air defense fire and
increases the effectiveness as of the HVA’s protection so of
damage to small-scale UAVs.
In such groups, ROE and guidelines for interaction in the
fire system of the small-scale UAVs counteraction should be
pre-designed in advance. These instructions should specify
the procedure for conducting the detection, tracking, identification and elimination of UAVs, the exchange of information
between the anti-aircraft units and weapons on the coordinates of a UAV flight, the results of combat, the techniques
of concentration and dispersal of fire, the assigned rockets
(ammunition) consumption, as well as other issues regarding
the specificity of air-defense combat for small-scale targets.
The hitting area of MMAAGs must be comprised in such
a way that sectors of active and passive anti-aircraft weapons are superimposed on one another (for the possibility of
firing one target with anti-aircraft weapons that use different
methods and techniques of target tracking and rockets (ammunition) guidance, and in different ways are protected from
EW interference).
The decision of which strategy (offensive, defensive or
a combination thereof) to the termination of enemy’s hostile
action is most suitable in each situation depends on the resources available to each opposing party. Mostly, they include time, weapons, and personnel.

a single information space concerning with network-centered
warfare strategy.
Naturally, in order to improve the efficiency of the search
and detection of small-scale UAVs, it is necessary to use
a set of tools on diverse physical principles. The detection of
such UAVs should be carried out by passive means of ISR
(radio, optic, acoustic), as well as active means (radar). As
mentioned above, anti-aircraft searchlights and the network
of visual observation posts may come in handy.
A system of anti-aircraft missile and artillery fire should
be in line with the requirements. It must be carefully planned,
built, and deployed considering the protective features of the
terrain for troops, military units and high value assets.
It should be noted that the active defeat of the small-scale
UAV by anti-aircraft means, those are in service nowadays,
is possible only with great limitations and restrictions for the
detection and firing on a UAV with a reflection surface of less
than 0.01 m2. Effectively targeting a UAV, which has a less
reflective surface is practically impossible with ongoing anti-aircraft systems.
For reliable damage to the micro-UAV with anti-aircraft
fire, it is necessary to develop and design specialized anti-aircraft weapon systems, may be based on new physical
principles (laser, EMP, etc.).
The development of such new weapon systems is an extremely acute problem facing the military industry and weapon designers. The solution to this problem should be a challenge soon.

3.2. Defensive counteraction to UAVs
The protection of HVA from small UAVs should be carried out
in the general air defense system, whose main criterion of
efficiency should be distorted damage to a protected object.
There are several conclusions after the assessment of
the current capabilities to counteract small UAVs. Command
posts of ISR means of military units, which must provide anti-aircraft systems with time-sensitive information on the coordinates of air targets, when working on small-scale UAVs
are ineffective. The detection range does not allow the higher-level staffs of air defense units to participate in the fire
control of subordinate units, which significantly reduces the
potential combat capabilities of military units as a whole. In
such cases, decision making on firing (the launching of surface-to-air missiles) by air defense units must be carried out
autonomously, by separate units, based on previous guidance provided earlier, according to their own observation
means.
However, separate fire units, in the case of counteraction
to small-scale air targets, have similar problems, which are
caused by the specifics of the construction and UAV-led missions. Therefore, the effective damage to the UAV in the air
is extremely complicated.
In order to solve this problem, it is proposed to create mobile mixed anti-aircraft groups (MMAAGs), that should have
similar properties as prospective combined anti-aircraft systems and can apply different principles for detecting airborne

4. Conclusions
The given methodology shows way to synthesis of the Counter-UAV Subsystem in the state AD system. Such subsystem
allows to integrate means and efforts of all units, which execute the task of UAV countering separately, in the state AD
system under common C2.
At present, both HVA concealment from UAVs threats and
physical destruction of hostile UAVs is necessary. Based on
Offensive-Defensive strategies were refined tasks and goals
for the Counter-UAV Subsystem. And the set of criteria was
defined for wide range of countering strategies from “destroy
as many UAVs as possible” to “protect all high value assets
from UAVs threats”.
Recommendation for creation of small mobile AD groups
in Counter-UAV Subsystem is solving problem of efficient resources distribution and allows multiplying efforts of different
types of counter-UAV means.
The approach given in the article is a roadmap, the
first step to countering modern and future UAV tactics. So,
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Abstract
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1. Introduction

goods, their various types and the extent of the threats they
pose. They also include conditions for packaging and marking transported weapons, detailed technical conditions of
motor vehicles, tanks and containers thanks to which hazardous materials are transported, and their equipment and
markings for rail and air transport, extended documentation
of weapons service, and finally provisions related to ecology.

The process of the technical modernization of the Polish
Armed Forces has accelerated significantly over the past
few years. We are currently witnessing the introduction of
new, complex weapon systems and military equipment into
the Armed Forces. These are the key and well-known modernization programs aimed at increasing the combat potential of the Polish army. Simultaneously, a significant range of
weapons and military equipment is constantly ordered and
purchased, ranging from radiolocation stations to uniforms.
On the other hand, Poland’s membership in the EU has
forced the adaptation of the legislation to EU requirements.
This process also applies to legal acts regulating the purchase, transportation and weapons convoy, as well as ensuring safety during the performance of all the listed operations.
The diversity of these law provisions consists of many
factors. The main ones are: an extensive list of dangerous
goods, different physicochemical properties of individual
*

2. The importance of aerial weapons and aviation
safety
When analyzing legal acts regarding the defense and security of the state, it can be noticed that the main reference
point in the understanding of the term “weapon” is the Act of
November 29, 2000 on the foreign trade in goods, technologies and services of strategic importance for the security
of the state, as well as for the maintenance of international
peace and security, and on the amendment of certain laws
(i.e., Journal of Laws of 2004, No. 229, item 2315). According
to art. 3 (2) of the Act [quoted]:

Corresponding author
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control. No accidents, no hazards, etc. indicate the idea that
this is possible (through the right project or the right actions)
to master and control all factors that can have adverse effects in operational reality. However, while the elimination of
accidents and / or serious incidents and the achievement of
absolute control is certainly desirable, it is an unattainable
goal in an open and dynamically changing operational reality. Threats are an integral part of operating activities. Errors
and mistakes will occur in aviation, despite efforts to prevent
them. No human activity or a human system can guarantee
complete exclusion of threats or behavioral errors.
Safety is therefore a more relative than absolute concept
in which the safety risks resulting from the effects of threats
in the operational reality must be allowed in a system that is
safe in nature. The key issue is still control (supervision), but
more in relative than absolute terms. As long as the safety
risk and the possibility of operating errors in operational activities are maintained at a reasonable level of control, the
systems so open to change and dynamically subject to them
as civil commercial aviation are considered safe. In other
words, safety risks and operational errors in operational activities that are controlled at a reasonable level are acceptable in a system that is safe in nature.
Safety is increasingly perceived as the result of managing
some of the organizational processes that are aimed at maintaining the safety risk resulting from the effects of threats in
the operational reality as part of an organized control. Therefore, the concept of safety has the following meaning:
Safety is a condition in which the possibility of damage to
people or property is minimized and is maintained as part of
a continuous process of risk identification and safety risk management at an acceptable level or below this acceptable level.
Therefore, in order to ensure the safety of the aerial
weapons, it is necessary to ensure:
• proper servicing of aerial weapons both on the ground
and in the air;
• adequate transport of weapons and hazardous materials;
• proper storage and disposal of these materials, without
harm to the environment.

weapon is ammunition, explosives, products, their
parts, technologies, specified in the list referred to in
art. 6 (5);
The term aerial weapons is understood as air weapons,
aircraft equipment enabling targeting and weapon guidance,
as well as ground equipment for operating weapons and corresponding on-board systems. Thus, aerial weapons consist
of: weapons, weapon sights or targeting systems, weapon
positions, weapon control systems and ground equipment.
Aerial weapons are munitions with their drives, devices
for controlling or stabilizing the flight path and detonators.
The composition and characteristics of aerial weapons
may change over time. The reasons for these changes are:
scientific and technical progress, changes in the characteristics of tactical and technical objectives, the emergence of
new weapons, war experience and changes in the concept of
using the air force in the event of armed conflict.
All systems and types of weapons can be operated,
stored or renovated. All types of weapons and devices should
be safe when handling them, that is during servicing, repair,
transport, use and storage. They should be characterized by
high service life and, at the same time, high reliability. Operation of the weapons should be easy and not labor-intensive.
Each type of weapons is characterized by certain operation specifications. For example, guided missiles require
specially equipped technical positions to check and integrate
missiles and deliver them to an aircraft. Barrel weapons require regular cleaning after shooting and appropriate equipment for ammunition taping. The bombardier service is very
labor-intensive and requires special mechanical means to
suspend the bombs. Therefore, aerial weapons are serviced
by aerial weapon specialists belonging to the engineering
and air service (maintenance). These specialists are also entrusted with handling: on-board passive interference devices,
transport and amphibious equipment, blasting mechanisms
and pyrotechnics, rocket accelerators, including on-board
installation, air targets, as well as aerodrome and on-board
crew training devices with regard to weapons use.
The scope, technologies and aviation equipment maintenance organizations, including weapons, are regulated
by provisions of law, consisting of: uniform sets of technical
maintenance, technical descriptions and operations manuals, operating methodologies and technology cards, flight
service instruction as well as orders issued depending on
current needs.
Depending on the point of view, the concept of aviation
safety may have different associations, such as:
• no accidents or serious incidents – a view commonly represented by travelers;
• no threats, i.e. factors that cause or may cause damage;
• attitude of employees of aviation organizations in relation
to dangerous activities and conditions;
• avoiding mistakes;
• compliance with regulations.
Regardless of the connotation, all the aspects presented have one common denominator: the possibility of total

3. Safety during aerial weapons service
The service of aerial weapons should be efficient, i.e. fast,
technologically correct and safe. Efficiency of service depends on the quantity and quality of ground equipment, the
number of specialists, their skills and experience, and the organization of service. During the preparation of aerial weapon specialists, and when planning and organizing the weapons service, the specifics of the aerial weapons as an object
of operation should be taken into account, namely:
• high level of safety risk, including bystanders;
• rigorous compliance with safety rules when working on
weapons;
• high labor-consuming preparation for combat use of certain types of weapons, especially bombardier weapons;
• significant differences in weapons service during peacetime and in times of war, when the intensity of the use
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• check the correctness of loading rocket missiles.
c) Bombardier weapons:
• check the correctness of the bomb suspension (correct placing and rigidity);
when using a fan fuze, check:
• correctness of the fuze installation and the MDW1
mechanism;
• correctness of connecting the UWP-J2 rod to the W-N
mechanism;
• correctness of connecting and tightening the UWP-J
carabiner to MDW;
• when using an electric igniter, check the correctness
of its assembly and connection of the MPI3 ball.
Before taking a seat in the cabin of the aircraft, make sure
that the pocket is fastened and that it is correct
• that the ejection seat is secured;
• that the position of Circuit Breakers (CBs) and switches
is correct.
On the ground (in addition to training), do not turn on any
controls for dropping or firing combat assets. After completing the combat missions allow the aircraft to be inspected
by the weapons control group and follow their recommendations. Taxi an aeroplane or helicopter into a safe zone and
shut down engines.
To ensure safety in the air, only the instructor – pilot on
the training ground has the right to permit and prohibit shooting or bombing on the training ground. The aircraft weapon
system should only be switched on the combat path.
When firing on the training ground:
• prepare the weapons for use only on the command of the
commanding officer in the places provided for that;
• fire only in the direction of the firing axis.

of different types of weapons, and thus the intensity of
armament services, increases significantly.
Due to the aforementioned characteristics, aerial weapon
specialists should be prepared in a moral, psychological and
substantive way to boldly handle weapons during their use
while strictly adhering to the applicable regulations.
Flight and Maintenance personnel employed in the service of weapons must be familiar with and strictly comply with
all the safety provisions contained in the aircraft operations
manuals and the instructions of the combat assets.
Personnel who have undergone proper training, know
safety rules, and have passed the examinations in this field
should be allowed to operate aerial weapons. All work and
training performed on aircrafts should be agreed with an aircraft or helicopter technician.
Safety during weapon service is ensured by:
• knowledge of the construction of weapons and service
technology;
• systematic monitoring of compliance with safety rules by
superiors;
• regular training in the use of weapons in all its variants;
• analysis of the malfunction of weapons and combat assets.
Each weapon specialist should know the technological order of individual maintenance operations with various
weapon options.
In order to ensure safety on the ground, it is necessary
to know the rules of moving around the plane of aircraft or
helicopter preparation (PPS) and therefore it is forbidden,
among others:
• to walk, drive or taxi in front of the aircraft marked with the
red flag or warning light;
• to pass or drive behind the aircraft between the tail and
the red flag or warning light.
Before starting the review or training on the aircraft, the
condition of the equipment should be checked and precautions taken to protect oneself against unintentional firing, firing or dropping of suspensions, and the ejection seat firing.
The inspection should be carried out in accordance with
the inspection route and inspection rules specified for a given type of aircraft, for a given type of combat asset and for
a given weapon type.
During the inspection, attention should be paid to:
a) Barreled weapons:
• check the correctness of closing the hatches and fairings;
• check the correctness of a cannon or rifle fixings;
if possible, check:
• the correctness of the position of a cannon or rifle;
• the correctness of loading a cannon or rifle.
b) Missile weapons:
• check the correctness of the launcher’s suspension
(correct placing and rigidity);
• check the proper connection of the electrical connector;
• check if the rear and / or front fairings are correctly
installed and closed;

Performing a combat task on the training ground should
be stopped during:
• a target incident over rail roads, streets where traffic was
not stopped during the shooting period;
• dive recovery;
• loss of radio communication with the flight instructor on
the training ground;
– loss of communication between the aircraft in the air;
• violation of the combat formation, approach course deviation and change in altitude;
• presence of people, transport and floating means on the
training ground;
• occurrence of white banners (at night – a white lighthouse) in the shooting range of the training ground;
– dramatic deterioration of meteorological conditions;
1
The MDW distance-releasing mechanism – the release mechanism of
the airborne means of destruction – fulfills the role of a retarder activated at
the time of release and operating for the time necessary to move the means
of destruction at a distance excluding the carrier palsy.
2
UWP-J safety bar – auxiliary bomb weapon component connecting the
explosion mechanism lock (Exploded/Unexploded ordnance) with the trigger
device of the detonator or the distance mechanism of release.
3
MPI pulse delivery mechanism – a mechanism that gives a current impulse to the electro-technical firing device of an air bomb in the case of the
blast bomb.
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parameters that have a significant impact on the safety of
both the flight crew and all service members of the training
ground, as well as the bystanders who might be anywhere
near the weapons zone.
In order to systematically remind the crew of the rules
of using weapon control systems, apart from regular technical training of flight personnel, special instruction is provided
with training in the aircraft cabin before each combat flight.
The subject of instruction and training may be imposed by
the commander, according to the planned task in the air. It
can also be planned by the weapon engineer according to
the needs resulting from the analysis of occurrences of air
events or due to the crew’s inaccurate activity.
As part of the instruction and training with the crew on
a given volatile day, the following issues should be discussed:
• tactical and technical characteristics of the combat assets
planned for use and the way of their assembly of detonators;
• the range of acceptable speeds and flight altitude during
approach and attack;
• flight parameters when escaping from an attack;

– rapid deterioration of the pilot’s health conditions.
In the case of any irregularities in the functioning of the
weapon system, make sure that the switches and Circuit
Brakers are set correctly.
If after confirming the correctness of the above-mentioned
settings, the weapon system still does not work, you should:
• in the case of: barreled weapon – follow the manual of
a given type of weapon;
• in the case of: unguided missiles – set the missile variant
to “all” and fire the missiles with a salvo;
• in the case of guided missiles – launch another missile;
• in the case of bombardier weapons – carry out an emergency drop.
After completing the shooting (bombing), disable the given weapon system. If there is a need to land with combat
assets, follow the pilot’s instructions for the particular aircraft.
Below is an example diagram of the fragmentation density and velocity at the bomb explosion and the table of the
fragmentation range and the fragmentation time using different types of aerial weapons. As seen below, these are

Illustration 1. Characteristics of Frag density and velocity in the event of a bomb explosion.
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Table 1. Frag range and Frag time in the air.

Types of combat
assets
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Caliber
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Vehicles with a box body carrying dangerous goods in appropriate packaging (other than explosives and radioactive
materials) are marked only with reflective warning boards
without identification numbers, aimed, on the one hand, to
warn road users against such a vehicle and, on the other
hand, to distinguish them from vehicles on the road. On the
other hand, box vehicles carrying explosives or radioactive
materials shall be marked simultaneously with reflective
warning boards without identification numbers and appropriate warning stickers. This marking is intended both to warn
traffic participants against a more specific type of threat, and
to inform about the manner of behavior against such a vehicle, e.g.: do not smoke in the close vicinity of a vehicle.
In the light of ADR regulations, explosives may be accepted for carriage if they are sent in suitable packaging.
‘An item of package’ means the final product of a packaging operation, consisting of a package, a large package
or a large container for packaging in bulk with its contents,
ready for shipment. The term does not include unpackaged
goods transported in bulk in containers or vehicles and goods
carried in tanks.
The sender issuing dangerous goods in packages for
transport is obliged to pack them in accordance with the provisions of Annex A of the ADR agreement.

activities in special cases, such as: no descent of combat assets, premature explosion on the flight path, bomb
hanging, cannon stoppage, not firing missiles, etc.;
assurance of weapon safety condition after attack;
cooperation with the armament control group at the
post-landing checkpoint and other activities resulting from
the construction peculiarities of aircraft and their weapons.

4. Safety during the transport of weapons
In order to ensure the safety of people and material goods,
a number of provisions have been developed and issued.
They relate to the conditions and control of the carriage of
these goods, their storage, utilization, ensuring environmental safety and, finally, security of operation and use of
weapons. These regulations are so diverse that they become
unclear. Military hazardous goods, including combat assets,
can be transported by rail, car, air or water.
The main type of transport is rail transport, and in the
field of district supply – road transport.
All items or substances with the characteristics of hazardous materials must be identified, classified and designated
by unique standard names used in the ADR4 regulations on
the transport of dangerous goods. Full names and classifications can be found in the relevant chapters and table in the
ADR regulations.
Hazardous materials are classified in one of 13 classes.
Each material has its own item marked with a four-letter UN
number and is assigned to one of three packing groups (PG).
These four pieces of information (UN, name according to
ADR, class and PG) are sufficient to identify any dangerous
material.

Rail Transport

For the transport of dangerous goods, only the following vehicles may be used:
• lorries without a trailer or with one trailer;
• road tractors with a trailer;
• articulated vehicles (tractors with semi-trailer);
• cars without or with a trailer:
• agricultural tractors with a trailer (only some dangerous
materials).
Vehicles qualified for a specific transport unit may be
used for the carriage of Class 1 explosives. In accordance
with applicable regulations, transport units are divided into
units of category EX / II or EX / III. Detailed requirements for
vehicles for transporting hazardous materials can be found in
Part 9 of the ADR agreement.
A further step in increasing the safety of the transport of
dangerous goods is the effective marking of vehicles with
these goods. As the type and severity of the hazard of most
goods vary, the marking of vehicles is also varied.

The legal situation of rail transport of hazardous materials
similar to that which occurs in the case of road transport also
occurs in international rail transport.
In this regard, Poland belongs to two large convention
systems. The first of them is the international COTIF rail
transport system. It includes an annex regarding the carriage
of goods, and its sub-section is the Regulations for the international carriage of dangerous goods (RID)5.
The second is the collection of Warsaw conventions
called SMGS, which also cover the transport of goods. In
Poland, however, the main legal act regulating the transport
of hazardous materials by rail is the Act on railway transport,
which in art. 26 par. 2 instructs delegations to apply the RID
Regulations.
As regards military regulations, the transport of dangerous goods is regulated in the DD 4.4.1.Instruction on the
Transport of Military Vehicles by Rail.
Transports of military dangerous cargo are planned by
military communication authorities that assign a number
to each transport. The sender may only send a dangerous
load to transport after having previously planned it and after obtaining a transport number from the competent military
communication authorities (in our case, the basis for ordering transport by PKP – Polish State Railways is a letter
from superior authorities with the given composition, date
and transport number). Each transport of military dangerous

4
The ADR Agreement is a European Agreement concerning the International Carriage of Dangerous Goods (ADR) drawn up in Geneva on September 30, 1957. It was developed and issued by the European Committee of
Internal Transport. The ADR Agreement was ratified by Poland in 1975. ADR
regulations ADR regulations are amended in a two-year cycle (always at the
beginning of the odd year).

5
RID – Regulations for the international carriage of dangerous goods
by rail. Persons involved in the carriage of dangerous goods should take appropriate security measures, in accordance with the nature and extent of the
foreseeable hazards, in order to prevent damage and injury, and, if necessary, to minimize their effects. However, they should comply with the current
RID regulations in each case.

Road Transport
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Air services usually take place between properly adapted
transport points, which are referred to as international airports, airports and aerodromes.
While in other branches of transport in extreme emergency situations it is possible to accept and operate a means of
transport outside designated and properly prepared transport
points (ports, stations and stops), in air transport, due to its
technical characteristics, it is sometimes very difficult.
In the case of air transport, containers, boxes and other
packaging can be used depending on the size of transported
combat assets. Combat assets intended for transport should
be properly prepared (packaged), spaced and fixed (lashings, wedging). Each transport of weapons should take place
under the protection of a convoy. The rules that apply when
loading warfare means on planes are the same as for road,
rail and maritime transport.

cargoes from the moment of commencement of their transport to the railway area (siding) for loading, throughout the
entire transport, until complete removal from the railway area
after unloading, should be under the supervision and protection of the convoy. Rail transport can be carried out with
whole trains, groups of wagons or single wagons. Dangerous goods should be transported only in covered wagons, in
functional and typical packaging. The sender bears responsibility for the quality of the packaging of hazardous materials,
the correctness of determining their type and providing their
actual total weight. Wagons should be marked in accordance
with PKP regulations.
A convoy consisting of escorts and a convoy commander
in the number specified by the “General Regulations of the
Polish Armed Forces” is designated to protect the transported cargo.

Maritime Transport

5. Environmental safety

With regard to the transport of dangerous goods by sea, the
International Maritime Organization (IMO) regulations in the
form of International Regulations on maritime transport of
hazardous materials are of fundamental importance (The International Maritime Dangerous Goods Code of the International Maritime Organization – IMDG), and a package of legal
acts known as Erika I and II.
Dangerous goods may be transported by inland waterway vessels in a way that does not jeopardize the safety
of maritime traffic and excludes pollution or environmental
contamination, in accordance with the requirements of the
European Agreement on the international transport of dangerous goods by inland waterways (ADN). A ship transporting hazardous materials is obliged to have the certificate of
admittance for carriage of hazardous materials, stating that
the requirements for construction and equipment are met.
The certificate in question is issued after an inspection made
by the director of the inland waterway office for a period not
longer than five years. The transport of combat assets by sea
must take place in appropriate containers adapted for maritime transport. The container transported by vessels should
be kept in a condition ensuring safety in accordance with the
provisions of the International Convention on Safe Containers drawn up in Geneva on December 2nd, 1972. The proof
that the container is safe is a plate fitted on it that indicates
the safety class.

In the course of the daily activities of the Armed Forces,
many ecological problems arise, the analysis of which indicates that they are mostly related to the use of weapons
and military technology – one of the most important technical
components of the Armed Forces, whose purpose is the destruction of living force, military technique and the surrounding environment.
It should be noted that the destruction of the environment
during armed conflict is an extreme example of the destructive capabilities of weapons. Most often, damage to the environment is caused in peacetime during the production, testing, operation and utilization of military technology. These
processes (although not as intense as in the war) have
a negative impact on all the components of the biosphere.
From the point of view of the mechanism of the impact on
the environment, three types of pollution are distinguished:
physical, chemical and biological. Armament and military
technology generate the most dangerous (specific only in
terms of weapons and military technology) types of these
pollutants (ecologically hazardous agents).
In everyday operations of troops, most often we encounter the negative effects of electromagnetic radiation, noise,
which are the source of classic armament and military technology. The electromagnetic radiation occurring during the
operation of radar systems of air defense forces often exceeds the permissible level of 30–35 times. Crews of combat
vehicles and tanks are exposed to noise levels of 50 decibels and more, and the level of vibration exceeds acceptable
norms dozens of times.
A particular threat occurs during the operation of the rocket technology. Most of the pollutants are released into the
atmosphere during the take-offs of space complexes. During
the starting engines procedure, in every second of engine
operation, approximately 3100 kg of toxic combustion products are released into the atmosphere, at a speed of 2800
– 3000 m / s and at a temperature of 3000oC. These parameters illustrate the huge dynamics of the physical and chemical processes taking place. In a number of cases, after the

Air Transport
International laws that regulate the rules for the transport
of dangerous goods in air transport are relatively new. The
International Air Transport Association (IATA) developed
them in 1953, whereas the first regulations on a global scale
were formulated under the auspices of the United Nations
only in 1983 (known as The Technical Instructions for the
Safe Transport of Dangerous Goods by Air of the International Civil Aviation Organization – ICAO). The document
regulating the issue of air transport in the army is DD 4.4.2.
Instruction on transporting the military personnel, armament
and military equipment by air transport.
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weapons enabling the elimination or minimization of their
negative impact on man and the environment (natural environment) at all stages of their “life cycle”, with the exception
of their military use.
A very important issue is the creation of organizational
and legal rules implying undertakings aimed at reducing the
negative effects and harmful factors emitted to the environment. One should strive to modernize the operated models
of weapons and military technology already existing. The aim
of modernization, apart from improving combat properties,
should be to increase the level of ecological safety during
storage, operation, technical service, and the utilization of
a given pattern of military technology.
The final issue is the creation of a whole package of legal
acts regulating the issues of environmental protection and
work safety in the environment, of which an integral part is
a variety of weaponry and military technology that creates
specific danger and threats.

start of the rockets, there may be weather changes in the regional range. Human activity in space also leads to the contamination of the space around the Earth. At present, around
7.5 thousand objects are moving around the Earth in various
orbits, of which only 5% are technically active and operated
space devices, the remaining objects form “cosmic garbage”
with a mass of approx. 3.2 thousand tone.
Armaments and military technology can function “ecologically safe” only during peacetime, although their use in war
leads to the destruction of the living force and the environment or the zone of human activity, including the environment. In the issue discussed, environmental degradation will
not cause activities in which weapons will be used – (latest
generation) non-lethal weapons or an information war will be
carried out.
In the near future, it will probably not be possible to create
a completely “ecologically safe” weapon (in relation to the
time of peace). There will always be a correlation in which
the tactical and technical requirements set for armaments
will determine and adversely affect the requirements in the
field of ecology. It can be concluded that there is no optimal
balance between technical and ecological requirements for
a given pattern of military technology.
Undertaking the issue of ecological safety must be systemic and cover all stages of the “life” of weapons. The systemic nature of the issue of ecological safety is the coherence of coexisting and successive processes characterizing
a given weapon pattern from the design process to the moment of destruction (utilization).
The life cycle of military technology includes five main
stages:
1. research and determination of tactical and technical requirements (carried out during experimental and construction works);
2. preparation of technical documentation (carried out during experimental and construction works);
3. production (including research and modernization);
4. operation (including technical services and repairs);
5. disposal (including destruction).
The ecological safety of weapons and military technology are general properties of various types and designs of
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Abstract
In Belarussian geotechnical practice, there are often problems in the design, installation and testing of piles. These problems
arise from incorrect knowledge of how piles interact with different soils. In this article, the authors propose solutions to such
problems for improving the efficiency of pile foundations. The practical experience accumulated in the Republic of Belarus can
also be useful for Iran and Iraq, where similar ground conditions occur during construction.
Keywords: construction, geotechnics, jacking, piling, safety engineering, structural safety

1. Introduction

pile in longitudinal and transverse sections, the method of installation, and the methods of their construction.
Clearly, piles can transfer into the ground various loads
as vertical compression or uplifting, as well as lateral and
moment forces. In this regard, it is important to know how
different piles interact with different soils. Understanding
such features and making the right decision regarding the
design of the piles based on the dynamics and kinematics
of the force effects will help us to avoid many of the errors
encountered – avoid many mistakes and problems – when
constructing them. This article shows the features of the
pile behavior under axial load. The research is based on the
practical experience of the authors.

Piles are the oldest types of foundations that primitive man
drove into the bottom of reservoirs while building dwellings
on water. They are a kind of long and slender structural foundation used to transmit foundation loads through soils of low
bearing capacity to a deeper strata having high bearing capacity; however, there may be weak soils on the surface or at
a deeper level at the same time. Pile foundations are used in
construction and reconstruction carried out in difficult geological conditions, and are used in the construction of multi-story
buildings as well.
Nowadays, there are many kinds of pile designs and
technologies. In technical literature, and codes, pile classification is described according to various characteristics, such
as the composition of the pile foundation, the shape of the

*

2. Pile be driven into the ground (driven piles)
Reinforced concrete piles are the most common piles. The
features of their interaction with the soil will be considered

Corresponding author
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but this effect does not appear in the cohesive soils at deeper
levels. In piles with cylindrical cross sections, the processes
of compression and extension of the displaced soil in circumferential directions are distributed evenly along the contour,
but in rectangular sections with stress concentration at the
angles, discontinuous cracks after the installation of piles
are possible at the surface even in sands (Fig. 1). In clayey
soils, the particles are also repackaged in combinations of
their compression and shear pressure, but from the expansion, brittle fractures with a noticeable decrease in adhesion
from the breakdown of structural bonds become more pronounced.
In recent years, in many countries, geotechnical practice
was dominated by driven piles due to their rapid installation
and the achievement of soil compaction when it was displaced around the pile shaft. However, the significant drawbacks of such piles should not be forgotten: the limited bearing capacity on the ground for small ranges of lengths and
cross-sections of shafts, negative friction resistance along
pile surfaces, harmful dynamic effects on adjacent objects
during hammer striking in driving methods. Without leader
holes or jetting’s method [1...], precast piles could not be installed to design marks, especially in sands, which inevitably
causes the so-called “pile forests” situation (Fig. 2).

according to two classification criteria. The soil can take
(perceive or withstand) compressive and shearing stresses.
In geotechnics, usually two types of piles are described depending on the manner in which the load is transmitted into
the surrounding soil. In the first case, the important point is
that the soil resistance is derived primarily from skin fraction
or adhesion between the embedded surface of the pile and
the surrounding soil. Such piles are often called “floating
pile”, but this definition does not show the essence of the interaction of these piles with soils. The ground surrounds the
piles, around the perimeter, and prevents their bending from
contraction. Also, it would not be true to called such piles
“friction piles”. Friction piles have soil resistance only along
the surface of piles body, while the resistance of the ground
below the lower end of the pile is more important. Based on
this, the normative literature of the Republic of Belarus and of
most foreign countries use a more appropriate term “be captured piles by soil” in such piles. In the second case, the soil
friction resistance at the pile tip. If there is no soil frictional resistance along the pile body and most of its carrying capacity
is transferred to the relatively incompressible stratum, below
the lower ends of the piles, then these piles are called end
bearing piles.
Prof. Lapshin F.K. suggested distinguishing the following two important classification characteristics of any type
of piles interaction with surrounding soils. These signs are
based on the features of the piles installation:
• Piles are formed by displacing the soil around the piles
shaft;
• making piles by driving a cylindrical steel shell into the
ground, then excavating soil from it.
The first case is characterized by installing precast concrete piles into the ground in different ways by driving, vibrating, and by jacking. Also, the soil is displaced when concreting the cast-in-place piles, which are formed by driving
a cylindrical steel shell into the ground, and then filling the
cavity of the shell by fluid concrete or by pipe piles which are
usually driven with a conical tip at the pile tip.
The second case is typical for piles, which are formed in
pre-bored holes in the ground and then filled with concrete.
As a result of this process, the soil is partially loosened on
the walls and sludge is accumulated in the bottom of the
boring hole.
There is an erroneous opinion about compacting the soil
and about the physical processes taking place in this process
when displacing. This opinion was refuted by Prof. Nikitenko
M.I. together with his students [1], because when expanding the soil around the well, the compressive stresses are
distributed in radial directions and promote the compression
of the soil with a gradually decreasing intensity. In this case,
along the circumferential directions, tensile stress causes
a repackaging of disconnected sandy particles and rupture
cracks between the connected clayey soils with decreasing
their adhesion.
The impulsive dynamic effects the sandy soils during the
pile driving and repackaging of particles contribution that
loosen in the upper layers with compaction at the lower ends,

Figure 1. The gap between sandy soil with rupturing cracks in the corners
when the pile body is tilted from misaligned hammer impacts during pile driving

Figure 2. Not be driven to design marks of piles
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Also, during dynamic tests, should be paid attention to the
behavior of piles and their interaction with soils.
One of the reasons for not thoroughly driving piles is an
unsustainable distribution of the momentum from the impact (impact pulse) along the body of the piles. The energy
of the impact pulse is expended on destroying the pile head
and resisting ground pressure because of the large area
of the lateral surface of the inclined pile shaft. This is due
to a non-axial impact and therefore a very weak impulse
reaches the end of the pile. Simultaneously, piles with the
form of a pyramid are immersed (struck or hammered) to the
design depth much better if the cross section of their shaft
is reduced in proportion to the shock impulse and increase
in soil resistance with increasing depth. Unfortunately, recently in the geotechnical practice of Belarus, using driven
piles in the form of tapered was stopped, although these
piles are more rational and economical in comparison with
straight piles. Also, Belarus does not use piles in the form
of belled drilled shaft and straight driven piles, which consist of hollow elements. Piles, the end of which in the form
of a tapered very well take pulling forces in the case when
they are installed as end bearing piles. Piles consisting of
several empty elements can be used with an unsustainable
surface of the ground and it is easy to immerse the lower
ends of the piles to the desired projected depth. The disadvantage of these piles is that they cannot bear pulling,
shear and moment loads.
Important advantages of tapered piles are:
• the absence of friction along the shaft of the pile;
• the soil is compressed along the entire length of the pile
shaft with the inclination of the pile faces in a larger proportion;
• lower metal consumption for reinforcement, especially
pile heads with increased cross-section;
• the possibility of driving a pile to the necessary design
marks, since the cross sections are compared with the
distribution of impact pulses when the piles are driven.
Practical experience shows that in any soil, the immersion of driven piles by means of vibration is more effective
than piling with a strike. This is due to the fact that the vibration effects on the pile occur continuously. When the piles
are pierced with shocks, the pulses alternate with each other at short intervals. When vibrating the soil particles along
the trunks of the piles and with each other under the pile
tip, they stop resisting piling the pile into the borehole, due
to the lubrication with water. The water shakes under the
influence of vibration and passes from the connected state
to the free statement, and after the cessation of shaking the
structural water-colloidal bonds on the surfaces of the soil
particles are restored, as well as the general resistance of
the soil around the piles.
To the precast piles relating the precast piles, piles in the
form of metal pipes with screw blades at the end of the piles.
They are driven with excavating soil from the well. These
piles are mainly used for coaxial indentations and pulling
forces, which are held by compressive forces in the ground
below or above the pile blades.

The process of cutting off protruding sections of piles is
laborious and even dangerous. There was a case when even
the helmet did not prevent the accident from blowing a piece
over the worker’s head.
To exclude such an entrenched, perverse practice, determined its causes. Workers cannot load the piles at the
required depth, cut the upper parts of the piles and consider
that the piles have plunged to the maximum possible depth
and do not load any more when the hammer strikes. However, they do not take into account the possible interactions
of piles with soils.
Commonly, piles to not be loaded onto design depths
when a thin solid layer of hard soil is encountered in the
overlying the mass of the base, in which the erroneous design failure value may be reached prematurely. In this case,
the remaining thickness of such a hard layer during punching can be pierced during operation and then the lower end
will be in a low-strength massif.
The amount of refusal (the term itself is unsuccessful), i.e.
driving piles with one hammer blow or one minute of vibration
can exposure because of:
1. the pile’s jamming into coarse sandy soil with dilatant
unfolding particles in the shear along the contact zone
along the pile shaft;
2. the pile’s slipping after the jamming is due to the rotation
of soil particles because of contracting and a decreasing
in the volume of the shear zone along the pile shaft with
a decrease in soil resistance;
3. the pile’s saponification, clayey soil becomes plastic
and slippery like soap, as the soil turns into a flowing state
due to the transformation of the connected water into
a free from shocks. Thus, the resistance to shear along
the pile stem and under the lower end of the pile falls.
4. the pile’s suction, i.e. when piles can themselves
immerse into clay soils after the hammer blows
have ceased. This occurs due to the appearance
of a vacuum in the gap (empty space) under the
lower end of the pile when lifting from the elastic
deformations of the compressed pile shaft and surrounding soil;
5. deceitful (low) refusal when pile cannot be driven at design depth due to air or water bubbles (trapped gases),
which is formed at the end of the pile because of poor
filtering of fine and silty sands, with large elastic strains
from impact pulses;
6. pile dancing – when piles can sink very abruptly, speeding up and slowing down their immersion. This happens
due to existing a boulder (big stone) under the tip of the
pile or the pile shaft breaks. This process is accompanied
by a characteristic roar (noise).
Small values of pile are driven with one strike of a hammer or one minute of vibration and an erroneous idea of the
achievement of the required soil resistance are due to insufficient capacity (deterioration) of the equipment. To properly
assess the resistance of the soil, piles must be immersed
with hammer blows or a vibrator without excess weight, and
make a break between impacts for a certain period of time.
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3. Reinforced concrete drilled piles
(cast in place piles).
The use of bored piles has many design and technological
solutions, as there are many different types of soil, many options for soil layers and construction purposes. Modern scientific developments offer several types of bored piles.
Bored reinforced concrete piles with cylindrical shafts
are the most commonly used piles. Such piles are created
with the help of concrete in boreholes, while the soil can be
extracted from the well or displaced to the sides. The body
of such piles can be reinforced (fixed) along the entire length
of the body of the piles or only the upper part of the pile’s
body. This reinforcement process depends on how the driven or pulling forces act with shear and moment forces. The
characteristics of the ground and its features also affect the
process of reinforcing the piles. Pile reinforcement does not
apply only in the absence of bending deformations. Only in
this case piles can be hollowed and have a solid section.
But when they are under shear and moment loads, such
piles may collapse. An example of the failure of prefabricated, hollow piles of reinforced concrete can be demonstrated by a case that occurred in China on June 27, 2009 [24].
A 13-story residential building fell as a result of a digging
excavation for an underground garage on one side of the
building and deputing the soil on the other side of the building
along the river bank (fig. 3).
The construction technology of bored piles without displacement and compression of the surrounding soil [4] is the
simplest. With this technology, a bore hole is drilled, then
a reinforcement cage is placed and the concrete is poured.
The shaft can be drilled with a conventional auger in the presence of strong soil. However, in the case of crumbling or unstable soils, it is necessary to protect the well with a casing or
to using a bentonite suspension when drilling. If the wells are
very deep, the concrete is poured into the well with the help
of a special pipe. From this pipe, the concrete leaves through
the lower end and rises upwards in the space between the
pile (casing) and the walls of the borehole. If the diameter of
the well is small and does not allow the immersion pipe to be
immersed in it, it is necessary to feed the concrete through
the casing or pump it through the hose of the concrete pump
to the bottom of the well.
Prof. I. Akhverdov proposed a method for piles in saturated soils or restricted conditions of objects. This method
consists in the fact that the casing is initially installed with the
lost bottom plate being filled with stone. The grout is pumped
upwards through the injector from the bottom upwards and
the casing is gradually removed.
If driving bored piles is carried out in traditional ways, problems can then arise. Such problems include the occurrence
of loose sediment (sludge) at the site of wells when they are
drilled with auger. Also, the strength of the water-saturated
soil that surrounds the pile can be destroyed. This destruction occurs under the pressure of water due to the difference
in water levels outside and inside the well when it moves
under the protection of the casing with an open bottom end.

Figure 3. Collapsed in Shanghai, a 13-storey residential building [24] in the
failure of prefabricated hollow reinforced concrete piles, weakly reinforced by
tensile rods of small diameters

This leads to an underestimation of the bearing capacity of
the pile bases due to the low resistance of the soils to compression under the lower ends. For example, we will give the
results of tests conducted in a foundation pit for the construction of a high-rise building on the site of the former cafe “Recenka” at Pobediteley Avenue, Minsk (Belarus). Thus, testing one of the piles in water-saturated sands (with extraction
of sand from the well) showed the value of a bearing capacity
on the ground of only 750 kN. Therefore, it was proposed to
improve the technology of the device piles by vibrating the
casing, with the emergence of a condensed sand plug at the
bottom (Fig. 4).

Figure 4. Structure of bored piles in saturated sands: on the left – installation
the bailer for excavating from the casing of biogenic soils over the compacted
ground plug to the right – its displacement by a second pipe with closed end
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Figure 5. Drilling wells by drilling rigs of the firms «Bauer» and «Cassagrande»
under the protection of casing pipes with scooping out of the ground by bailers
and refilling of water into the casing

Figure 6. Concreting of piles in a casing filled with water by the method of VPT
when pouring concrete from a mixer through the socket of a concrete pipe

Further, the upper ground layers of soil were removed
from the casing. At the same time, the water pressure could
not remove the sand plug. Then the inner tube with the closed
end was installed by vibro hammer. This action allowed to
remove the sand plug and transfer pressure to the pile up to
2700 kN. At the same time, in six experimental piles, the total
settlement was from 16.5 to 24.5 mm with a linear increase
in the transmitted loads.
Serious problems can arise during the construction of
piles at great depths and large diameters of the pile’s shaft
in saturated sands. Especially when in the ground there is
pure pressure between clay layers. This happened in the
foundation pit for the construction of the high-rise building of
Gazprom in Minsk (Belarus).
There, bored piles Ø 0.118 m were immersed in a carrier
layer to a depth of up to 29.5 m. Wells were drilled using casing pipes with open lower ends. The ground from the pipes
was removed by sludge-bailer (Fig.5), since the pressure water was between two layers of morainic sandy loam. Water
was also added to the casing, as described in the manual
[4]. For concrete piling of the piles under the water (Fig. 6),
the method of the vertically moving pipe (VPT method) was
used. But this affected the fact that the quality of the concrete
at the top of the piles was very poor (Fig.7).
This situation was influenced by factors that were not taken into account:
• the water that filled the casing contained pieces of clay
soil;

•

a concrete mix for the construction of barrel piles was
used with a cone draft of more than 18 cm. This is indicated in the VPT method. However, concrete poured out
through the lower end of the pipe and mixed inside the
well with water that contained clay. This greatly worsened
the quality of concrete (or concrete mix);
• when leaving the end face of a concrete pipe into a wide
gap between the casing, a highly liquefied and contaminated concrete mixture captured clayey sludge containing
clumps of uncooked completely sandy loam of moraine
and clayed sand, taking them upwards inside themselves
under a head, faster by contact filtration outside the concrete pipe when lagging along the inner surface of the
casing;
• The concrete mix was heavily filled with sandy clay soil
to the top of the casing. Also, soil sludge from sandy clay
was distributed unevenly throughout the length of the
piles.
Inside the concrete piles there was a lot of rubbish from
the sandy clay. This was determined when cutting off excess
pile tops and found that the piles have a strength lower than
the defined design. Throughout the depths of the piles were
drilled with a diamond tool and also found lots of sections of
clay and sand. This problem greatly slowed down the construction of the facility.
Unfortunately, the proposal of one of the authors of the
article was not accepted. The author used an analogy both in
the construction of trench walls [5]. He proposed combining

Figure 7. Defects of the heads of bored piles as a result of underwater concreting with cast concrete mixtures

24

Safety & Defense 5(1) (2019) 20–30

enhanced by adding rubber waste, granulated expanded polystyrene or other resilient materials to the wells.
Pile stems with enlarged sections at the top and those
widening under the lower ends of the piles ensure the same
strength of the pile material and pile bases. Their models are
created by injection and pressing the soil in the face [12].
Piles in the form of a wedge expand the zone of ground compaction and their use allows a reduction of the length of the
trunks of piles, the boundaries of compression of the ground
and eliminate negative friction. This is especially important
in the presence of weak and biogenic soils at depth since air
access to these soils can degrade the strength properties of
the soil.
In recent years, pile piles have become very popular.
These piles are built using casing pipes, which are immersed
in a vibrator. In the lower ends of the pipes, lids or conical
punches are installed (Figure 9).

Figure 8. Equipped with a vibro bullet bottom concrete pipe

the VLT method with the vibrational feeding of thick concrete
mixtures (with a cone draft of only 5–8 cm). Such a method [10] provides the following: at the lower end of the pipe
through which concrete flows, it is also attached from above
(outside) the vibrator head (Fig. 8), when switching on the
thick concrete mixture is liquefied.
Connected water in the concrete mixture on contact with
the pipe passes into the state of free water and becomes
a lubricant. This lubricant helps to bring concrete down to
the end of the well without mixing with clay soil particles (clay
slurry) or with slurry. This solution also saves cement consumption up to 100–150 kg per 1 m3 of concrete mix. The
strength of concrete is preserved and the process of its hydration is accelerated.
The unitary enterprise “Institute BelNIIS” proposed using embossed in the ground and concreted grills, together
with conical piles of small size [7]. Employees of the department proposed the idea of using grillage [2] for soil compaction, solution pouring or pressure (tamped) under the soles
of a dry concrete mix. Such a mixture drains plastic clay soils
and improves their properties with an increase in the bearing
capacity of the substrate.
To exploit the dignity that the soil is shifted to the sides
and soil compaction, piles are poured into stamped holes [7]
and bore injectors when injected into bore holes under the
pressure of cement mortar [6] or cast concrete [17,23,26].
Grouted bored piles technology makes it possible to
make the soil harder at the base of the piles with the help of
soil compaction. The creation of broadening under the lower
ends and along the trunks of the piles makes it possible to increase the total resistance of the soils. Also used shut-off pile
walls. They protect against uneven sediment and excessive
deformations of existing buildings and structures. The pile
walls limit the zones of caving in the underground excavations or pits near existing buildings (Fig. 4).
Such designs have a positive effect due to reinforcement,
creating obstacles for wave influences of noise and vibration
in the ground. In the ground, anisotropic properties are created that dissect and absorb waves. These properties are

a)

b)

Figure 9. Making holes for bored piles:
a – driving conical punch by using hanging vibratory,
b – driving cased shaft by vibrating, on the hard track machine ABI
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The advantages of bored-vibrating piles technology by
driving a cased shaft with losing the plate at the end are:
• High speed and simplicity of operations;
• Ability to carry out piles in different geological conditions,
regardless of the ground water table due to the choice of
rational methods of boring holes, to concrete shafts and
rammed vibrating concrete with expansion on their toes;
• High quality of concrete piles by vibration and filling the
shaft with concrete mixes, thus it may have the best water-cement ratio, good mobility, and does not rusting during interaction with groundwater;
• The ability to assess the bearing capacity of piles according to [2] in designing depth by measuring the rejection
value during driving the case with a vibrator with losing
the plate on the end or ramming of the pedestal under
the toe;
• the last advantage is the ability to reveal undiscovered
zones of weak soils between the exploratory excavations
(boreholes and penetrating points) and promptly take the
necessary steps to provide the perception of design loads
on pile foundations and increase maintenance safety for
over ground structures.
By drilling boreholes through the filled and organic soils
until bearing deposit, an excavation is required to prevent
filling it into the pile toe. In such cases, the casing must dive
with an open end. Weak organic soils removed by bailer and
impacted the plug then pulled downward by means of the
interior pipe with closed-end. By using this punch, we can
extend the toe (Fig. 12) by filling the portions of dry concrete
mix to outer casing pipe. The dry mix under the pile toe drains
clay soils and improves their properties.
If the inner tube is sharpened, the concrete mixture that is
compacted by it will flow around the outer surface of the pipe
when displaced, and the resulting broadening will acquire

Figure 10. concreting of the casing shaft by mixer

The technology of vibro hammers for inserting piles includes penetration equipment borehole that helps to drive
steel casing pipes in the form of a conical or pipe with a special bottom plate, driving the reinforcement cage into it, filling
the interior with concrete mixture (Fig. 10), and then pulling
upward the casing at the same time using a vibrator for compacting concrete mixture and for and high quality formation
of pile shaft in the hole (Fig. 11).

Figure 11. driving tapered casing by using hanging vibro hammer

Figure 12. the cases-punch with butt plugged end and excavated rammed
pedestal under the pile toe
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a vertically elongated shape with a decrease in the transverse dimension. This was confirmed by the device of an
experienced pile in the sand under a multifunctional building
on the street. Timiryazev, at the test of which the base load
capacity was lowered by half compared to the design value. As can be seen in Fig. 12, at the flat end of the bottom
plate of the casing, the broadening appeared flattened with
an increased diameter, which ensured the achievement of
the required ground resistance under the heel. It is enough
to simply broaden the bottom ends of bored piles in order to
create by injection when injecting solution under pressure at
an appropriate level along their trunks.
In this case, the cement slurry drains excess water in the
sands and quickly gains strength, but in clay soils, the hydration process is excessively prolonged and can last even
several months without access to drainage air, worsening
the properties of the surrounding soil due to its additional
moistening. Therefore, it is preferable to pump the polymer
mixture Uretek [20, 21, 22], which is able to increase its volume several times, while creating pressure for pressing the
concrete mix of the pile shaft and the surrounding soil mass.
In this case, this mixture hardens within 15–20 seconds and
gaining strength in 10–15 minutes without additional soil
moistening. It should be noted that traditionally pierce shafts
of piles with casted mixtures, when immersed by vibro hammers and then with pipes, poured the cement although they
are advisable to use more rigid ones, which is especially important in saturated and clayey soils.
The advantages of the performance technology of the
bored-vibrations piles in weak clay soils in the presence of
high levels of underground water, were notably manifested
on the project “Cultural and Wellness Center and also Hotel in the Novovilenskaya street and the Kanatnavo alley in
Minsk,” where one of the authors performed scientific accompaniment of the zero cycle to work with correcting the design
and technological solutions.
At the time of driving with vibro hammers the steel pipes,
with losing the plate at the end of pipe, to final depth was
possible to predict the bearing capacity of the soil at the tip of
the pile [22] by the value of rejection, i.e. pipe settlement in
meter per minute by vibratory influence at a known mass and
the forcing frequency (equivalent calculated energy).
Even in the time when there was a lack of enough bearing capacity at the projecting depth, we could refuse to continue driving more steel pipes (cased shaft), and increase the
overall resistance of the soil due to the ramming of the pedestal under the toe. To do this, it was enough to fill at about
meter interval by dry (zero slumps) concrete mix in a cased
shaft cavity and ramming it out of the casing base about half
a meter to produce an adequate-sized base enlargement until getting the rejection value of the project according to [2].
Since, at the time of boring, the wells have measured the
rejection value from diving cased shaft, with losing the plate
at the end, it was possible to determine the value of bearing
capacity of the soil at the base of all the piles (there were
a few thousand in the object) and allowed them to load. To
do this, the relevant calculations were performed, and plotted

Figure 13. Depending on the resistance of the soil failure Fu v. rejection of
steel case Ø 426 mm lengths of 10 m with the pile point vibrator with the
parameter:
1 – m1 = 4,0 ton при Ed = 405 KN, 2 – m1 = 3,5 ton при Ed = 310 KN,
3 – m1 = 2,5 ton при Ed = 865 KN
(m1 – Mass of vibro hammer, ton;, т; Ed – Calculated energy of the vibrator,
kN, determined from Table. 7.4 [3], depending on the disturbing force)

the soil resistivity by the rejection value whilst driving the
case shaft by using vibrators (Fig. 13).
Such method has allowed identifying several areas with
low soil resistance, which was not detected between the
boreholes on lithological profiling according to the exploration. The necessary measures to ensure the perception of
design loads on pile caps were taken in these areas.
By using the Continues Flight Auger (CFA) technology
at the time of installing bored piles with Italian equipment in
all types of ground helps compacting the surrounding soils
of pile’s shaft, even in saturated soils, and wells are drilled with
a continuous flight auger (Fig. 14, a), through which, with the
lifting into the well is pumped under pressure from the grout
mixer (Fig. 14, b), and in it immediately reinforcement cage is
immersed to the required depth. An important advantage of
this technology is high-speed pile devices, and compressing of
soil under pressure along the shaft helps eliminate sliming and
to achieve a higher bearing capacity of foundation. (Fig. 14, c)
The piles that are customized for this technology are called
boron-pressed piles, which are a type of grouted bored pile [2],
and their interaction with soils when pressed is similar to other
species arranged with displacement of soil in the sides.
When installing walls from intersecting trunks of piles or,
in the case of the need of their compact groups, for the use
of a similar technology of drilling and concreting, double drilling machines are used with a combination of casing pipes
and a hollow auger along the CSP (Cased Secant Piles – Secant piles with casing) system inside them (Fig. 15).
The main disadvantage, even with many advantages,
of these two technologies (CFA and CSP) is the complexity

27

Safety & Defense 5(1) (2019) 20–30

a)

b)

c)

Figure 14. Equipment for piling CFA: a – drilling rig with a solid hollow auger, b – drilling rig for excavating of wells; c – lifting of the auger and installation with
the vibro hammer after that installation the reinforcement cage

Figure 15. Drilling rig for execution of
the pile system CSP

of immersing large reinforcement cages in concrete filled
wells by intensive drainage of the concrete mix in sands and
rapid thickening. With this, retarders are required in the concrete mix, which reduce the water loss and slow down their
setting on the diving time of the reinforcement frames.
When adjusting the flow rate of concrete and the generated pressure of its injection, it is possible to create broadening under the lower ends and along the length of the pile
shaft, and, if necessary, they can be tapered. The use of
a spreader (Fig. 16) will additionally displace concrete and
soils in the walls of wells with their crimping, thereby creating
even the required broadening and coaxial cavities, which will
save concrete consumption on the formation of shaft with an
increase in the total resistance of the soils around the piles.
The drilling of wells with the erosion of the ground under
the head of water pressure was first used in Minsk in 1982
for the construction of brown pile piles, providing hardening
of loose sand lenses at the base of the foundations of a number of objects. More advanced methods of jet technology
became possible due to the purchase of special imported
equipment. (Fig. 17, Fig.18). According to this technology,
piles Ø 0.8 m were made [19] to a depth of up to 25 m for

Figure 16. Bayer displacement
drilling system
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necessary to immerse the reinforcing cages after the creation of the piles with the inherent lack of this in the sands.
More importantly, clay soils, with mixing, are not capable
of gaining strength even after more than six months, as it
was in Uruch’e.
In order to shorten the time of static tests of piles caused
by a set of strength concrete, one needs to test steel pipes
before their mass production, from which the outer casing
serves as a shifted trunk, and the inner casing compresses the ground under the fifth pile (Fig. 19) with the tapered
end. This eliminates the need in very large anchorages setup test, it takes two times less load capacity of the loading
hydraulic jack, and separately it is possible to fix the soil resistances to shear along the trunks and compression under
their lower ends. This approach is reflected in [4] as applied
to the production of bored piles in place.
If there is a strong difference between one of the two
types of soil resistance, it is necessary to load the casing or
transfer the additional compression to the ground through the
outboard side plates on the surface.

Figure 17. Piles for end support cableway lift snowboard in Silich by
inject technology (in the background can be seen the machine company
«Kasagrande» to perform pile)

the terminal support of the lift on the slope of the ski slope in
Silich (Fig. 17). Then it was used on other sites. This technology also makes it possible to create the required sizes
and shapes of the piles by adjusting the parameters of the
high-pressure injection (pressure, velocity of rotation and rotation of the monitor, flow rate) of the cement slurry, but it is

4. Conclusion
There are many geological and hydrogeological features
of the soil, as well as many types of piles and the purposes of
their application. Knowledge of the behavior and interaction

Figure 18. The equipment of Italian company Soilmec for inject technology

Figure 19. Testing of piles on the principle of «pipe in a pipe»
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of different piles with a variety of soils will allow us to make
the right engineering decisions, avoid many problems and
improve the efficiency of pile foundations for new buildings
and reconstructed structures. The practical experience accumulated in the Republic of Belarus will also prove useful for
Iran and Iraq, where similar ground conditions are encountered in construction.
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Abstract
Cyber-attacks affect not only our daily lives, but also national security by influencing elections, the economy, and communication. This article is an attempt to give an answer to the question included in the topic “How to build a coherent cybersecurity
strategy?”. The first part of the article addresses the paradigmatic issue of cybersecurity. The author shows the differences
and relations between cybersecurity and cyber defense. At this point, the author presents a systems approach to the nation
security and related it to the cybersecurity. The second part of the article has been dedicated to visualize the need of coherent
cybersecurity strategy by analyzing data related to cybersecurity. In the end, the author proposes actions to achieve cybersecurity. This has been done based on existing analyzes of cybersecurity strategies and systems approach to the issue of the
cybersecurity.
Keywords: cybersecurity, cyber defense, system approach, cyber defense strategies, cybersecurity strategies

1. Introduction

•
•
•

cyber-intrusions;
cyber-theft;
cyber-destruction. (Bujek, 2018)
All of this may affect individuals users, but also entire nations. What is more, the number of cybercrime types is still
increasing with the growing influence of the internet in our
lives. Continuous “digitalization” of society creates a gap between the ability of the internet and strategic thinking about
security in cyberspace.
The gap mentioned above has been seen by cybersecurity specialists cybersecurity at the European Cybersecurity Forum (ECF). According to the recommendation of ECF
“Closing the gap in the strategic thinking about security is
needed. It is a strategic challenge and it requires significant
costs. It must be reflected in the area of procurement. We
need to spend money on cybersecurity,” (European Cybersecurity Forum, 2017).
Having seen the threat creating by the gap between the
ability of the internet and strategic way of thinking about cybersecurity the author decides to clime topic about cyber

Since the rise of the internet in the 1960s, many changes
have occurred from the technical and technological point of
view. What is more, public opinion with regards to the internet has also changed. Nowadays, the internet is not only the
main tool of communication, but now encompasses people’s
entire lives, from business to entertainment. The internet is
so popular that we are taking about cyber society. The development of the internet gives mankind opportunities for faster
communication, and bank transactions, advertisement, and
simply new kinds of connecting people, but the new ways
of connection created a new kind of threat as well. The development of the information society, coupled with the expansion of the internet’s reach, is accompanied by the penetration of further aspects of human activity into cyberspace,
and has created a big threat for every human activity.
In literature on the topic, there are several different types
of cybercrimes mentioned, from cyber pornography through
hacking to cyber terrorism. In the big generalization the
crimes can be separated into three main categories:
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should be emphasized that from the academic point of view,
security is a condition, not a process1. This approach is also
supported by genesis of this term – in Latin “Secretarias”
– understood as a condition of security, condition of certainty. What is more, the subject cannot be a process and a state
as the same time (what is proposed in the second definition). In order to have an understanding of the cybersecurity,
it is required to know what is security at the first place. The
most common definition of security considers it as “the state
of being free from danger or threat” (Oxford, 2017). Taking
the argumentation mentioned above into consideration, the
author propose is to adopt the third definition from “Republic
of Poland politicly of the cyberspace protection”. According
to this document, cybersecurity is “a set of organizational
and legal, technical, physical and educational projects aimed
at ensuring the uninterrupted functioning of cyberspace”
(Cyfryzacji, 2013).
Having a basic understanding of cybersecurity, based on
the mentioned above definition it is necessary to define the
term ‘cyber defense’.
In literature, several definitions of the cyber defense exist
in order to have a general understanding of cyber defense,
the author presents three of them which gives a general
overview of the problem of cyber defense.
According to the first definition, cyber defense is “actions
[that] combine information assurance, computer network defense (to include response actions), and critical infrastructure
protection with enabling capabilities (such as electronic protection, critical infrastructure support, and others) to prevent,
detect, and ultimately respond to an adversaries ability to
deny or manipulate information and/or infrastructure” (Dimitar Stevo Bogatinov, 2016). This definition presents defense
as actions. Another definition shows the relations between
cybersecurity and cyber defense “is all about giving an entity
the ability to thwart cyberattacks on the go through cybersecurity. It involves all the processes and practices that will
defend a network, its data, and nodes from unauthorized access or manipulation.” (ecpiuniversity, 2017). Nevertheless,
cyber defense should be related to the definition of defense
with an added dimension of where this defense has to act
– cyberspace. According to the most common definition of
defense in the academic in community is “a counteracting
of the enemy’s assault” (Laprus, 1979). Taking this definition into consideration, cyber defense should be defined as
a “counteracting of the enemy’s assault in the cyberspace
dimension”.
Nevertheless, in related literature, something such as
a systems approaches to security and defense exists. Based
on these methods of understanding the issue, national security system is: “The national security system includes forces,
equipment and resources designed by the state to carry out
tasks in this area, respectively organized, maintained and
prepared. It consists of a subsystem management and executive subsystems, including operational subsystems (defensive and protective) and subsystems of support (social

security and cyber defense. Therefore, the aim of this article is
to show in synthetic way the system approaches to cybersecurity, as an idea to build the coherent cybersecurity strategy,
not to focused on specific process connected with that issue
or procedures and methodology. Consequently, the author
dedicates this paper to solving the main problem expressed
in a question “How to build a coherent cybersecurity strategy
in international community based on system approach?”.
In order to achieve this goal, the author, based on theoretical research methods such as: analysis and evaluating
literature of the subject, literature query, comparison and
conclusion is trying to explains the terms connected with cybersecurity. After that, the author gives examples of cyber
threats in the numbers of attacks that shows the need to build
a common cybersecurity strategy at the national level and in
the international community as well. Finally, the author gives
an idea of how to develop a common strategy in cybersecurity for a better life. The literature base for the research was
here: compact items, articles, reports, and internet sources.

2. The cybersecurity – paradigms issue
However, the term cyber security is new, there are a lot of
different definitions which can be found in literature. In order
to have better knowledge about the problem, the author will
cite several of them while trying to find a common fraction
which connects all of them. This intervention is critical even
for future studies connected with a common strategy in the
area of cyber security, due to the needs that arise from the
common understanding of the problem.
Since cyberspace has become another dimension alongside land, air, sea and space, cybersecurity has become not
only an issue of individual security, but also an aspect of national security. What is more, according to Gen. Stanisław
Koziej, cybersecurity is a part of national defense that is of
multi-sector nature. That means cybersecurity consist of information security counter-terrorism etc. (Koziej, 2011)
This shows how cybersecurity is a complex and complicated problem in national security. In order to have a common understanding of the problem, several definitions of cybersecurity have been presented below.
First, the Republic of Poland’s Doctrine of Cybersecurity
clams that “cybersecurity” means “the process of ensuring
safe functioning in cyberspace of the state as a whole, its
structures, natural and legal persons, including entrepreneurs and other non-legal entities, as well as IT systems and
information resources of the global cyberspace they use”
(BBN, 2015). This point of view is similar to that of the National Initiative for cybersecurity careers and studies (an official website of the Department of Homeland Security) which
states that: “The activity or process, ability or capability, or
state whereby information and communications systems and
the information contained therein are protected from and/or
defended against damage, unauthorized use or modification,
or exploitation”. (NICCS, 2018).
The definitions mentioned above shares this same approach to security and understand security as a “process”. It

1
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cybersecurity is assigned not only to individual safety, but
also to national security. The importance of the cybersecurity
problem could be shown by the numbers of internet users.
An analysis of global internet usage and population statistic shows that the number of the internet users is still growing
and at this time there are over 4 million users. Continents
with the biggest percentage relation between the total population and internet users is North America (95%) and Europe
(85,2%). These people are threatened by different kind of cybercrimes. The problem of cybercrime across the world has
been shown in “Nation Cybersecurity Insights Report – Global Results”. According to this report2:
• 978 million people in 20 countries were affected by cybercrime in 2017.
• 44% of consumers were impacted by cybercrime in the
last 12 months.
• The most common cybercrimes experienced by consumers or someone they know include:
– Having a device infected by a virus or other security
threat (53%)
– Experiencing debit or credit card fraud (38%)
– Having an account password compromised (34%)
– Encountering unauthorized access to or hacking of an
email or social media account (34%)
– Making a purchase online that turned out to be a scam
(33%)
– Clicking on a fraudulent email or providing sensitive
(personal/financial) information in response to a fraudulent email (32%)
As a result, consumers who were victims of cybercrime
globally lost $172 billion globally – an average of $142 per
victim – and nearly 24 hours globally (or almost three full work
days) dealing with the aftermath. The information mentioned

and economic).” (Narodowego, 2014). However, a defense
system is “a coordinated set of management elements and
executive elements, as well as the functions and processes implemented by them, as well as the relations between
them. SOPs create all the forces and resources intended for
defense tasks, organized, maintained and prepared for these
tasks” ((MoD), 2009). It includes:
• Managing system;
• Military system – National Forces;
• Non-military system – which supports military system.
According to these definitions of national security and defense, there are two main approaches namely cyber defense
and cybersecurity. It has to be pointed out that cybersecurity
contains all of the country’s or organization’s resources focused to provide security in the cyberspace. On the other
hand, cyber defense comprises of the military means and the
resources supporting their activities and they were created
in order to defend the country or organization against cyber
threats.
The research literature contained in this chapter shows
different approaches to cyber defense and cybersecurity by
first defining cybersecurity as a state and cyber defense as
a counteraction against cyber threats. This shows that cybersecurity cannot exist without cyber defense. The second
approach, including a systemic point of view to the issue of
security and defense. This method also shows that cybersecurity consists of cyber defense but also it shows that cybersecurity is more complex and it requires efforts made by the
whole country or organization.

3. The need for a coherent cybersecurity strategy
The dependence of human life on technology is increasing
year by year as people use the internet to get information,
communicate with each other, etc. Moreover, digital technology is used to vote in elections, conduct bank transactions
and other government and business activities. That is why

2
The report was conducted based on information from: Canada, United
States, France, Germany, Italy, Netherlands, Spain, Sweden, United Arab
Emirates, United Kingdom Australia, China, Hong Kong, India, Indonesia, Japan, New Zealand, Singapore, Brazil, Mexico.

Table 1. World internet usage and populations statistic

Source: https://www.internetworldstats.com/stats.htm [access: 24/04/2019].
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“The United States and Britain on Monday accused Russia
of launching cyberattacks on computer routers, firewalls and
other networking equipment used by government agencies,
businesses and critical infrastructure operators around the
globe.” (Jim Finkle, 2018)
Taking all of this into consideration, due to the many
types of cybercrimes that threaten not only individuals users, but also entire nations, connected with different ways of
carrying out cyber threats, and considering of the numbers of
users and number of cyber victims across the world, with the
common traits of the cybercrime victims shows up one very
important thing – strong cyber resilience needs a collective
and wide-ranging approach. This approach should be included in the multinational strategy of cybersecurity and cyber
defense.

above shows the seriousness of the situation (Symantec,
2018, p. 4).
Furthermore, the report shows the common traits of cybercrime victims. Firstly, the report considers overconfidence
in the cybersecurity of the users as a reason of becoming
a victim of cybercrime: “Consumers who’ve fallen victim to
cybercrime, emphasize the importance of online security
more than non-victims, yet they’re more likely to contradict
their efforts through simple missteps” (Symantec, 2018, p. 5).
Secondly, the report shows that 28% of the victims own more
than one digital device. The last most important cause of becoming a cyber victim is “dismiss the basic”, which means
that the victims practice new security techniques such as “fingerprint ID (44%), facial recognition (13%), pattern matching
(22%), personal VPN (16%), voice ID (10%) and two-factor
authentication (13%). What is more, 20% of cybercrime victims globally use the same password across all online accounts and 58% shared at least one device or account password with others” (Symantec, 2018, p. 5).
Reasons such as “the same password in several devices
or accounts” and the data mentioned above related to becoming a cyber victim may have shared denominator – lack
of knowledge of user about cybersecurity.
However, cyber threats impend not only individuals users, but also (and maybe mainly) to nations, and the sovereignty and independence. The expenditure on military purposes are growing “World military expenditure was $1686
billion in 2016, an increase of 0.4 percent in real terms”
(Nan Tian, 2017).
This money is spent not only on soldiers and regular equipment such as tanks, aircrafts, and ships, but also a cyber
operations capabilities. More than 30 countries are developing offensive cyberattack capabilities, according to US chief
of intelligence James Clapper (Ranger, 2017). The problem
of cyberattacks has increased recently. In 2017, U.S. intelligence agencies accused Russia of interfering in the election in 2016. Recent newspapers headlines said that United Stated and Britain blame Russia for global cyberattacks:

4. Developing acoherent cybersecurity strategy

First of the all, before giving an answer to the question: “how
can a coherent cybersecurity strategy be developed?”, it is
crucial to know what exactly such a strategy is? In general,
the strategy is a praxeological category, which means that it
concerns the efficient action of everything that has a part in
this action. Gen. Stanisław Koziej defines security strategy
as “theory and practice of managing the security issues by
a chief decision-maker (individual or collective), in particular
setting the security goals and methods of achieving them”
(Koziej, 2011). According to this definition, in order to build
a coherent cybersecurity strategy the coherent goals and
method to achieve them need to be defined.
It is important to point out that international organizations
such as NATO and the EU are creating a cyber defense
strategy. In the European Union the “European Union Agency for Network and Information Security” has been created.
Agency has a key role to play in strengthening EU cyber resilience and response, but is constrained by its current mandate. NATO has created the Cyber Defense Committee, the
lead committee for political governance and cyber defense
policy in general, providing
oversight and advice to Allied countries on NATO’s
cyber defense efforts at the
expert level. At the working
level, the NATO Cyber Defense Management Board
(CDMB) is responsible for
coordinating cyber defense
throughout NATO civilian
and military bodies.
Based on the research
carried out, the cyber defense is only one part of cybersecurity. Due to a wide
range of cyber threats
from individuals to nations,
Figure 1. World military expenditure, 1988–2016
the systems approach to
Source: Nan Tian, Aude Flerurant, Pieter D. Wezeman, Siemon T Wiezeman, Trends in world military expenditure,
cybersecurity has to be
2016, SIPRI Sact Sheet, April 2017.
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war. The data presented in this article shows the growing threat from cyberspace. To promote cyber resilience
in the international community, both public authorities and
the private sector must develop capabilities and cooperate
effectively. We must build on the positive results achieved
via the activities carried out to create not only a defense
system against cyber threats, but also to create the whole
cybersecurity system.
Based on conducted research the coherent cybersecurity
based on system approaches can be achieved by connecting
the effort of all national and international systems:
• Social system
– Changes to the mind-set of society – Societies has to be
educated. The assumption must be that cyberspace is
bound to be disrupted and degraded. This way of thinking must be mainstreamed into training, education, planning, etc.
• Defense system
– The key capabilities to be prepared to execute mission
assurance in cyberspace
– Key stakeholders to focus on identifying vital military assets that are the most critical from the mission assurance
point of view, and concentrate on their protection in the
first place.
– Cyberattacks and the cyber threat landscape to be viewed
as closely interlinked with other types of attacks, mainly
conventional attacks.
• Security system
– Preparation of the organization to the cyber-attack.
– Single methodology for risk assessment in the whole organization.
– A database which would contain information about identified vulnerabilities.
– Limits for risk levels at each level of the cybersecurity system hierarchy.
• Economic system
– Cybersecurity supported by economy effort.
– Manage IT resources and infrastructure so it facilitates
the data collection and processing in a systematic way.
(Bujek, 2018)
The action mentioned above presents the systems approach to cybersecurity. This approach gives a possibility
of focusing all nations and/or organization resources to
achieve one common goal, i.e. cybersecurity. What is more,
in order to achieve coherent cybersecurity, it is most important to convict members of the organization to collaborate
and exchange information about cyber threats.
The digitalization of our daily lives has opened up not
only new possibilities with wider impact, but has also created a new kind of cyber threat. As a result, security sector
must be ready to improvise, adapt to and overcome challenges. Improving intra-organization cooperation might be
a means to the end, i.e. security in cyber space. Moreover,
the systematic approach to cybersecurity has to be further
developed. This approach will help us to focus all national
and organizational resources on the problem.

implemented. That requires a complex and strategic point
of view which regards to this issue. This has been confirmed in Cybersecurity Strategy of the European Union.
”Given that threats are multifaceted [cyber threats add by
D.M.], synergies between civilian and military approaches in protecting critical cyber assets should be enhanced.
These efforts should be supported by research and development, and closer cooperation between governments,
private sector and academia in the EU” (European Commission, 2013).
There are several different approaches to create a cybersecurity strategy. The EU strategy of cybersecurity present
five strategic priorities:
1. Achieving cyber resilience;
2. Drastically reducing cybercrime;
3. Developing cyber defense policy and capabilities related
to the Common Security and Defense Policy (CSDP);
4. Develop the industrial and technological resources for cybersecurity;
5. Establish a coherent international cyberspace policy for
the European Union and promote core EU values.
The National Strategy to Secure Cyberspace identifies
six major actions and initiatives to strengthen U.S. national
security and international cooperation (U.S. Homeland Security, 2003):
1. Strengthen cyber-related counterintelligence efforts;
2. Improve capabilities for attack attribution and response;
3. Improve coordination for responding to cyberattacks within the U.S. national security community;
4. Work with industry and through international organizations to facilitate dialogue and partnerships among international public and private sectors focused on protecting
information infrastructures and promoting a global “culture of security;”
5. Foster the establishment of national and international
watch-and-warning networks to detect and prevent cyberattacks as they emerge;
6. Encourage other nations to accede to the Council of Europe Convention on Cybercrime, or to ensure that their
laws and procedures are at least as comprehensive.
The approaches presented above to the priorities and
actions treat cybersecurity too vaguely and focus mainly on
cyber defense. According to the systems approach to cybersecurity, it is necessary to involve all elements of security
such as social, economy, defense and safety.

5. Conclusion
More and more states are developing cyber forces for military purposes in preparation for a new kind of cyber war.
Moreover, the cyberattacks have a destructive effect on the
daily life of individual users, but also for nations and international organizations. The research conducted in this article
shows the need for the development of a coherent cybersecurity strategy.
Cyber threats have become one of the new main
threats for national security in both times of peace and
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Abstract
Lessons learnt during recent wars and conflicts indicate that the pivotal precondition for success is neutralization of aviation in
the initial period of conflict. Eliminating aviation from combat allows us to gain advantage (superiority) in the air and provides
convenient conditions for the conduct of combat activities by one’s own forces. One of the ways to achieve this objective is
to destroy air bases with their aircraft, security potential and infrastructure, which is necessary for their operation and proper
functioning. Under these conditions, air defense of the air base becomes particularly important. The complexity of the problem
stems from the increased possibility of impact from the air and the significance of the air base in aviation operations. That is
why it is worth looking at the air base from the point of view of air defense.
Keywords: air defense, air base, air threats

1. Introduction

threats from the air is not limited to aircraft and attack helicopters. Of course, they still play a significant role in the battlefield, however, due to the development of modern technologies and their dissemination since the 1990s (in comparison
to the past), their role and significance are smaller. This is
essentially due to the development of new means of combat,
including unmanned systems, multi-head ballistic missiles
and cruise missiles [2, p. 127]. Their development is important because in the vast majority of assumptions concerning
the way wars will be conducted in the future, there is a prevailing view that the classic onset of war will be the fight for
dominion in the air. In this respect, it should be noted that
control of the air is seen as a necessary condition for the effective use of other branches in warfare. This is basically due
to the assumption that the phase of the fight for superiority in
the air is of key importance, and its aim is usually to destroy
military and civilian facilities which constitute the basis for the
functioning of the state and its armed forces.
Among all branches of the Polish Armed Forces, the Air
Force has the greatest combat capabilities to react quickly

Contemporary threats to a state require armed forces to be
able to carry out a wide range of tasks. The content and
scope of these tasks are usually determined by a given
political and military situation. Due to airpower’s attributes,
equipment and combat capabilities, the Air Force is a military
branch that is used chiefly to fight forces and resources of
the opposing side. This is due to their high manoeuvrability,
the speed of effect delivery over long distances and the very
high precision of the attack resulting from the fact that they
have a wide range of very modern weapons of destruction.
The versatility of the Air Force makes it suitable for offensive
and defensive operations.
The dynamic development of air-launched weapons observed today combined with their precision and high force of
impact, causes the threat of air attacks to apply to all types
of targets. This concerns not only forces engaged in direct
combat, but also to those that support their operation and are
located deep within the territory of a given country [1, p. 75].
Moreover, the perception of the contemporary dimension of
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and cruise missiles2. For this reason, it is important to take
action to acquire such capabilities3.
The purpose of the research was to determine what kind
of asset the air base is in the context of air defense performance. The aim was gained by answering the following research questions:
What is the significance of the air base for air operations?
What kind of air threats can be deployed against air bases
located in Poland?
What elements of the air base infrastructure are necessary to
support the aviation operations?
During the research, theoretical methods were used,
such as analysis, synthesis, comparison, inference and criticism of the literature. Among the empirical methods, the interview method with subject matter experts on air base functioning was commonly used. Interviews were conducted with
the commanders of selected military units: air bases and air
defense squadrons, as well as with General Staff of the Polish Armed Forces officers. Whenever the text below refers to
the opinions of military experts, it follows from the interviews
mentioned above.

to air threats posed to our country during times of peace,
crisis and war [3, p. 75]. These combat capabilities have increased thanks to the purchase of 48 modern F-16 multirole
aircraft. Under these conditions, it seems highly probable
that the elimination of F-16 aircraft from combat first, followed by dealing away with the remaining tactical aircraft,
may be a one of priority objectives of a potential opponent.
Such an adversary is likely to seek to eliminate the full potential of combat aviation already in the first phase of the
conflict, which may be decisive for the outcome of war. To
a large extent, these assumptions also confirm the conclusions of the course of armed conflicts (local wars) in the
20th and 21st century. In the case of the majority of armed
conflicts, when analysing their course, one may notice that
the basic condition for success in warfare (operations) was
the destruction of an opponent’s Air Force already in the
initial period of war (conflict) [4, p. 33]. The elimination of
aviation from the fight made it possible for the whole armed
forces to carry out offensive operations [5, p. 202].
In this situation, it should be expected that one of the
most important targets that will be attacked first by the enemy’s Air Force will be air bases. Therefore, maintaining
them operational is necessary for the proper preparation
of aircraft to carry out combat tasks within the framework
of national air defense [6, p. 85, 7 p. 81]. The importance
of maintaining the viability of air bases stems from the fact
that military aircraft require an adequate airfield and navigation infrastructure to allow safe take-offs and landings
and to provide them with adequate maintenance. Such requirements imply the need to prepare and maintain airfields
operational at all times [8, p. 8]. It can therefore be assumed
that air bases are one of the most important military targets
[9, p. 111] in the defense infrastructure of a state due to the
function of ensuring that the combat capability of aircraft is
maintained in appropriate flight readiness and that they are
maintained in high level of combat readiness.
In this case, the air defense of air bases is particularly
important. It will be very difficult to effect, as air bases are
subject to thorough recon before the outbreak of an armed
conflict. In addition, they are very characteristic targets with
a large area and have a stationary character. The complexity of air base air defense also results from the great
potential of modern air weapons and the vast freedom of
their use. Therefore, when assessing the threat to air bases, it can be concluded that an attack from the air may in
fact take place from a long distance (beyond the range of
one’s own aircraft and anti-aircraft defense systems) [10,
p. 45]. Under these conditions, air defense1 of an air base
with the use of aircraft and anti-aircraft defense systems
seems to be a very difficult task. What is emphasised here
are the current combat capabilities of anti-aircraft systems,
including the lack of capability to combat ballistic missiles

2. The nature and importance of an air base
for aviation combat operations
An air base is one of the most critical elements in the Air
Force. Its destruction or blocking has a significant impact
on the capabilities of aviation. The experience of wars and
armed conflicts indicate the ever-increasing role of aviation,
which, as the most manoeuvrable branch of armed forces,
is able to achieve expected results in almost any conditions
in the tactical, operational, and even strategic dimension.
The war in the Balkans has brought the NATO Air Force new
tasks [11, p. 94–95]. They are now an important factor in
military deterrence and allow political-military pressure to be
exerted, creating a real threat of precise and effective operation. The gradation of coercion and pressure through the
threat of the use of Air Force is often the only way to enforce
and maintain peace in areas of conflict nowadays. The idea
of using aviation is similar in most countries. It boils down to
manoeuvring operations from different airfields and at different depths of combat impact, depending on the development
of the situation and the resulting operational needs.
The preparation and facilitation of aircraft operations
in most countries is carried out by a specialised territorial
system of the Air Force installations including, among other
things, a network of air bases. According to contemporary
2
The main weaponry of the Air Force Anti-aircraft Defense are the S-125
NEWA and S-200 WEGA missile systems reflecting the technical level of the
1960s and 1970s. Despite the modernisation of NEWA and WEGA systems
carried out at the turn of the twentieth and twenty-first century, their combat
capabilities have not changed. When analysing the potential of air defense
we can have no doubt that one long-range rocket division of WEGA together
with several sets of small range NEWA, (potentially supported by several
subunits of Anti-Aircraft Defense Land Forces equipped with KUB and OSA
systems intended primarily for anti-aircraft defense of subunits of ground forces) is not able to provide effective air defense.

1
Air defense includes the implementation of passive actions (camouflage, dispersal, restoration of combat readiness, redundancy) and active
actions (firing at air attack, warning about the threat of air attack). Due to the
limited nature of the publication, attention has been paid only to the operation
of tactical and ground aviation of Anti-aircraft Defense.

3
The implementation of the current WISLA and NAREW armaments programmes will result in a significant improvement of capabilities in this area.
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and financial efforts. The manoeuvrability of the GSD will
not ensure that the air force will be able to manoeuvre in
a short period of time. Due to the variability and features
of terrain, climate, a large number of rivers and canals,
a high degree of urbanisation, the pace of the GSD march
is optimally calculated at 40 km/h. The time required for
the air squadron to reach combat readiness at an airfield
of manoeuvre is shortened considerably in the variant of
logistical support of aviation operations by the forces of an
air base. It is limited to the time of take-off, flight of the prescribed route, landing and restoration of combat readiness
at an airfield. The existence of a well-developed network
of air bases (capable of accepting and handling all types
of aircraft) allows for preparing appropriate conditions for
basing and conducting combat operations by the aviation
industry, while eliminating the logistical support of ground
support deployments. This has a direct impact on maintaining the aviation operational through the possibility of
aircraft dispersal within the passive defense of an air base.
Poland is a member of NATO and can expect on its support in the case of an armed conflict. In this context, air
bases are a very important element in the area of ability
to adopt such a reinforcement. The task of air bases is to
logistically support the activities of the Air Force allies. “The
plan for strengthening the forces of the treaty” assumes
the rapid transfer of the largest possible NATO forces to
various regions. This will only be possible if the countries
accepting NATO forces, the so-called host nations, provide
appropriate support in terms of its adoption5 [21]. Due to the
specificity of air force, and above all the aircraft, the HNS in
the area of the Air Force may include: access to facilities,
aircraft support, air traffic control, airfield infrastructure, aviation technology. In addition, it is to provide: fuel, airfield
evacuation and rescue groups, current access to meteorological data and forecasts and flight plans.
In conclusion, the importance of an air base is closely linked to the development of the combat situation and
aviation activities. Its importance as an air defense facility is unquestionable and insufficient air defense of an air
base may have a decisive impact on aviation operations.
Air bases are of great importance in the logistical support
of airborne combat operations. In the initial period of combat operations in the fight for air superiority, air bases are
essential for tactical aviation, which is an important part of
the air defense system. Air bases also create opportunities
for the dispersal (withdrawal) of aviation outside the zone
of the main impact force of an opponent (assault aviation,
attack helicopters, artillery) in the event of a lost fight for
superiority in the air and the transition of land forces to
defense operations. Air bases also provide a back-up for
replenishment of losses incurred by aviation during combat operations.

views, the term “air base” “means (...) a large airfield (the
most important element of an air base) prepared to facilitate the process of training and combat operations of
an air force unit equipped with stationary equipment and
means. Apart from aviation units, an air base includes anti-aircraft defense units, transport units, communications
units, maintenance units, stockpiles and warehouses with
material and technical means and others (...)” [12, p. 37].
The basic requirement formulated in relation to air
bases is their ability to support the stationing and restoration of combat readiness of all basic types of aircraft in
the Air Force. The task of air bases is to provide comprehensive logistical support of aviation operations from
fixed, alternate and road runway– regardless of the type
of aircraft and without the need for ground support deployment (GSD)4 [12, p. 384]. The importance of an air base is
closely related to the concept of using aviation in combat
operations.
As stems from the research carried out, and mainly the
literature analysis [13, 14, 15, 16, 17], the possibility to
carry out manoeuvres is increasingly decisive for maintaining the air forces operational, and, consequently, for
the effectiveness of combat operations. The need for air
force manoeuvring is a result of an assessment of threats
and nature of future battlefield envisaged. The current air
force grouping should be regarded as the starting point
for all forces to act at the beginning of an armed conflict.
A manoeuvre, understood as an organised movement of
subunits and air force units to new regions or new combat
positions (airfields) occupies a special place in the art of
air force operations, conditioning the achievement of operation objectives.
The lessons learned during wars and armed conflicts
indicate that the air force, being mostly threatened by the
enemy’s surprising strikes, requires special preparation
for manoeuvring at the alternate airfields and road runway. One of the numerous examples is the manoeuvre in
Polish aviation on the eve of the outbreak of World War II
(WW II). Ground support deployments were sent to operating airfields after an alarm call-up. The aircraft changed
bases on 31 August. The German side did not manage
to detect changes in the dislocation so that the destruction of aircraft at airfields was avoided [18, p. 319, 19,
p. 139–140]. However, the lack of such a manoeuvre
caused that Soviet aviation lost about 1,200 aircraft on the
first day of war on 22 June 1941, 80% of which were destroyed at airfields. The relocation manoeuvre to alternate
airfields and road runway is important for maintaining combat strength. It is carried out leaving 50% of the forces at the
main airfield, three formations are directed to an alternate
airfield and one to the road runway [20, p. 44]. Currently,
formations of aircraft to the alternate airfield based on the
ground support deployment requires many organisational

5
As a result of allied commitments made by Poland, seven air bases
(Poznań-Krzesiny, Łask, Mirosławiec, Świdwin, Powidz, Mińsk Mazowiecki
and Malbork) obtained the status of so-called Interoperable Airfields. Therefore, these are airfields to which the Aviation Support Force will be accepted
in case of danger.

Ground Support Deployment – a separate part, usually a half, of personnel, equipment and materials from the composition of security units, serving an air force unit (subunit), capable of self-protection of combat operations
and servicing an air force unit at one airfield.
4
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3. Identification of key elements being the target
of strikes at an air base

contributed to the development of rules for the dispersal of
infrastructure and logistics at air bases.
The basic component of an air base is an airfield. Based
on the provision contained in the Flight Regulations “a military airfield is an airfield used by the Ministry of National
Defense for the purposes of state defense and security, as
well as a shared airfield located on the areas belonging to
the State Treasury under the permanent management of organisational units subordinate to the Minister of National Defense, entered in the Register of Military Airfields and Military
landing strips” [22, p. 41].
A military airfield consists of facilities and equipment located both within and outside its territory. At the level of an
airfield, elements of infrastructure serving the purpose of
technical maintenance of aircraft during take-offs and landings can be distinguished. The most important elements of
airfield architecture include the movement area, aircraft dispersal zones, as well as elements of the command system,
air traffic control measures and flight security. An airfield
could not function without elements of combat support, logistic and technical support, warehouse buildings, as well as
administrative, office and barracks buildings.
Movement area (MA) is a part of an airfield intended
for ground movement of aircraft. It covers the entire airfield
surface (artificial and natural). Its basic components are: the
landing area, runway, taxiways and parking spaces.
Landing area (LA) – it is an essential element of the
movement area designed for the movement of aircraft on the
ground (taxiing, take-off, landing). It consists of: the runway,
taxiways and parking spaces.
Runway (RW) – the number of runways is determined
according to operational needs, with the longest runway usually located in the main direction of take-offs and landings,
called the main runway, while the remaining ones are auxiliary. A runway consists of take-off strip (TOS), shoulders and
extension runways (side and front safety strips).
The glide path area is the enclosed airspace above the
terrain and within the extension of a runway, in which the
aircraft descends to landing or rises after take-off.
The taxiway is an important element of an airfield. The
main taxiway (MTW) connecting both ends of TOS can be
distinguished due to its operational use. The main part of the
MTW should run parallel to TOS. In principle, the technical
installation and the distance from TOS should be such that
the internal edge of the MTW is at least 150 m from the edge
of TOS. This road may be treated as an auxiliary (emergency) TOS and should have a straight section of the length
equal to TOS, with approaches and sides free from obstacles [23, p. 16]. The MTW is made of cement concrete with
a runway length and width of 12–16 m for fixed base airfields
or 10 m width for alternative airfields.
The connecting taxiways (CTW) joining MTW and TOS
are built in the middle of TOS and at a distance of 250–300 m
from its ends. The CTW offer the possibility to increase TOS
capacity, save fuel and shorten taxiing time. Auxiliary taxiways connect the MTW with the aircraft parking place and
the technical infrastructure of an airfield.

The military airfield can be classified as one of the most important facilities of an air base, necessary to maintain the
combat potential (aircraft) in appropriate efficiency and combat readiness in times of peace, crisis and war. Taking into
account the importance of this facility’s infrastructure for the
state defense system, its elements will be the target of the
destructive impact of air lunched weapons of the potential
opponent’s armed forces. By impacting the infrastructure of
an air base, such an adversary will strive to eliminate aviation
from combat in order to achieve freedom of operation in the
air and ensure favourable conditions for conducting combat
operations by its own forces. One way of achieving this goal
is to destroy airfields with their stationing aviation, security
capabilities and airfield infrastructure, which is essential for
their operation and proper functioning.
Therefore, the deployment of infrastructure in an air base
should be considered in terms of the impact of air attacks of an
opponent. Reducing the impact of air attacks in consequence
contributes to maintaining the forces operational in an air base
and the use of aircraft based there in accordance with the established rules. This suggests that the infrastructure should be
distributed in a dispersed manner in relation to the anticipated
attack with the use of the opponent’s air-delivered weapons.
Such facilities may include runways, airfields or individual aircraft hiding areas, weapon depots, command posts and deployment areas for specialised airborne equipment. In principle, each of these elements may be the primary target of an
attack, but this will be dictated by the specific operational and
tactical situation and the target of the opponent’s operations.
During the WW II, taking into account the capabilities of
the means of reconnaissance and destruction, it was considered that the main target of an attack in an air base would
be runways. This resulted from the impossibility of masking
such a characteristic facility of considerable size, but also
from the assumption that if a runway was destroyed, any operation would be rendered impossible. The military conflicts
after the WW II, and especially the Gulf War, have shown
that runways do not always become the target of an airfield
attack. Contemporary means of reconnaissance and unprecedented effectiveness of fire support measures make it possible to strike even small-scale targets from long distances
and heights, with an incredible effect of destruction6.
Reducing the impact of adversary aviation can be
achieved through an appropriate dispersal of infrastructure
and logistics at an air base. Their excessive dispersion may
cause disruptions in the performance of logistic security
tasks and, consequently prolong the recovery times of aircraft, periodical maintenance and prevent rapid evacuation
of aircraft in the case of an air attack. Whereas the accumulation of infrastructure and logistics in one place may result in
huge losses in the case of an air attack. These factors have
6
During the attacks on airfields, the main targets of the anti Iraq coalition’s air strikes were the hiding places of aircraft, as well as fuel and ammunition depots. The aircraft F-111F and TORNADO were hit by bombs with
a laser targeting system from a horizontal flight at an altitude of 6000-8000 m.
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a flight security system. Wired communication is the basic
type of communication operating at an airfield. Fixed base
airfields have wired communication organised on the basis
of a wide network of ground cables and stationary devices.
This communication ensures the exchange of information
between the persons performing various functions associated with individual airfield elements and with the environment.
In the field of radio communication, we can distinguish between aviation radio communication and ground radio communications and radiotelephone communication. Aviation radio communication ensures communication with aircraft crews
from the moment the engine is started, through take-off and in
the course of flight to landing and engine shutdown. It ensures
command, including the guidance of aviation from groundbased command posts and communication between aircraft
crews. Ground radio communication is intended to ensure that
the commander communicates with his superiors and subordinates. It is a reserve of wired communication in case of its
failure. Radiotelephone communication is designed to ensure
the circulation of information for the needs of ground services
and persons in charge of airfield operations. A flight security
system is organised at airfields and air bases. It is used for the
timely transmission on board the aircraft of information enabling the crews to navigate an aircraft and to take them to an
airfield area, road runway in any weather conditions, day and
night. It also provides ground-based control of the air situation
in the area of flight security scheme measures.
An airfield also includes elements of logistics, which
enable the re-establishing combat readiness and performance of combat tasks by all types of aircraft at disposal of
air forces. The type of means and their resources depend
on the concept of using airfields in combat operations. They
allow for the restoring combat readiness and the conducting combat activities by the based aviation for a period of
several days. Storage facilities for weaponry are located at
a distance of not less than 5–7 km from a runway. Due to
high sensitivity to enemy assaults, the requirements for the
placement of munitions depots are particularly observed.
The missile preparation points are located at a distance of
approximately 300–500 m from the dispersal areas. Storage
facilities for materials and other objects are arranged in such
a way as to ensure their rational use, while observing the
principles of camouflage.
Service and technical infrastructure is one of the types
of infrastructure at an airfield which guarantees its proper
functioning. It consists of a complex of buildings, structures
and equipment, enabling take-offs and landings as well as
timely supply, maintenance and repair of aircraft. The basic
buildings of service and technical buildings include a terminal, hangars, airfield propellants and greases warehouses
and ammunition and bomb warehouses. In this category of
facilities, we can include those that have a direct impact on
flight safety, i.e. buildings of a closer and further radio beacon, a radio-frequency detector and a radio-location landing
system and a take-off command post.
All the equipment of the service and technical infrastructure are located, depending on the destination, in several

Aircraft parking space (aircraft stands) are specially prepared and equipped elements of MA designed for aircraft
parking and maintenance at an airfield. They are divided into:
• single parking spaces for aircraft, intended for parking
and maintenance of aircraft, normally arranged in simplified7 or reinforced8 aircraft dispersal areas (PDA);
• group parking areas for aircraft intended for short term
parking and pre-start technical maintenance of aircraft.
Their number and size ensure that all aircraft at an airfield
can be parked. At airfields of higher classes, equipped
with artificial surfaces, two group parking places are
usually designed, most often located at both ends of the
MTW, as air aprons (AA). Group parking places for aircraft can be organised in four variants.
Aircraft dispersal areas constitute a separate area of
an airfield, about 3–5 km away from the centre of a runway.
They are equipped with individual aircraft parking areas,
shelters for flight and ground staff, shelters for storing weaponry and other necessary means for the operation of aircraft.
There are two types of aircraft parking spots. These include:
ramparts and shelter hangars of reinforced concrete construction. Fortified zones are located only at base airfields.
The aircraft dispersal area is also an essential area for stationing the flight crew and has at least 12 aircraft parking
spaces. Individual aircraft parking spaces in the dispersal
areas are about 60–120 m apart, which prevents a considerable amount of aircraft from being destroyed by shrapnel
bombs in the event of an air attack.
Elements of the command system are located in command posts and in suitably prepared areas. An air base
control station is located in the area most suitable for commanding base forces at a distance of not less than 1 km from
a runway, in a heavy type shelter equipped with filtering and
ventilation equipment. An air base also has an auxiliary command post. The command post of an aviation unit (subunit)
is located at an airfield, in the premises of an airfield tower.
An airfield tower is located in a place ensuring good visibility of a runway. Its equipment with means of communication
provides the commander of an aviation unit with command
on the ground and in the air. The base staff is located in masonry barracks or civil housing estates about 3–6 km away
from the centre of a runway.
Elements of communication infrastructure and flight
security are located in the field while maintaining the principles of camouflage. For this purpose, radio and radio-line
station masts are located at least 1.5–2 km from the communication nodes. Radiolocation landing system and lighting
devices are located on both sides of a runway, and the technical equipment of these devices is located in ramparts and
camouflaged. There are two main types of communication
organised in an air base: wire and radio communications and
7
Simplified aircraft dispersal area – this is a separate fragment of an
airfield with equipment necessary for the operation of aircraft, with aircraft
parking spots, camouflaged earth embankments.
8
Strengthened aircraft dispersal area – this is a separate section of an
airfield with equipment necessary for the operation of aircraft with reinforced
concrete shelters covered with earth embankments
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•
•

Precision Guided Munitions (PGM);
Lighter than Air Sensor Platforms (LAPs).
Nowadays, the best defined and described group of conventional air attack are manned aircraft consisting of combat
aircraft and helicopters.
It seems that the primary position of threats posed by
manned aircraft results mainly from the concept of the use of
armed forces. Combat aircraft of the latest generation make
use of highly specialised and smart weaponry, and the socalled V generation can serve as a multi-purpose fighter, vertical take-off and landing assault aircraft and aircraft carrier
fighter, as well as have stealth properties. As many military
experts11 point out, our nearest neighbour, Russia, disposes of
aircraft which are not technologically inferior to those produced
by American companies with. Analysis of official data prepared
by the Russian Ministry of Defense indicates that the country’s
Air Force currently has about 2,750 aircraft of various classes
and destinations on board. Military analysts [27] indicate that
many years of neglect (mainly for economic reasons), which
took place in the entire armed forces of the Russian Federation, now give way to the backlog plan that includes spending
about 20 trillion roubles on new aircraft, helicopters and other
weapons by 2020. The renewal of investments in the Air Force
has been initiated with plans to purchase, by 2015, about 200
new multi-purpose aircraft, combat helicopters, training and
transport aircraft. Russia is currently making the best example
of such efforts to retrofit its Air Force by purchasing 120 Su-34
assault and combat aircraft, introducing the new Mi-28N attack
helicopters, Yak-130 jet trainers and Il-112 transport aircraft
into military units. It is also expected that the PAK DA strategic bomber, the successor of Tu-95 MS, will be one of the
latest solutions of the Russian military industry in the coming
years. It is constructed using flying wing technology, armed
with hypersonic self-steering missiles and is a response to
the Chinese H-20 bomber and American LRS-B (Long Range
Strike-Bomber). Manned aircraft will pose a major aircraft
threat to air bases. They carry specialised weapons for the
destruction of facilities located at an air base. What may be
indicated here are the bombs and air-to-ground missiles intended for destruction of runways, fortified objects and devices
emitting electromagnetic energy.
Attack helicopters are another group of air attack. Their
specific qualities, such as the ability to take off and land vertically and the possibility of hovering in the air, combined with
high lifting capacity and, above all, the ability to quickly move
forces to places hard to reach, make this type of aircraft still
a key tool for carrying out modern combat missions of the
armed forces. The Russian helicopter Mi-26 (marked as
Mi-26T2) is an excellent example. These latest generation helicopters can carry up to 20 tons of cargo or 90 soldiers [28]. However, helicopters are also excellent combat tools, such as the latest generation Russian helicopter
Ka-52 Alligator (NATO code: Hokum-B), which is a two-seater attack helicopter, a successor to the one-seater Ka-50. The
Ka-52 Alligator is equipped with the most modern Russian

places at an airfield, with the exception of glide paths. The
base airfield is supplied with electricity from at least two independent sources [24]. In addition, at each base airfield, there
is an emergency power plant, which guarantees the supply of
necessary energy regardless of the supply of electricity from
the national power grid.
The barracks and administrative infrastructure is intended for the stationing staff, services of the aviation unit and
its supporting subunits, accommodation of persons and ensures economic, living and cultural needs.
To sum up, it should be stated that an air base contains
a large number of facilities that are difficult and sometimes
impossible to camouflage against the opponent who has
classic and precise weaponry at its disposal. A military airfield
is an area of about 600–700 hectares with a circumference
of 20–30 km. It is a stationary complex visibly contrasting
against the background of the surroundings. It locates point
and line facilities, difficult and sometimes even impossible to
hide from the opponent who has various means of identification. The basic features exposing an airfield may include
[25, p. 9]:
• characteristic outline and design of artificial surfaces (runway, taxiways);
• arrangement of dispersal areas with a large amount of
equipment and traffic resulting from the tasks performed;
• location in the field;
• working technical devices emitting electromagnetic
waves and infrared radiation;
• air traffic in the operational area of an airfield;
• acoustic effects resulting from the operation of aircraft engines, especially during take-offs and landings.

4. Identification of air threats to an air base
The threat of air launched weapons and the conditions of air
defense organisation are directly related to the military threat9
[26, p. 89], which concerns a period of crisis and war10. Military air threats are now, and in the near future, a source of
the greatest threats to an air base. Air military threats originating from the air attack of other countries (social groups)
can be used both in times of crisis and in times of war.
It should be noted that in the large modern arsenal of
weapons and armaments, several groups of air attack can
be distinguished, namely:
• Manned Aircraft (MA), including Fixed Wing (FW) and
Rotary Wing (RW) helicopters;
• Unmanned Aerial Vehicles (UAVs);
• Cruise Missiles (CMs);
• Ballistic missiles (BMs);
• Rockets, Artillery, Mortars (RAMs);
9
The term military threat should be understood as such a combination
of events in international relations, in which conditions to undisturbed existence and development of a state may be limited or lost, or its sovereignty
and territorial integrity may be violated or lost as a result of armed (military)
violence against it.
10
In this paper only military threats of the period of crisis and armed
conflict are considered. Due to the volume of this paper, the threats of time of
peace and non-military threats, e.g. RENEGADE, have been omitted.

11
Opinions on this subject were obtained from officers during interviews
in air defense squadrons and air bases.
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that in the near future, the development of new military technologies, combined with the needs of the modern battlefield and
economic factors, is likely to influence the decision to gradually
reduce the potential of manned aircraft. They will be replaced
by unmanned and universal air platforms equipped with the
latest generation of detection and weapons [32, p. 16]. UAVs
should be taken into case in the context of threats from the
air to an air base. The latest and most technically advanced
UAVs are characterised by a long range and flight time12 [33]
that far exceeds the capabilities of most aircrafts, as well as by
a significantly lower unit cost. Due to the fact a small effective
reflection surface, low emission of thermal radiation and the
possibility of flight at low altitudes, their detection and destruction exceed the capabilities of typical anti-aircraft missile systems used by the Polish Armed Forces. An important feature,
particularly dangerous for ground air defense units (both artillery and missile) using radars for searching objects in airspace,
is the ability of UAV armed with anti-radiation missiles, to keep
airspace under surveillance. The detection and guiding of missiles requires the inclusion of a radars. The station becomes
a target for the anti-radiations missiles at the same time.
It is a fact that in the group of unconventional air attack are
ballistic missiles. Due to tactical and technical properties, have
become an excellent tool of military strikes. The large range of
operation, short flight time, low susceptibility (sensitivity) to detection by radiolocation means, relatively low production cost
in comparison to modern bombers and ability to carry weapons of mass destruction are the characteristic features of ballistic missiles, which make them an exceptionally useful tool
for exerting pressure of both military and political nature [34,
p. 23]. The threats posed by ballistic missiles to an air base
result from their high velocity at the last stage of flight, making them difficult to detect and destroy by air defense. Even if
a missile is detected at the moment of its launch, in the case of
an intercontinental missile, after determining the region at risk
of missile impact, the maximum time for alerting endangered
forces or targets is about 30 minutes. For tactical missiles, this
time is shorter. The most exposed (especially by the media) is
the air threat resulting from the possibility of using tactical ballistic missiles. Among the potential threats, the fact that short
range ballistic missiles [35, p. 78] 9K720 ISKANDER have
been deployed in the Kaliningrad Oblast is the one most often
mentioned. The range of missiles of up to 500 km allows for
striking at air bases located almost all over the territory of Poland. The time necessary for a missile to reach its maximum
range is about 10 minutes [36, p. 164].
Currently, there are many state entities on the international political scene, whose aspiration is to influence the global
and regional security order. There are also less prosperous
countries in this group, which, using easy access to ballistic
missiles, are trying to impose their point of view on the world
order. Until recently, it was believed that, with the exception
of the United States, the United Kingdom, France, Russia

weaponry systems of the whole range of Hokum helicopters.
The basic weapon is the AT-12 Swinger anti-tank missile
with the I-251W Squall guiding system. It allows to effectively
track down and attack targets from a distance of 5 to 12 km,
i.e. from the target area of Ka-52 (the Squall system allows to
detect a tank at a distance of up to 10 km, the effective range
of the Swinger missile is 12 km). The Russians assume that
the Ka-52 Alligator will not operate within a radius of less
than 5 km from the target, i.e. in a strong anti-aircraft defense
zone. This task is to belong to the Ka-50, while the Ka-52
is to conduct reconnaissance, indicate and destroy targets
from a greater distance. According to official data, the Russian Armed Forces currently have about 1,250 helicopters of
different classes and purpose [29]. Helicopters will not pose
as great a threat to an air base as aircraft due to their smaller
range of tactical radius. However, they cannot be completely
excluded, especially in the initial phase of an armed conflict.
The group of non-classical air attack includes: Unmanned
Aerial Vehicles (UAVs), Ballistic Missiles (BMs), Cruise Missiles (CMs), Rockets, Artillery, Mortars (RAMs), Precision
Guided Munitions (PGM), and Lighter than Air Sensor Platforms (LAPs).
Unmanned aerial vehicles are currently an important
air attack group with an impact on the air safety environment. According to the generally accepted classification,
unmanned aerial vehicles are divided into: combat, reconnaissance and supportive. Currently, the most important features of unmanned aerial vehicles are: difficulty in detecting
them, low operating costs (compared to manned vehicles),
high reliability and combat life, the ability to take off from any
place and a long hovering time. Unmanned aerial vehicles
are today one of the most technologically advanced weaponry a modern army and are seen as the future of air attack.
In this respect, A. Radomyski adds that today’s and future
development programmes of unmanned aerial vehicles will
focus on:
• the development of reconnaissance and fire tasks aimed
at prolonged air presence, recognition and immediate destruction of an enemy, as well as direct support of facilities in close contact with an enemy;
• ensuring that unmanned aerial vehicles detection capabilities are limited;
• the miniaturisation of combat platforms [30, p. 35].
As pointed out in article A. Gwiazda, in 2004 only 41 countries had unmanned aerial airborne vehicles of various types
and purpose. However, already in 2011, the number of
these countries increased to 76, and at the end of 2013, it
exceeded 80. Statistics also indicate that by 2010, 90% of
the world’s expenditure on the production and maintenance
of UAVs was spent by the USA, while in 2013, the share of
this superpower had already decreased to 64%. According to
media reports from our eastern neighbour, Russia is currently working intensively to achieve full readiness to use UAVs
for combat purposes in fire attacks on targets by 2020[31].
The multifunctionality of unmanned aerial vehicles makes
them an object of desire of many entities subject to international law, but also terrorist groups. It seems reasonable to judge

12
RQ-4 Global Hawk can stay in the air continuously for about 30 hours,
covering about 20,000 km during this time, reaching a ceiling of 18 km, transmitting reconnaissance information to the ground flight control station in real
time.

43

Safety & Defense 5(1) (2019) 37–45

The technology of CMs is being gradually improved.
Cruise missiles of the future are to be adapted to the digital
battlefield. This will be reflected in the ability to receive information from aircraft, unmanned aircraft vehicles, satellites or
ground command posts, and to constantly update data on
changes in course or attack site [1, p. 147].
The last type of military threats to which reference should
be made are Rockets, Artillery, Mortars (RAM). This is not
a new type of threat, because of technological solutions, but
because of the fact that they are classified as an air threat
category [37, p. 91]. This group of threats is particularly characteristic of the current areas of military operation. RAMs are
an essential source of weaponry primarily for rebel groups,
which use it to carry out attacks on military facilities (bases)
and stabilisation forces. An excellent example of this is laying
fire on Israeli territory by the armed armies of a Palestinian
state. Terrorists has launched around 12.8 thousand missiles
towards Israel since 2001. The intensity of missile launches
is so high that in only three days (29, 30, 31 July 2014) approximately 320 rockets were fired on Israel [38]. It is to be
expected that RAMs will continue to be a serious source of
airborne hazards, not least because of their easy handling
of weapons. Also, despite their simplicity, RAMs will also be
very difficult air targets to combat. This is mainly due to their
very small effective reflection surface of the order of 100ths
of a square metre and short flight time. The threat posed by
the use of RAMs in the context of an air base will concern
the actions of terrorist and rebel groups. Such groups may
include military mortars or their equivalents manufactured in
small factories or production plants. They can fire projectiles
containing up to 6 kg of explosives, with a calibre of 60 to
250 mm, over a distance of 50 m to 4 km [1, p. 165].

and China, other countries were not technologically prepared
to produce ballistic missiles. However, according to military
experts, the countries that have joined the group of those that
have reached the technological potential to produce ballistic
missiles with a significant range are: India, Pakistan, North
Korea, Iran [34, p. 24–25].
Considering the territory of Poland as an object of a potential attack, a missile weapon arsenal in the possession
of Russia seems to be particularly dangerous. The tactical ballistic missiles in question have a special impact on
the security environment of our country. Russia has the
latest generation of ballistic missiles (SS-21 Scarab and
SS-26 STONE). These missiles can be used both to gain
military and, perhaps most importantly, political benefits
(forcing favourable decisions by intimidating the use of their
potential against important economic and political targets).
SS-26 STONE missiles with a range of about 380–500 km,
according to the Russian military, are to be an asymmetric
response to plans to deploy the Ground Based Interceptor
(GBI) defense in Poland13.
Another one of our neighbours, Belarus, although not developing TBM technology, nevertheless has a significant potential (96 sets of SS-21 and 60 Scud missiles), which in unfavourable political and military conditions can also be used
as an argument for intimidation [34, p. 26].
The next decade, in the opinion of many experts14, will
be characterized by a dynamic development of CMs. They
are characterised by high accuracy (precise range of up to
100 m), an ability to fly at small and very small heights with
the use of terrain, small effective reflecting surface and a relatively large range – about 2–3 thousand km. Some countries
with advanced technology introduce stealth missiles to their
armament. The vast majority of this type of missiles is used to
destroy surface ships, but the modern battlefield forces them
to be used also to combat ground facilities such as: centres of
state control and command of armed forces, important facilities of military infrastructure, and military groupings.
With regard to the threats to air bases in Poland, the greatest concern is Russia’s huge interest in the development of
CMs programmes. According to Russian military experts [36],
Russia wants to increase the number of cruise missiles thirty
times by the end of 2020. The new technological solutions are
primarily intended for the Air Force, with the plan to introduce
new subsonic cruise missiles AS-15 Kent (Russian name
Kh-101), which are to have an official range of 10,000 km and
hit a target with a conventional 400 kg combat warhead with
an accuracy of 10 metres. During the flight, they are to use the
Russian satellite navigation system GLONASS. Older AS-15
Kent missiles (Russian name Kh-555) have a warhead half the
size and an accuracy of 25–30 m. It is also planned to introduce Kh-102 missiles with atomic warheads15.

5. Conclusion
The facts presented above indicate that today’s world poses an urgent need to reconsider the problems related to the
defense of an air base. In aviation combat operations, an air
base is an essential element of aircraft logistics security. Particularly in the initial period of armed conflict in fight for air superiority, the operations of all forces and means of defense
should be aimed at the performance of tasks aimed at gaining
(maintaining) air superiority. One of the main tasks of the fight
for air superiority should be air defense of an air base. Due
to the manoeuvring nature of aviation operations, it is necessary to have a developed network of air bases in the territory
of a country, perceived as a logistical support element of the
operations without ground support deployments. They should
be prepared to support the operation of national and allied
aircraft. In the event of a threat, air bases will be the guarantor of the rapid adoption of the allies’ reinforcement. As it was
the case in the past, one of the elements of defending an air
base today is the ability to disperse airborne forces in order to
make sure the aviation stationed there remains operational.
If we take into account the fact that current military airfields
are well identified, it is advisable that the ground support deployment should be able to support the operation of aircraft at

13
This concerns the construction of missile intercepting base of the U.S.
missile system. The system will be located near Slupsk.
14
Opinions on this subject were obtained from officers during interviews
in air defense squadrons and air bases.
15
Russian Defense Minister Sergei Shoygu announced these ambitious
plans of Russia after the meeting of the Russian Security Council.
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an air base outside its facilities. One should bear in mind the
possibility of using state civil infrastructure (road sections of
airfields, civil airports) for military purposes.
Taking into account the modern air threats and the conclusions that history dictates, the greatest threat to air bases in the
first phase of an armed conflict will probably be manned aircrafts, ballistic missiles and cruise missiles. In order to protect
a facility against air strikes with the use of various weaponry,
it is necessary to apply various means of defense, adequate
to a given threat. Fire support measures must be in place to
organise a multi-layered fire zone. These should include the
weaponry allowing to combat all air-delivered weapons and
in the case of mass strikes, to fire simultaneously at multiple
targets. In addition, an air base should be prepared to minimise the effects of air strikes. The base infrastructure should
be dispersed in such a way as to make it difficult for an enemy
to render it inoperational (using minimal impact potential) by
eliminating its most important components, but ensuring efficient and effective supply to the air forces stationed there. Elements of the base infrastructure most important for securing
the maintenance of combat readiness of the stationed aviation
should be particularly protected (camouflaged, duplicated,
with the maintained ability to restore their combat readiness).
Moreover, the infrastructure of the base (with interpretative
status) should be prepared to support the full functioning of
the aviation sector of the NATO alliance.
Air defense of an air base is an important element of defensive operations in ensuring the proper functioning of the
Air Force in times of an armed conflict. Proper organisation
and functioning ensures that aviation can restore its combat readiness and prepare for new tasks. As a result, a potential opponent wishing to achieve freedom of operation
in airspace will strive to eliminate air bases (mainly tactical
aviation) from operations. This thesis can be confirmed by
examples of recent armed conflicts, indicating the basic condition for achieving the goal of the conflict, which is the destruction of aviation in the initial period of conflict. Eliminating
aviation from combat allows for gaining advantage (superiority) in the air and provides convenient conditions for the
conduct of combat activities by own forces. One of the ways
of achieving this objective is to destroy airfields with aircraft
as also airfield infrastructure, which is necessary for proper functioning aircraft. An air base, as a specially prepared
and equipped area with buildings and equipment ensuring
take-off and landing, deployment and handling of aircraft, will
therefore be one of the main targets of an opponent. Thus,
it is particularly important to treat an air base as a crucial air
defense facility.
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Abstract
The starting point of the paper is the recognition of the growing threat of cyber-attacks to commercial maritime. Constantly
growing dependency on technology has obvious advantages, on the other hand, however, it makes commercial maritime vessels progressively more vulnerable to cyber-crime, including GPS signal interference, malware attacks or even gaining control
over ships’ systems and networks. The main objective of the paper is to present and discuss the Guidelines on Cyber Security
Onboard Ships developed by the International Maritime Organization, including best practices for implementation of cyber
risk management. The article’s goal is to summarize the guidelines and to familiarize the reader with the reasons why and the
methods how they should be implemented. The paper is concluded with an example how the Guidelines can be adopted by
national authorities, i.e., a brief presentation of “Code of Practice: Cyber Security for Ships” – a document developed by the
British government that transposes the IMO guidelines.
Keywords: commercial maritime, cyber threat, cyber risk management, maritime security, security

1. Introduction

The vast majority of marine vessels have two significant
capabilities, each supported with specific hardware and
software. First, all vessels must have systems for navigation and propulsion. Significant technological advances in
these areas are becoming more ubiquitous, providing the
crew with a more comprehensive view on what is happening inside and outside of the ship, often in real time. These
capabilities include, but are not limited to, global positioning
systems (GPS), marine Automatic Identification Systems
(AIS), and the Electronic Chart Display and Information Systems (ECDIS) and the associated digital nautical charts. As
a result, fewer human crewmembers are needed to man
modern day ships. However, this dependency on technology increases the vessel’s presence in the cyber domain,
increasing its chances of being targeted and offering new
vectors for such attacks. For example, the global navigation satellite system (GNSS) signals of GPS tend to be very
weak and thus deliberate or unintentional interference of

In an increasingly connected and technologically dependent
world, new areas of vulnerability are emerging. However, this
dependency increases the ship’s and port’s presence in the
cyber domain, increasing the chances of being targeted and
offering new vectors for such attacks. There needs to be a fundamentally different and robust cyber risk management of the
entire maritime infrastructure. In the current climate of geopolitical uncertainty, it has never been more important to have
the maritime sector equipped to deal with threats to security.
Cyber-attacks are much stealthier and have a range of
potential implications including business disruption, financial
loss, damage to reputation, damage to goods and environment, incident response cost, international sanctions, fines
and/or legal issues. IPv6 has some 3.4 x 1038 addresses
possible, to scan them all at 1 million/sec it would take more
5000 years. As per World Bank, in Russia alone there are
some 40 odd organized networks of cyber-crimes.
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3. Guidelines on Maritime Cyber Risk Management
3.1. Scope

the signal can easily deter signal recovery or even overload
receiver circuitry. While this may not normally be an issue
for a marine vessel on the open sea, if an attacker were to
introduce an interference device, disguised and loaded as
cargo, this GPS vulnerability may be exploited. Furthermore,
it has been speculated that such a device may cost as little
as £40 to build and may be easily obtained and utilized by
an inexperienced hacker. Researchers at University of Texas at Austin (UT Media, 2013) managed to exploit the lack
of authentication of satellite GPS signals, and successfully
divert the course of a $80 million yacht with a GPS spoofing
device. As the GPS receivers of the vessel did not authenticate incoming signals, it was possible to slowly overpower
the authentic ones, and eventually gain control of the vessel’s navigational system without being detected or raising
any alarms. Low cost GPS spoofing devices have already
emerged, with notable example the GPS emulator by Qihoo
360, presented in Defcon 2015 and estimated at a cost of
$300 (Jones et al., 2016, p. 3). It is a well-known fact that
technological advances always precede at an exceptional
rate whilst the regulation at best can follow linearly.

The Facilitation Committee of the IMO, at its forty-first session
(4 to 7 April 2017), and the Maritime Safety Committee, at its
ninety-eighth session (7 to 16 June 2017), having considered
the urgent need to raise awareness on cyber risk threats and
vulnerabilities, approved the Guidelines on maritime cyber
risk management as set out in the annex to Guidelines on
Maritime Cyber Risk Management:
• These Guidelines provide high-level recommendations
for maritime cyber risk management. For these Guidelines, maritime cyber risk refers to a measure of the extent
to which a technology asset is threatened by a potential
circumstance or event, which may result in shipping-related operational, safety or security failures as a consequence of information or systems being corrupted, lost or
compromised.
• Stakeholders should take the necessary steps to safeguard shipping from current and emerging threats and
vulnerabilities related to digitization, integration and automation of processes and systems in shipping.
• For details and guidance related to the development and
implementation of specific risk management processes,
users of the Guidelines should refer to specific Member
Governments’ and Flag Administrations’ requirements,
as well as relevant international and industry standards
and best practices.
• Risk management is fundamental to safe and secure
shipping operations. Risk management has traditionally
been focused on operations in the physical domain, but
greater reliance on digitization, integration, automation
and network-based systems has created an increasing
need for cyber risk management in the shipping industry.
• Predicated on the goal of supporting safe and secure
shipping, which is operationally resilient to cyber risks,
these Guidelines provide recommendations that can be
incorporated into existing risk management processes.
In this regard, the Guidelines are complementary to the
safety and security management practices established by
this Organization (MSC FAL.1/Circ. 3, 2017, p. 1).

2. Cyber Threat to Commercial Maritime
Ships are increasingly using systems that rely on digitization, integration, and automation, which calls for cyber risk
management on board. As technology continues to develop,
information technology (IT) and operational technology (OT)
onboard ships are being networked together – and more frequently connected to the internet. This brings the greater risk
of unauthorized access or malicious attacks to ships’ systems and networks. Risks may also occur from personnel accessing systems on board, for example by introducing malware via removable media. The safety, environmental and
commercial consequences of not being prepared for a cyber
incident may be significant. Responding to the increased cyber threat, a group of international shipping organizations,
with support from a wide range of stakeholders have developed these guidelines, which are designed to assist companies develop resilient approaches to cyber security onboard
ships. Approaches to cyber security will be company- and
ship-specific but should be guided by appropriate standards
and the requirements of relevant national regulations. The
guidelines provide a risk-based approach to identifying and
responding to cyber threats. An important aspect is that relevant personnel should have training in identifying the typical
modus operandi of cyber-attacks.
IMO – the International Maritime Organization – is the
United Nations specialized agency with responsibility for the
safety and security of shipping has developed guidelines
that provide high-level recommendations on maritime cyber
risk management to safeguard shipping from current and
emerging cyber threats and vulnerabilities. The Guidelines
on Cyber Security Onboard Ships are aligned with the IMO
guidelines and provide practical recommendations on maritime cyber risk management covering both cyber security
and cyber safety (BIMCO et.al., 2018).

3.2. Application
•

•

•

•
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These Guidelines are primarily intended for all organizations in the shipping industry and are designed to encourage safety and security management practices in the
cyber domain.
Recognizing that no two organizations in the shipping industry are the same, these Guidelines are expressed in
broad terms in order to have a widespread application.
Ships with limited cyber-related systems may find a simple application of these Guidelines to be sufficient; however, ships with complex cyber-related systems may require a greater level of care and should seek additional
resources through reputable industry and Government
partners.
These Guidelines are recommendatory (MSC FAL.1/Circ.
3, 2017, p. 2-3).

Safety & Defense 5(1) (2019) 46–48

The “Code of Practice” provides also actionable good
practice advice on areas such as:
• Developing a Cyber Security Assessment and Plan
• Devising the most appropriate mitigation measures
• Having the correct structures, roles, responsibilities and
processes in place
• Managing security breaches and incidents
• Highlighting the key national and international standards
and regulations that should be reviewed and followed
(DfT, 2017, p. 73).

4. Best Practices for Implementation of Cyber Risk
Management
The annex to Guidelines on Maritime Cyber Risk Management defines also the best practices for implementation of
cyber risk practices:
• The approach to cyber risk management described herein
provides a foundation for better understanding and managing cyber risks, thus enabling a risk management approach to address cyberthreats and vulnerabilities. For detailed guidance on cyber risk management, users of these
Guidelines should also refer to Member Governments’ and
Flag Administrations’ requirements, as well as relevant international and industry standards and best practices.
• Additional guidance and standards may include, but are
not limited to:
– The Guidelines on Cyber Security Onboard Ships produced and supported by BIMCO, CLIA, ICS, INTERCARGO, INTERTANKO, OCIMF and IUMI.
– ISO/IEC 27001 standard on Information technology – Security techniques – Information security management
systems – Requirements. Published jointly by the International Organization for Standardization (ISO) and the
International Electrotechnical Commission (IEC).
– United States National Institute of Standards and Technology’s Framework for Improving Critical Infrastructure
Cybersecurity (the NIST Framework).
• Reference should be made to the most current version
of any guidance or standards utilized (MSC FAL.1/Circ.
3, 2017, p. 4).

6. Conclusion
It is a fact that IT technology development and democratization strongly contributes to growing vulnerability of maritime
commercial vessels to various kinds of cyber-attacks. The
International Maritime Organization has recognized that peril
and developed guidelines how to manage the risks as well as
best practices how to implement them. The paper introduces
and describes the new code as presented in the “Guidelines
on Cyber Security Onboard Ships” and best practices how to
deploy them. This new code will be of real value to all those
responsible for ship security and business continuity and can
be used as an integral part of an organization’s overall risk
management system.
Bibliography
[1]  Jones, K.D., Tam, K., Papadaki, M. (2016). Threats and Impacts
in Maritime Cyber Security. Engineering & Technology Reference,
2016, doi: 10.1049/etr.2015.0123.
[2]  BIMKO et al. (2018). The Guidelines On Cyber Security Onboard
Ships, Version 3, retrieved from: https://iumi.com/uploads/2018-Cyber_Security_Guidelines.pdf (16.06.2019.).
[3]  MSC FAL.1/Circ. 3. [International Maritime Organization] (2017).
Guidelines on Maritime Cyber Risk Management (5 July 2017),
retrieved from: http://www.imo.org/en/OurWork/Security/Guide_to_
Maritime_Security/Documents/MSC-FAL.1-Circ.3%20-%20Guidelines%20On%20Maritime%20Cyber%20Risk%20Management%20
(Secretariat).pdf (16.06.2019.).
[4]  DfT. [Department of Transport] (2017). Code of Practice: Cyber Security for Ships, retrieved from: https://assets.publishing.service.gov.uk/
government/uploads/system/uploads/attachment_data/file/642598/
cyber-security-code-of-practice-for-ships.pdf (16.06.2019.).
[5]  www.theiet.org/standards
[6]  UT Media. (2013). UT Austin Researchers Successfully Spoof an
$80 million Yacht at Sea (29 July 2013), retrieved from: https://news.
utexas.edu/2013/07/29/ut-austin-researchers-successfully-spoofan-80-million-yacht-at-sea/ (16.06.2019.).

5. Developing National Best Practice Guidance to
Transpose IMO Guidelines
In 2017, the British Department of Transport published “Code
of Practice: Cyber Security for Ships,” where British government presents “two sets of guidance that are generally
applicable to organizations, the 10 Steps to Cyber Security and the Cyber Essentials scheme. The latter addresses
basic technical control that all organizations should have in
place to mitigate common cyber security issues” (DfT, 2017,
p. 20). The document was developed by the UK government
by collaboration and partnering with Institution of Engineering and Technology, London, United Kingdom, Department
for Transport (DfT) and Defense Science and Technology
Laboratory (Dstl).
The document states that “this Code of Practice should
be read by board members of organizations with one or
more ships, insurers, ships’ senior officers (for example, the
Captain/Master, First Officer and Chief Engineer) and those
responsible for the day-to-day operation of maritime information technology (IT), operational technology (OT) and communications systems. It does not set out specific technical or
construction standards for ship systems, but instead provides
a management framework that can be used to reduce the
risk of cyber incidents that could affect the safety or security
of the ship, its crew, passengers or cargo” (DfT, 2017, p. 5).
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Abstract
At the end of the second decade of the 21st century, we witness a progressive increase of strategic importance of artificial
satellites and other orbital systems, which is a consequence of the ever-accelerating development of space technologies that
include weapons systems. The outer space becomes a theatre for a potential conflict.
The states possessing sufficient technological potential will further develop and expand those systems, both defensive (for
eliminating threats) and offensive (securing the military advantage and serving as a deterrent) to secure their current and
future interests.
The main argument of the paper demonstrates the necessity, from the perspective of the strong outer space sector players like
the USA, Russia, China, to further develop space weapon systems and military units of space corps.
Keywords: militarization of outer space, space weapons, space corps, orbital weapons, ASAT

1. Introduction

the humankind the tools to go beyond the Earth and expand the
living environment of people by Earth’s orbit (including space
tourism), the Moon (planned permanent base), or finally Mars,
which colonization, according to Elon Musk – the creator and
head engineer of SpaceX, should start over the next few years.
In addition to the above expansion plans, we also observe
another interesting phenomenon related to the development
of the space sector, namely the democratization of technology
that so far has been reserved for the most powerful actors.
Nowadays, also relatively small countries, like Israel or Norway, achieve successes in the space industry.
The changes briefly described above are a background for
the military usage of outer space. We are witnesses, today,
of a paradigm change, which stems from a rapid increase of
the strategic importance of outer space, Earth orbits in particular. This increase in significance unambiguously translates
into a growth in investments in defensive systems securing
satellites.
At this point, it has to be mentioned that there are various understandings of what militarization of outer space

For centuries, we have witnessed the development of space
technologies and increasingly ambitious space exploration
programs. What has changed lately is the fact that this development is no longer the domain of only of traditionally strong
actors – the largest and wealthiest nation-states (e.g. USA,
Russia, Japan, China) or international organizations like European Space Agency. Nowadays, we observe an accelerating growth of space technologies (e.g., reusability of rocket
boosters, new rockets under testing and development, including SpaceX’s Falcon Heavy and Starship, NASA’s SLS, Blue
Origin’s New Shepard) that translates into a growing number
of yearly orbital launches (52 orbital launches in 2005, 70
– in 2010, 114 – in 2018, and planned 173 for 2019) (Kyle,
2019a; Kyle 2019b). Currently, the entire space sector is estimated at $ 350 trillion, and according to the Bank of America
Merrill Lynch, the space industry will be worth least $2.7 trillion
over the next three decades (Sheetz, 2017).
From the perspective of the history of technology, we are at
the beginning of a new technological revolution that will provide
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Celestial Bodies, December 18, 1979 (UNOSA, 1979). All
the five documents constitute the legal framework of using outer space, although it has to be noted that the last
of the listed documents has not been ratified by any state
with the current of planned potential of launching humans
into space, i.e., United States, Russia, China, Japan, and
the majority of the member states of the European Space
Agency (UNOSA, 2019, pp. 5-10).
The Treaty so far has relatively well served its purpose,
i.e. there have been no severe cases of violation of its provisions. From this perspective, the most controversial is the
postulate to use outer space only for peaceful purposes
(Art. IV.), e.g., in the context of orbiting spy satellites, which
exact number, for obvious reasons, is unknown (however,
as it was mentioned above, about 95% of satellites may be
used for military purposes), or shooting down by China one
of their own weather satellites with a medium-range groundto-air missile in 2007.
Due to the growing development of space technologies, as well as the recently observed increased frequency
of space launches, i.a., thanks to commercial companies
such as SpaceX or Blue Origin, there are more and more
doubts regarding the validity of the current law, especially in
the context of the further development and expansion. The
two most important international legal challenges, which, as
it seems, will require preparation and consensus are militarization and commercialization of outer space.
The declarations of the leaders of the most important
states on the space market, i.e., the United States, Russia,
China, and India, indicate planned activities that directly or
indirectly break the letter, if not the spirit of the Outer Space
and the SALT II Treaties. In 2018, the United States President Donald J. Trump declared the establishment of Space
Forces (Insinna, 2019). In 2019 India decided to set up a military space agency – Space Defense Agency (Lele, 2019),
Russian Space Forces, in their current, were created in 2015
(GSO, 2019), and in the same year, China established their
Strategic Support Force, which includes the Space Systems
Department (Keck, 2014).
From the Treaty perspective, the problem of potential
commercialization of space refers to Article II that reads:

is. Many believe, like Bruce DeBlois, of the United States
Council on Foreign Relations, that there is a clear distinction between weaponization of space, i.e., deployment of
weapons in space, and militarization – “force enhancement
including communications, navigational and intelligence
gathering activity” (UNIDIR, 2003, p. 3). On the other hand,
the term “space weapon” is difficult to define because almost
everything can be used as a weapon in space, e.g., a satellite, in operation or not, can be put on a colliding trajectory
and destroy or seriously damage any orbiting object (White,
2017). Moreover, it is believed that approximately 95% of
satellites have both military and civilian purposes, with the
orbital navigation systems like American GPS or Russian
GLONASS serving as a primary example (Bartels, 2018).
Although this distinction has its ground and under particular circumstances is valid – there is a real difference between,
e.g., using orbital systems to secure military communication
and actual deployment of weapon systems on the orbit with
the capacity to destroy targets either in space or on the Earth
– it is not relevant for a general analysis carried out in this paper. When discussing militarization of outer space, I will refer
to the placement and development of weaponry and military
technology, i.e., such that can be used for military purposes,
in the Earth orbit, and deep space, including ballistic missiles
and hypersonic gliders that pass through outer space during
their flight.

2. Militarization of Outer Space and the International
Legal Solutions Currently in Force
The most important document regulating the use of outer
space is the so-called The Outer Space Treaty (formally
the Treaty on Principles Governing the Activities of States
in the Exploration and Use of Outer Space, including the
Moon and Other Celestial Bodies) (UNOSA, 1967) that has
been ratified by 109 countries (status for January 1, 2019)
(UNOSA, 2019, p. 10). The Treaty regulates a wide range
of space exploration issues, i.a., it prohibits any kind of
“appropriation” of space by national-states, which refers to
the Moon and other celestial bodies (Art. II.), and obliges
States Parties of the Treaty to open to representatives of
other Parties of the Treaty all stations, installations, equipment, and space vehicles on the Moon and other celestial
bodies (Art. XII.). Apart from the direct prohibition of nuclear and mass destruction weapons in space, the Treaty
does not regulate other issues related to the potential militarization of space. The document is a backbone of international space law. Since this Treaty is quite short and general, it was later supplemented by four formal agreements,
namely: 1) Agreement on the Rescue of Astronauts, the
Return of Astronauts and the Return of Objects Launched
into Outer Space, April 22, 1968 (UNOSA, 1968), 2) Convention on International Liability for Damage Caused by
Space Objects, March 29, 1972 (UNOSA, 1972), 3) Convention on Registration of Objects Launched into Outer
Space, January 14, 1975 (UNOSA, 1975), 4) Agreement
Governing the Activities of States on the Moon and Other

Outer space, including the Moon and other celestial
bodies, is not subject to national appropriation by
claim of sovereignty, by means of use or occupation,
or by any other means (UNOSA, 1967).
According to the arguments provided in the 2015 US
Commercial Space Launch Competitiveness Act (GPO,
2015), the Treaty treats national states as parties, not private
entities. In consequence, such an interpretation of the law
leads to the consent for private, commercial exploitation of,
e.g., the objects of the main asteroid belt (so-called space
mining), which, of course, met with negative reception from
other countries like Russia.
From the perspective of the militarization of space, the
most important is Article IV of the Treaty, according to which:

50

Safety & Defense 5(1) (2019) 49–54

in the number of orbital launches (52 in 2005, 70 in 2010,
114 in 2018), and it seems that this record will be broken
in 2019 because 173 starts are planned (Kyle, 2019b). The
space sector is also growing as a market. It is estimated
that it is currently worth about USD 350 billion, and according to various consulting companies, it should reach a value
of between USD 1 and 2.7 trillion in 2040 (Foust, 2018).
The change in the sector means that the existing solutions, including the Space Treaty, are losing their significance (e.g., space mining cannot be reconciled with Article II of the Treaty), and the current geopolitical situation
seems to exclude new, more adequate agreement that
would be adapted to modern technologies. This situation,
in turn, translates into more and more bolder violations of
the existing laws, e.g., the already mentioned SPACE Act
of 2015 or increasingly explicit orbital or suborbital weapons
systems, which are clearly not developed “in the interest of
maintaining international peace and security and promoting
international co-operation and understanding” as it is stated
in the Art. III of the Outer Space Treaty (UNOSA, 1967), as,
e.g., the programs of Prompt Global Strike (CRS, 2019).

States Parties to the Treaty undertake not to place
in orbit around the Earth any objects carrying nuclear weapons or any other kinds of weapons of mass
destruction, install such weapons on celestial bodies,
or station such weapons in outer space in any other
manner (…) (UNOSA, 1967).
Currently, the dominant interpretations of this article argue that the placement of conventional weapons, including
systems with nuclear drives, in orbit does not violate the provisions of the Treaty (Bourbonniere & Lee, 2008). The Treaty, according to these elucidations, does not also prohibit nuclear weapons or weapons of mass destruction on trajectory
passing through space, as it is the case with the Russian
ballistic missile RS-28 Sarmat. However, it prohibits placing
and keeping biological, bacteriological, chemical, and nuclear weapons in orbit (Boothby, 2017).
Of course, there are also other interpretations, according
to which the Treaty has been infringed more than once. They
are based on the quite right belief that in the case of modern
weapons, one should talk about systems rather than a single
ballistic missile. After all, the satellite navigation system was
created as part of a ballistic missile guidance system with
thermonuclear warheads (LaGrone, 2014). Therefore, we
are dealing here with a very important philosophical and legal
question whether the satellite being a part of such a system
is a weapon and hence prohibited by the Treaty. This brings
us back to the difficulty of clear and sound definition of the
term “space weapon” addressed before. Does the fact that
a civil communication satellite can be used (and often is) for
military purposes make it a part of a weapon system? If so,
what would be the consequences, especially if we took into
consideration the fact that approximately 95% of satellites
could be used that way? These questions, although theoretical in nature, bear significant consequences for the binding
power of the Treaty, and therefore the whole outer space
legal framework.
So far, however, the Treaty has been fulfilling its task
quite well, and its provisions have been relatively seldom
broken or violated. On the other hand, we are currently
witnessing an undoubted renaissance of the space sector, which also applies to offensive and defensive military
technologies and programs. The structure of the sector has
changed as well – the twentieth-century traditional bipolar
competition between the United States and the Soviet Union is long gone. New entities have appeared in the game,
both, private companies, such as SpaceX, Blue Origin, Virgin Galactic and Virgin Orbit, Bigelow Aerospace, Rocket
Lab, and national agencies – Indian ISRO (Indian Space
Research Organization) or Chinese CNSA (China National
Space Administration), which joined the key global actors
like American NASA, Russian Roscosmos, European ESA,
or Japanese JAXA. The record of orbital launches – 139,
was set in 1967 (Kyle, 2019a). It may seem surprising that
humanity has not been able to break this record for over
50 years. However, since the middle of the first decade of
the 21st century, we have been observing a steady increase

3. Outer Space as a Theatre for Potential Conflict
The progressive development of the space sector brings
forth, as a natural consequence, the growth of its strategic
importance. Every year we launch more and more satellites
into the orbit. They are part of communication, navigation,
reconnaissance, or security systems, which are used more
and more and play an increasingly important role in the
economy and security. Among many examples, one may
point to the already mentioned Prompt Global Strike guidance system, the European Galileo navigation system, or
Starlink - a constellation of satellites, which is expected to
provide broadband internet for the entire globe and consist of approximately 42,000 satellites (SpaceX has already
obtained a permission to launch 12,000 satellites, and in
October 2019 the company asked the International Telecommunication Union to arrange spectrum for 30,000 new
ones) (Henry, 2019).
On the other hand, there is a growing threat of the
democratization of weapons capable of destroying satellite
systems. According to the 2018 Worldwide Threat Assessment of the US Intelligence Community describes the space
threat as one of the most significant ones (Coats, 2018,
p. 13). ASAT The anti-satellite weapons (ASAT) are currently in possession of four countries – the United States,
Russia, China, and, more recently, India. However, it is reported that other nation-states have the potential to develop
direct-ascent (DA) ASAT systems on the basis of their ballistic missiles, e.g., Iran and North Korea (Weeden, Samson, 2019, pp. 4.1-2, 5.1-2), and some believe that Israel’s
Arrow 3 missile has been developed to gain such a capability (Opall-Rome, 2009). There are many indications that this
technology will eventually also be available to traditionally
weak actors who will acquire it through purchase or by developing their own systems. As it was already mentioned,
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the space sector is growing by leaps and bounds. National-states and private entities that did not invest much or at all
in the space industry before are now developing launching
technologies (e.g., New Zealand, Norway, Poland), what,
as a consequence, must lead to the democratization of the
technology. What is more, in addition to traditional groundspace or air-space ASAT missiles, new types of that kind of
weapon can be developed (potentially it could also become
available for traditionally weak actors), such as small kamikaze satellites1, cyber-hacking involving redirecting the
object to a cloud of cosmic debris leading to its destruction
or a weapon system that would be capable of “blinding” the
satellite or destroy its sensors without physically destroying
the object.
Considering the above facts, it should not come as
a surprise that in order to ensure the operability of increasingly important, also for national security, satellite systems,
there are programs being implemented to create offensive
and defensive systems for objects in orbit. And that, in
turn, has generated the construction of countermeasures
– weapons that would be able to neutralize the new systems – by the potential adversaries. As a consequence, we
are witnessing an expansion of the potential conflict arena where outer space becomes a possible theatre for military operations. This process is still in its early stages, but
there should be no doubts that it is taking place already.
Countries with sufficient technological potential caring for
their current and future interests have been developing and
will continue working on defensive systems (also aimed at
eliminating the threat from traditionally weak actors) and
offensive systems (ensuring military superiority and deterrence factor). Space corps are established and developed
for exactly these purposes.
There is no indication that this process will stop. On the
contrary, it seems that due to the progressive development
of space technologies and the privatization of the sector,
as well as substantial potential revenues from space mining or the global satellite broadband internet system, it will
accelerate. As it was demonstrated in the section dedicated to the legal framework of operating in outer space, the
current laws and treaties have lost their significance, and
they are not taken into account while planning future operations. The United Nations and its Office for Outer Space
Affairs (UNOOSA) are structurally and legally too weak to
inflict punishment or sanction for breaking the rules. One
may then risk the claim that further militarization of space is
inevitable. It will undoubtedly further affect the validity of the
Outer Space Treaty, which, over time, will not be respected
at all. That, in turn, will open the door to the development of
various kinds of space offensive weapon systems.

4. Militarization of Outer Space Is Imminent
The main argument of the paper provides the information
why there will be a progressive increase of weapon systems
placed in orbit, and various types of space corps will be further developed by national-states.
As was demonstrated above, we, as humankind, rely
more and more on orbital communication, navigation, and
security systems. Global and regional navigation satellite
systems are continually developed and perfected by a progressive number of entities, mainly national states. Examples
of GNSS include Europe’s Galileo, the US’s NAVSTAR Global Positioning System (GPS), Russia’s Global’naya Navigatsionnaya Sputnikovaya Sistema (GLONASS) and China’s
BeiDou Navigation Satellite System. There are, however,
another two regional systems under development, i.e., Indian
Regional Navigation Satellite System (IRNSS) and Japanese
Quasi-Zenith Satellite System (QZSS). All of those satellites,
apart from securing civil safety (e.g., in transportation, logistics, communication), play a crucial role in national security.
Another example is the mentioned already Starlink system that will provide broadband internet for the Northern US
and parts of Canada already in 2020, and the plan is to create the global system before 2027 (Mosher, 2019). Again,
the system, although designed for civil purposes, will be used
by the military – the US Air Force is testing SpaceX’s Starlink
technology in military aircraft to deliver high bandwidth into
the cockpit of Air Force planes under a program called Global
Lightning (Malik, 2019). The facts are straightforward – there
are more and more satellite systems that play an essential
role in countries’ security and are part of critical infrastructure, so in order to secure their interests and protect that
infrastructure, these national states keep developing both
defensive and offensive means. The Worldwide Threat Assessment of the US Intelligence Community is very clear in
its predictions in this regard:
We assess that, if a future conflict were to occur involving Russia or China, either country would justify
attacks against US and allied satellites as necessary
to offset any perceived US military advantage derived from military, civil, or commercial space systems
(Coats, 2018).
However, we must not forget about the democratization
of the weapon systems that may pose a serious and real
threat to satellite systems. Currently, there are four countries
in possession of the ASAT weapons that could destroy a satellite in orbit. However, more and more entities, both national states and private companies have been working on their
launch technologies, like New Zeeland, Norway, Poland,
just to name a few. Moreover, it should be remembered that
not only ASAT missile systems may be used to attack and
destroy satellites – one may use small kamikaze satellites
to crash into the target, cyber-hacking to direct the object
into the cloud of space debris, “blinding” the satellites with
ground-based lasers (Mizokami, 2019). These technologies

1
The fact of launching into orbit four unregistered satellites by the Indian
PSLV rocket on January 12, 2018, is worth mentioning here. These satellites belonged to the American company Swarm Technologies, which had
not received permission to launch them due to their small size and inability
to monitor them in space (Christensen, 2018). This situation, of course, did
not have a negative impact on global security but showed that the placing of
“undefined” objects in orbit is possible even in today’s reality, where there is
still a relatively small number of orbital launches.
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are much more reachable. Therefore, in time, we should expect that traditionally weak actors, like rogue states or terrorist organizations, will gain have access to them (Bernat,
Posłuszna, 2018).

5. Conclusions
We are witnesses to a new arms race that has been expanded by the space technologies and weapon systems. It is not
bipolar as it was the case in the 20th century – there are more
players involved – there are US, Russia, and China in the
leader group followed by increasingly developing India, and
there is Europe with its European Space Agency that has
to decide whether it should develop their own space forces.
It seems no likely due to the lack of a joint European army
and common command center (as well as Brexit – the United
Kingdom leaving the European Union). What is more probable is creating of space forces by particular European states,
e.g., in July 2019, French President Emmanuel Macron announced that he had approved the creation of a space command within the French air force to improve the country’s
defense capabilities (Weitering, 2019).
Due to the development of space technologies, their
democratization, there are more and more objects in orbit
that serve various purposes, including maybe the most important one – national security. The growth of the strategic
importance of satellites, which have become part of critical
infrastructure for many countries, has generated the development of defensive and offensive measures to secure the
safety (and hence the interests) of these countries. As a consequence, we have ended up with outer space being treated
more and more as a theatre for potential conflict. Old legal
obstacles to weaponize space are not really in force anymore
and will not limit the ambitions of the leading players to militarize the orbit further.
The most technologically advanced states in this area will
keep securing their interests, both military and commercial,
in space and thus develop defensive means (also designed
to eliminate the threat posed by traditionally weak actors)
and offensive weapons to secure military dominance and deter potential adversaries. Space forces are necessary in this
context to coordinate, plan, and command all these activities.
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