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Dear Readers, 1 

We are pub-2 

lishing the 3 
next issue of 4 

“Safety & De-5 
fense.” On 6 

this occa-7 

sion, I would 8 
also like to 9 

emphasize 10 

that we con-11 
tinue to 12 

make every 13 
effort to en-14 

sure that our 15 

journal gains 16 
an increasing number of readers, authors, 17 

and reviewers. Our efforts, apart from pro-18 

quality activities, have recently focused on 19 
extending the journal presence in interna-20 

tional journal databases. I am pleased to in-21 
form that our endeavors have brought tangi-22 

ble results because this year we have been in-23 

cluded in one of the most important open 24 
source journal database, namely the Direc-25 

tory of Open Access Journals – DOAJ. I 26 
would like to point out that these small suc-27 

cesses were achieved despite the difficult 28 

pandemic situation caused by the Covid-19 29 
virus. We hope that this difficult situation 30 

will mobilize us to work even harder, which 31 

will facilitate the acceleration of the develop-32 
ment of “Safety & Defense” in 2021. 33 

We will do our best to ensure that the 34 
journal becomes more and more recogniza-35 

ble among academics in the country and 36 

abroad. In this regard, we realize that the ba-37 
sis for gaining universal recognition in the 38 

world of science are constructive conclu-39 

sions formulated by the authors of articles 40 
published in “Safety & Defense.” Based on 41 

the postulates and opinions formulated by 42 
the authors of the papers published in the 43 

current issue, it can be noticed that in many 44 

cases our thinking about safety requires a 45 
significant reevaluation and sometimes even 46 

rejection of already established patterns of 47 

operation and stereotypical solutions, which 48 
have often become obsolete in consequence 49 

of the changes that occurred in the security 50 
environment. 51 

Therefore, we hope that “Safety & De-52 

fense” will become an important and valued 53 

discussion forum where the most important 54 
issues of national and international security 55 

are considered and discussed. 56 
In the current issue of “Safety & De-57 

fense,” we present twelve peer-reviewed ar-58 

ticles presenting theoretical and empirical 59 
scientific considerations that focus on vari-60 

ous areas of security. Despite the noticeable 61 

diversity of the subject matter, it is possible 62 
to identify several trends that have domi-63 

nated these scientific analyzes. I am thinking 64 
especially about the problems related to cy-65 

bersecurity. 66 

Two articles – “Asian Cyber Security 67 
Standards” and “Cybersecurity – One of the 68 

Greatest Challenges for Civil Aviation in the 69 

21st Century” correspond to this trend. The 70 
first one is in length presents theoretical sci-71 

entific considerations referring to the issue 72 
of cybersecurity threats, the basis of which 73 

are domestic security standards introduced 74 

by China. Stemming from the analysis is the 75 
conclusion that in the last few years alone 76 

the Chinese government has implemented 77 
around 300 new national cybersecurity 78 

standards. These standards cover a variety of 79 

information and communication technology 80 
(ICT) services as well as products including 81 

software, routers, switches and firewalls. 82 

Taking into consideration the author’s con-83 
clusions, it can be noted that such national 84 

standardization may pose a serious threat, 85 
especially to Western companies that are 86 

trying to develop their operations in China. 87 

The second article focuses on cybersecurity 88 
challenges in air transport. They relate to cy-89 

bercrime issues occurring in ground han-90 

dling, aircraft design and production, flight 91 
continuity, maintenance, and operation of 92 

air carriers. This is due to the fact that the 93 
efficient functioning of these areas is largely 94 

based on information technologies, includ-95 

ing computers, telephones, and the Internet, 96 
for which we can diagnose a wide range of 97 

threats – from viruses and theft of personal 98 

data, to the takeover of the aircraft by cyber-99 
criminals. In order to increase the effective-100 

ness of counteracting such threats, aviation 101 
organizations employ specific procedures 102 



Foreword 

that broaden the scope of currently existing 1 

countermeasures. 2 

The subject of safety and security in air 3 
transport is correlated with scientific consid-4 

erations relating to the identification of air 5 
terrorism threats and the assessment of the 6 

effects of their occurrence on the functioning 7 

of air transport as a global transport sector. 8 
Another article deals with the issue of pro-9 

tecting air transport against acts of unlawful 10 

interference. In this regard, the authors pos-11 
tulate that aviation security covers the issues 12 

of flight safety and aviation protection 13 
against acts of unlawful interference. This is 14 

particularly important with regard to the se-15 

curity of aircraft and the security of civil air-16 
ports. The authors of the paper try to answer 17 

the following question and research prob-18 

lem: in what direction should the current so-19 
lutions in the field of air transport safety be 20 

improved in order to effectively prevent acts 21 
of unlawful interference in the future? 22 

Next paper refers to the subject of protec-23 

tion. It focuses on the protection of individ-24 
uals in the light of the 2016/679EU Regula-25 

tion. The emphasis here is placed on the 26 
principles of personal data processing and 27 

the free flow of this kind of data. 28 

NASA space laser communication system 29 
is the subject of the next paper. The topic has 30 

been analyzed through the prism of improv-31 

ing the safety of air operations. The authors 32 
suggest that two-way space communication 33 

is an essential condition for maintaining 34 
contact with space missions. This applies to 35 

both manned and unmanned ships. Due to 36 

constant progress of space technologies, 37 
such issues are subject to constant develop-38 

ment. With this perspective in mind, the at-39 

tention was paid to the development of opti-40 
cal space communication, which will ensure 41 

fast data transfer, increase throughput, and 42 
ensure resistance to typical cyber threats, in-43 

cluding jamming, spoofing, and meaconing. 44 

Based on the analyzes carried out in the pa-45 
per, it can be concluded that the implemen-46 

tation of laser optical communication will 47 

contribute to increasing the level of safety of 48 
air and space operations and will enable a 49 

wider exploration of outer space. High ex-50 
pectations are related to the implemented 51 

project of the LCRD laser communication 52 

transmitter, which is currently being tested 53 

by NASA. 54 
Another publication discusses Poland's 55 

accession to the NATO as a means for 56 
strengthening security in the international 57 

arena. The presented research focuses on 58 

various kinds of determinants, i.e., techno-59 
logical, organizational, political, and ideo-60 

logical. 61 

The considerations related to the security 62 
of Poland are presented in the next article, 63 

the content of which relates to the use of un-64 
manned aerial systems in relation to crisis 65 

management after 2007. The paper outlines 66 

the conceptual framework and organization 67 
of crisis management in Poland and analyzes 68 

the capabilities of various categories of un-69 

manned aerial systems regarding specific 70 
crisis management requirements. Addition-71 

ally, the current use of unmanned aerial ve-72 
hicles for crisis management was assessed as 73 

well as the prospects of using unmanned aer-74 

ial systems in crisis management in Poland. 75 
The subject of subsequent articles relates 76 

directly to military security. The first one 77 
deals with the complexities of the art of war, 78 

in particular the role and significance of ir-79 

regular activities as a form of effective mili-80 
tary operations. The paper refers also the 81 

2010 NATO Strategic Concept, which places 82 

great emphasis on effective principles and 83 
forms of conducting operations against in-84 

surgents (COIN). The article accentuates 85 
that COIN operations can be the most versa-86 

tile tool used to combat guerrilla groups. 87 

The next article focuses on the contem-88 
porary situation and the future of field artil-89 

lery. The considerations presented in this 90 

paper demonstrate the role and importance 91 
of artillery on the modern battlefield. More-92 

over, the article provides the description of 93 
the current state of this type of weaponry. A 94 

very interesting part the study is an original 95 

attempt to define the directions of the devel-96 
opment of artillery capabilities. In this mat-97 

ter, attention was turned to increasing the 98 

range of fire systems, implementing multi-99 
sensor ammunition for active search for tar-100 
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gets, and introducing technologically ad-1 

vanced automated command and fire con-2 

trol vehicles into the army. 3 
In the following paper there are very in-4 

teresting considerations on hypersonic 5 
weapons presented from the point of view of 6 

the challenges they create for anti-aircraft 7 

fire command and control systems. Based on 8 
the conclusions, it can be stated that the 9 

highly developed capabilities of hypersonic 10 

weapons require a thorough modernization 11 
and the acquisition of anti-aircraft defense 12 

systems designed to counter these new types 13 
of air targets. In addition to the moderniza-14 

tion of fire control systems, the fire com-15 

mand and control systems should be simul-16 
taneously developed. This is due to the ne-17 

cessity to ensure the efficiency of the deci-18 

sion-making process as well as uninter-19 
rupted and effective cooperation with na-20 

tional and allied elements of air reconnais-21 
sance and air defense, including the ele-22 

ments of missile defense, which are predes-23 

tined to combat hypersonic weapons. 24 
The current issue of “Safety & Defense” is 25 

concluded by a research paper that focuses 26 
on the proposal to calculate the effectiveness 27 

of air defense. In this regard, a proprietary 28 

model (algorithm) for calculating the air de-29 
fense effectiveness was proposed. It enables 30 

to determine the degree of implementation 31 

of the task by the anti-aircraft defense forces 32 
in combat conditions. The article presents an 33 

innovative approach to the assessment of the 34 
effectiveness of air defense, which is based 35 

on methods and algorithms (mathematical 36 

formulas) that facilitate a reliable assess-37 
ment of the possibility of performing a task 38 

by the air defense system in the case of an 39 

enemy air attack. 40 
We hope that you will find the current is-41 

sue interesting the and it will be a good read. 42 
We would like to wish a great new year to 43 

all readers, author, reviewers, and support-44 

ers of “Safety and Defense”. May the upcom-45 
ing 2021 be filled with success and full of 46 

new achievements. Happy New Year. 47 
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 14 

Abstract 15 

The aim of the research was to create such a calculation model for air defense efficiency 16 

that will enable us to determine the level of capabilities to complete tasks by air defense 17 
in combat conditions. The innovative approach to the efficiency of air defense pre-18 

sented in the article focuses on the methods and algorithms enabling the assessment 19 

of the feasibility of the air defense task. In its general form, it is based on the determi-20 
nation of the probable number of aerial threats intended for the implementation of an 21 

air task (destruction, disablement, disruption of the protection unit) and the possibility 22 

of air defense systems to repel an air attack. The research was conducted with the use 23 
of qualitative methods – when determining the elements of protection or tactical and 24 

technical data. The results of the presented research can be implemented in the mili-25 

tary decision making process in air defense in tactical level of command. 26 

 27 

Keywords: defense, efficiency, air defense, air threats, combat capabilities. 28 
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1. Introduction 1 

The changing air safety environment 2 

(Radomyski et al., 2018), the growing im-3 
portance of aviation in armed conflicts and 4 

the development of aerial threats (Kulik, 5 
2020) necessitate the search for solutions 6 

aimed at increasing the ability to counteract 7 

air attacks. A. J. Wilson noticed that “studies 8 
such as these (on the development and en-9 

hancement of air defense capabilities – the 10 

author’s explanation) must address all the 11 
systems needed to collect information, facil-12 

itate its interpretation, aid subsequent deci-13 
sion making and take the necessary action” 14 

(Wilson, 1994). Current research focuses 15 

primarily on technological development 16 
such as radar systems, missile guidance 17 

(Wen, and Orlando 2020; Wand, Dong, 18 

2013) and real-time decision support, also 19 
using artificial intelligence (Hocaoğlu, 2019; 20 

Baldwin, and Felder, 2019; Goztepe et al., 21 
2015). In other words, the emphasis is given 22 

to the conduct of the air defense operations, 23 

while the entire decision-making process 24 
carried out by the armed forces along with 25 

the assessment (evaluation) of the adopted 26 
course of action (CoA) is marginalized. 27 

For modern war in which an environ-28 

ment is uncertain and things are too com-29 
plex to understand from only one aspect, the 30 

military decision making process (MDMP) 31 

eases the commander’s decision making 32 
(Snyder, 1989). According to FM-6-0, the 33 

MDMP is an iterative planning methodology 34 
for understanding the situation and mission, 35 

develop a course of action, and produce an 36 

operation plan or order (FM 6-0, 2014). Re-37 
gardless of the differences in MDMP in vari-38 

ous states one of the most common assump-39 

tions about decision making is that decisions 40 
should be as rational as possible “people 41 

make decisions by identifying and compar-42 
ing options to determine which one pro-43 

duces the optimal outcome for a given set of 44 

circumstances” (Vasilescu, 2011). The as-45 
sessment of the adopted CoA plays a special 46 

role in this respect, i.e. in the case of air de-47 

fense, and the assessment of the efficiency of 48 

air defense. 49 
The evaluation of the efficiency of air de-50 

fense allows determining (within the limits 51 
of probability) whether the variant of action 52 

developed by the staff will accomplishment 53 

of the air defense mission (operation) – to 54 
protect the force and selected geopolitical as-55 

sets from aerial attack, missile attack, and 56 

surveillance (FM 3-01-11, 2000). This is es-57 
pecially important in the case of a limited 58 

number of air defense systems, both locally 59 
and globally.  60 

So far, the conclusions from the research 61 

conducted on the implementation of deci-62 
sion support systems such as AI in air de-63 

fense clearly indicate that “data scientists 64 

might use not only AI techniques and tech-65 
nologies, but also other sciences to apply ex-66 

pertise in data preparation, statistics, and 67 
analysis to investigate complex problems” 68 

(Goztepe et al., 2015). Undoubtedly, deter-69 

mining the effectiveness of air defense is a 70 
complex problem, which is why we believe 71 

that conducting the evaluation of efficiency 72 
in a systematic and scientifically justified 73 

manner will allow for a more accurate for-74 

mation of predictions with regard to the ac-75 
tivities carried out and the development of 76 

the best possible decision during the imple-77 

mentation of the MDMP at the tactical level 78 
of operation. Therefore, the purpose of the 79 

research on the effectiveness of the air de-80 
fense described in this article was to create a 81 

calculation model (algorithm) that would 82 

enable the determination of the level of task 83 
completion by units and sub-units of air de-84 

fense in combat conditions. 85 

When developing a new method of calcu-86 
lating effectiveness, the authors used the so-87 

called "effective theory", designed to model a 88 
certain observed phenomenon (in this case, 89 

the efficiency of air defense) without de-90 

scribing the underlying processes in detail. 91 
Such a theory predicts behavior with moder-92 

ate success because decisions are often irra-93 

tional and based on a wrong analysis of the 94 
consequences of a choice. In particular, con-95 

sidering the possibility of modeling or pre-96 
dicting decisions from the perspective of an 97 
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armed conflict, where "surprise" is one of the 1 

basic principles of warfare. Moreover, due to 2 

cognitive, time and technical limitations, the 3 
observer is frequently not able to describe 4 

the observed phenomenon precisely or the 5 
information obtained is incomplete. The 6 

most famous astrophysicist of our time, Ste-7 

phen Hawking, explained the use of effective 8 
theory in physics, “…we are not able, for ex-9 

ample, to strictly solve the equations de-10 

scribing the gravitational interaction of 11 
every atom of the human body with every 12 

atom of the globe. But for practical purposes, 13 
a few numbers are enough to describe the 14 

force of gravity (...). " Therefore, it should be 15 

kept in mind that the proposed solution for 16 
calculating the efficiency of air defense is to 17 

some extent a generalization. It is impossible 18 

to describe all the dependencies related to 19 
the concept of air defense efficiency with a 20 

mathematical formula. During the research 21 
process, over 100 variables influencing the 22 

effectiveness of air defense were distin-23 

guished. However, in order to simplify the 24 
process, it was decided to include the most 25 

important of them based primarily on the 26 
opinion of experts. 27 

2. Literature and methods  28 

Despite the fact that the efficiency of air 29 

defense is a very important factor helping to 30 

assess the feasibility of a task, the vast ma-31 
jority of research in the early twenty-first 32 

century was fragmentary. As a result of the 33 

analysis of their content, it can be concluded 34 
that they propose various qualitative and 35 

quantitative methods of determining effi-36 
ciency. Most often, however, they are de-37 

tached from the command process carried 38 

out at command posts at the tactical and op-39 
erational level. One of the few publications 40 

in which the procedure algorithm determin-41 
ing the effectiveness was presented is the use 42 

of "techniques to assess the modernization 43 

needs of the military". The solution 44 
(method) presented in it allows us to calcu-45 

late the efficiency of the particular air de-46 

fense measures performing the task of cov-47 

ering. Its drawback, however, is that it lacks 48 
detailed information on the values (indica-49 

tors) adopted for the calculations (Kacer, 50 
and Májek, 2006). In the case of other pub-51 

lications, it can be seen that the efficiency of 52 

air defense is defined as the ratio between 53 
the reduced potential of the aerial threats 54 

obtained thanks to the activity of the anti-55 

aircraft defense forces and the total of this 56 
potential (Kazakhov, 2010). These studies 57 

also lack the basic information relating to the 58 
method of determining the potential, which 59 

makes the entire methodology of determin-60 

ing the efficiency difficult to verify from the 61 
point of view of the correctness of the as-62 

sumptions adopted and the possibility of 63 

their implementation (Tsyrndorzhiyev, 64 
2012). 65 

Yet another publication proposes the 66 
adoption and use of a SWOT analysis for 67 

evaluating efficiency, especially at command 68 

level (Şandru, 2016). It should be noted that 69 
this method is one of the most popular in 70 

strategic management of an organization. 71 
However, despite the many advantages of 72 

SWOT, it also has certain disadvantages. 73 

This applies to subjectivism in assessing the 74 
efficiency of air defense without taking into 75 

account the detailed data on the aerial 76 

threats. In this situation, the assessment of 77 
air defense may vary despite the same input 78 

data and tactical situation and its results will 79 
be heavily dependent on the knowledge and 80 

experience of the assessor, which may be 81 

quite varied. 82 
Another option adopted in evaluating the 83 

efficiency of air defense is the use of com-84 

puter simulation techniques (Zdrodowski, 85 
2003). In this regard, it should be noted that 86 

when acting in the conditions of combat op-87 
erations with limited planning time, during 88 

which variants of the operation of the enemy 89 

and his own troops are being developed, the 90 
commander of the air defense unit (sub-91 

unit) may not be able to conduct a computer 92 

simulation. In addition, it should also be em-93 
phasized that the simulation result is largely 94 

dependent on the prepared input databases 95 
and also the mathematical formulas used to 96 
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determine the probability of target destruc-1 

tion. 2 

For many years, the Polish Armed Forces 3 
used programs supporting the process of cal-4 

culating the effectiveness of air defense. 5 
They were based on the number of areal 6 

threats in the operation, the number simul-7 

taneous engagement capability and the so-8 
called fire units used by the air defense unit 9 

(sub-unit). The following formula was used 10 

to calculate the efficiency of the air defense: 11 

 12 

𝐸𝐴𝐷 =
∑ 𝐾𝑖∗𝑁𝐴𝐷𝑆𝑖∗𝐽𝑖∗𝑅𝑖

𝑛
𝑖=1

𝑁𝑠
∗ 100%          (1) 13 

 14 
Where: 15 

EAD – efficiency of air defense; 16 
Ki  – general coefficient for particular types of air de-17 

fense (anti-aircraft) means; 18 
NADSi – the number of capabilities to simultaneous 19 

engagement of multiple targets of AD systems 20 
(sub-units), capable of destroying a target on its 21 
own with a certain probability, in one firing cy-22 
cle; 23 

Ji  – number of missiles (ammunition) available for 24 
i-th type of equipment; 25 

Ri  – the coefficient taking into account the number of 26 
interactions of the i-th type of equipment, in one 27 
firing cycle. 28 
 29 

In another variant, the efficiency was cal-30 
culated on the basis of the number of air-31 

crafts involved in the raid (attack), the raid 32 

duration, the number of simultaneous en-33 
gagement capability and the fire unit pro-34 

vided for a given anti-aircraft system. The 35 
following formula was used for this purpose: 36 

 37 

𝐸𝐴𝐷 =
∑ 𝐾𝑖∗𝑁𝐴𝐷𝑆𝑖∗(

𝐶

𝑌
:
𝑇𝑛
𝑇𝐶

)∗𝑃𝑖
𝑛
𝑖=1

𝑁𝑠
∗ 100%     (2) 38 

 39 
Where: 40 

EAD – efficiency of air defense; 41 
Ki – general coefficient for particular types of air de-42 

fense (anti-aircraft) system; 43 
NADSi – the number of capabilities to simultaneous 44 

engagement of multiple targets of AD systems 45 
(sub-units), capable of destroying a target on its 46 
own with a certain probability, in one firing cy-47 
cle; 48 

Pi – the probability of hitting an air target with a cer-49 
tain number of missiles (ammunition) without 50 
taking into account the impact of interference’ 51 

C – the number of missiles (ammunition) for a given 52 
type of firearms of the air (anti-aircraft) defense; 53 

Y – the estimated average number of missiles (ammu-54 
nition) used to destroy; 55 

Tn –  duration of the raid; 56 
Tc –  duration of a firing cycle for the given type of AD 57 

system. 58 
 59 
In the next variant, it was possible to cal-60 

culate the air defense efficiency on the basis 61 

of the number of air threats in the raid, the 62 
duration of the raid, the spatial impact con-63 

ditions, the number of firing channels and 64 
the firing units. The following formula was 65 

used for this purpose 66 

𝐸𝐴𝐷 =
∑ 𝐾𝑃𝑈𝑖∗𝐾𝑖∗𝑁𝐴𝐷𝑆𝑖(

𝐶

𝑌
:
𝑇𝑛
𝑇𝐶

)∗𝑃𝑖
𝑛
𝑖=1

𝑁𝑠
∗ 100% (3) 67 

    68 
Where: 69 
EAD  – efficiency of air defense; 70 
KPUi  – the spatial contribution coefficient for particu-71 

lar types of air defense system;  72 
Ki  – general coefficient for particular types of air 73 

defense (anti-aircraft) system; 74 
NADSi  – the number of capabilities to simultaneous 75 

engagement of multiple targets of AD systems 76 
(sub-units), capable of destroying a target on its 77 
own with a certain probability, in one firing cy-78 
cle; 79 

Pi  – the probability of hitting an air target with a 80 
certain number of missiles (ammunition); 81 

C  – the number of missiles (ammunition) for a 82 
given type of firearms of the air (anti-aircraft) 83 
defense; 84 

Y – the estimated average number of missiles (am-85 
munition) used to destroy the target; 86 

Tn  –  duration of the raid; 87 
Tc  –  duration of a firing cycle for the given type of 88 

AD system. 89 
 90 
 Based on the presented examples (vari-91 

ants) of the calculation of the air defense ef-92 

ficiency, it can be noticed that it depends to 93 

a large extent on the coefficients adopted 94 
when calculating the value of the expected 95 

number of destroyed aerial threats. On this 96 

basis, it can be concluded that the model for 97 
calculating the air defense efficiency will be 98 

the more precise, the more precisely the co-99 
efficients used in it are selected. Therefore, 100 

an attempt was made to define a new meth-101 

odology where the selection of coefficients 102 
will be firstly optimal, and secondly will cor-103 

respond to the actual, real parameters of in-104 

dividual components on the modern battle-105 
field. 106 

The presented research is the result of a 107 
two-year research work carried out under a 108 
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research grant financed by the MoD. The re-1 

search team consisted of four pilots, four 2 

specialists in the field of air defense and rep-3 
resentatives of air defense support units 4 

such as radio engineering troops. Moreover, 5 
representatives of the commands and staffs 6 

of the Air Defense units and the Air Force of 7 

the Polish Armed Forces were invited to par-8 
ticipate in the qualitative research. 9 

3. Efficiency of air defense 10 

For the purpose of quantifying the effi-11 
ciency of aid defense, it is reasonable to use 12 

efficiency coefficients that should be: repre-13 
sentative, sensitive, simple, systemic and 14 

stochastic (Zdrodowski, 2003). The repre-15 

sentativeness of the indicator means that it 16 
should quantify the degree of performance 17 

of the task (achievement of the goal) by the 18 

air defense. 19 
1. The sensitivity of the coefficient should 20 

be understood as its sensitivity to 21 
changes in parameters relevant to the 22 

implemented air defense task. 23 

2. Simplicity means that it only includes 24 
parameters relevant to the purpose of 25 

the air defense. Secondary parameters 26 
are omitted here, as they can only com-27 

plicate the evaluation without increasing 28 

the precision of the results. 29 
3. The systemic character consists in se-30 

lecting the coefficient in such a way that 31 

it takes into account the influence of all 32 
important factors determining the com-33 

bat operations of the air defense. 34 
 35 

The occurrence of random factors, which 36 

is characteristic of the air defense system, is 37 
reflected in random variables and deter-38 

mines that the combat efficiency indicator it-39 

self - as a function of random variables - is 40 
also a random variable, too. For this reason, 41 

the value of the efficiency index is most often 42 
directly related to the average (expected) 43 

value of the aerial threats destroyed by the 44 

air defense. 45 

The general formula for calculating the 46 

efficiency of air defense systems was thus de-47 

fined as the quotient of the air defense capa-48 
bilities, expressed as the expected number of 49 

enemy aerial threats destroyed to the ex-50 
pected number of enemy aircrafts operating 51 

on the area of operation. 52 

 53 

𝐸𝐴𝐷 =
𝑀𝐴𝐷

𝑁𝐸𝐴
∗ 100%          (4) 54 

Where:  55 

EAD – efficiency index  (in %);  56 

MAD – air defense capabilities, demonstrated by the 57 

average (expected) number of the enemy's de-58 

stroyed aerial threats; 59 

NEA – the number of enemy aircraft affecting the 60 
covered troops (facilities). 61 

 62 

The above formula shows that the air de-63 
fense combat efficiency index is such a nu-64 

merical characteristic that determines the 65 
degree of adaptation of the air defense sys-66 

tem to the implementation of the tasks as-67 

signed to it. For this reason, the value of the 68 
efficiency index is most often directly related 69 

to the average (expected) number of the en-70 

emy's destroyed aerial threats. 71 
Formula (4) shows that EAD = f (MAD) 72 

should be proportional and linear, i.e. each 73 
increase in the combat potential of the air 74 

defense should be accompanied by a steady 75 

increase in the air defense combat efficiency 76 
index, as shown in the figure below. 77 

 78 

 79 
Figure 1. The ratio of aerial threats not per-80 
forming any tasks (LEA) to the efficiency of air 81 
defense (EAD), Adopted from: “Obrona 82 
powietrzna” by Zdrodowski et al. p. 29. Copy-83 
right 1996, by AON. 84 

 85 
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 The adoption of such assumptions, how-1 

ever, leads to the erroneous conclusion that 2 

in order to fully achieve the goal of the air 3 
defense in opposing one strike, it is neces-4 

sary to destroy 100% of the aerial threats af-5 
fecting the covered troops (facilities). In this 6 

regard, it should be noted that this conclu-7 

sion will be appropriate in a situation where 8 
the attack will be carried out only by un-9 

manned aerial systems (UAVs, cruise mis-10 

siles), which will be characterized by com-11 
plete remotely or automation of navigation 12 

and pilotage. The figure below this situation 13 
is represented by the ratio for UAVs. 14 

At this point, it should be noted that as-15 

suming that the enemy is conducting an air 16 
attack against protected assets only with the 17 

use of unmanned aerial and missile threats 18 

(ballistic missiles, cruise missiles or un-19 
manned aerial vehicles), there will be no im-20 

pact on the so-called human factor (pilots 21 
and crew). 22 

However, in other situations where there 23 

is at least a partial human participation this 24 
relationship will change Lea = f (EAD) ac-25 

cording to the trajectories shown in the fig-26 
ure for attacks carried out by manned air-27 

crafts and in the mixed formula (manned 28 

and unmanned). 29 
 30 

 31 
Figure 2. Ratio of LEA = f (EAD) in the contem-32 
porary circumstances; Adopted from: “Obrona 33 
powietrzna” by B. Zdrodowski et al., p. 29. Cop-34 
yright 1996, by AON. 35 

 36 

 37 
In these cases, we are dealing with the 38 

psychological impact of aerial threats on air-39 

craft crews. Therefore, it can be assumed 40 
that under heavy ground-based fire some of 41 

the pilots will perform their tasks in great 42 

haste or will abort the mission in fear of los-43 

ing their own lives. 44 

Following this line of reasoning, it can be 45 
concluded that in the case of determining the 46 

efficiency of air defense, it will not be only 47 
the resultant of the physical destruction of a 48 

certain number of the enemy's aerial threats. 49 

By adopting this philosophy, it can be as-50 
sumed that the air defense will be effective 51 

when the fire of missiles and artillery will 52 

leave the enemy unable to destroy the troops 53 
(objects) covered by the air defense forces 54 

and, as a result, will not fulfil the combat 55 
task. 56 

Therefore, the characteristics of the air 57 

defense were determined depending on the 58 
efficiency value expressed as a percentage 59 

(Table 1). 60 

 61 

Table 1. 62 

Characteristics of air defense depending on 63 

the value of its efficiency EOP 64 

Air defense ef-

ficiency coeffi-

cient value 

Characteristics 

of air defense 
Expected re-

sults 

30 % and more Very strong Destruction of 

the enemy air 

force on day 1 of 

air operation 

20 - 29 % Strong Ceasing the air 

operation within 

2-3 days 

10-19 % Average (suffi-

cient) 
Maintaining sta-

tus quo in the air 

space 

Below 10 % Poor (insuffi-

cient) 
Winning the 

control over the 

airspace by the 

aerial threats 

Adopted from: “Obrona powietrzna” by B. Zdro-65 
dowski et al., p. 32. Copyright 1996, by AON. 66 

 67 

On the basis of the conducted research, it 68 

was established that, in order to prevent the 69 
performance of tasks by the aerial threats, 70 

they should be contrasted with the air de-71 
fense potential. It will be characterized by an 72 

efficiency index of 30% to 50%, depending 73 

on the share of unmanned aerial threats in 74 
the total number of aerial threats affecting 75 
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the covered troops (facilities). Then, such an 1 

air defense can be considered very strong 2 

and sufficient, because it promises that on 3 
the first day of the operation (combat) the 4 

enemy's air operation will be ceased (the en-5 
emy's air force will be broken) and thus an 6 

absolute superiority in the air (air control) 7 

will be achieved. With the efficiency coeffi-8 
cient = 20-30%, conditions are created to 9 

break the enemy air operation within 2-3 10 

days, and such an air defense should be de-11 
scribed as strong. The efficiency around 10-12 

20% ensures maintaining the status quo of 13 
the initial state in the aerial battlefield, i.e. 14 

the aerial threats will operate in a limited 15 

way, but neither side creates conditions for 16 
gaining an advantage in this dimension of 17 

the armed struggle. The air defense charac-18 

terized by such a combat efficiency coeffi-19 
cient should be considered average (suffi-20 

cient in the range of 10-19%). On the other 21 
hand, the efficiency below 10% is insufficient 22 

to effectively protect troops (facilities). 23 

Moreover, with such an air defense, there is 24 
a high probability that the aerial threats will 25 

achieve local or operational air control, 26 
which in turn may lead to a defeat in all as-27 

pects. 28 

4. Determining the amount of aerial 29 

threats 30 

The next step in determining the effi-31 

ciency of air defense is the diagnosis of the 32 
capabilities of own forces and assets, ex-33 

pressed in the expected number of aircraft 34 
destroyed. In this case, the ability of these 35 

troops (including their individual compo-36 

nents) to perform combat tasks resulting 37 
from the assumed intent, purpose and func-38 

tion of air defense. This ability in operational 39 

and tactical evaluation (calculations) is 40 
mapped using appropriate numerical indica-41 

tors characterizing the space, time and effec-42 
tiveness of air defense forces and its individ-43 

ual components (Halama, and Radomyski, 44 

2003). 45 

It follows that the anti-aircraft defense 46 

capabilities result primarily from the quali-47 

tative indicators of a particular combat asset 48 
and the number of missiles (ammunition) 49 

possessed by the given air defense system. In 50 
addition, the proposed solution was also ex-51 

tended with the environmental impact (ter-52 

rain, weather) of the air defense systems. 53 
However, this time it was assumed that it 54 

may have a negative effect on the capabilities 55 

of the air defense. This is due to the fact that 56 
the capabilities of the air defense are calcu-57 

lated primarily on the basis of the tactical 58 
and technical data of the equipment, i.e. in 59 

ideal conditions. Therefore, it was assumed 60 

that along with the deterioration of environ-61 
mental conditions, effectiveness will de-62 

crease of the air defense systems would de-63 

grade. 64 
The general formula for the air defense 65 

capabilities therefore adopted the following 66 
form: 67 

𝑀𝐴𝐷 = ∑ 𝐿𝑘 

𝑛

𝑘=1

∗ 𝐾𝑘 ∗ 𝐽𝑘 − [(1 − 𝑊𝐸 ) ∗ 100%] (5) 68 

 69 
 70 

Where: 71 

LK – the amount of equipment of the k type air de-72 

fense systems; 73 

KK – the k type AD system quality coefficient; 74 

JK – the number of missiles of the k type AD system; 75 

WE – environmental impact coefficient. 76 
 77 

It follows that the capabilities of the air 78 
defense are directly proportional to the 79 

number of air defense equipment (sets, sim-80 

ultaneous engagement capability), their 81 
quality and the number of missiles and/or 82 

ammunition available 83 

5. Determining  the qualitative coeffi-84 

cients  85 

The greatest challenge of the research 86 

was to determine the coefficients used in the 87 

algorithms presented. This was due to their 88 
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qualitative nature and the confidential na-1 

ture of some data (e.g. some tactical and 2 

technical data of aerial threats and air de-3 
fense, and the probability coefficients of de-4 

stroying the target of the missiles). 5 

5.1. Aerial threats impact coeffi-6 

cient 7 

Firstly, an assumption was made regard-8 
ing the impact coefficient, which determines 9 

the percentage of the total combat potential 10 

that should be destroyed in order to achieve 11 
the goal of the operation. It was also speci-12 

fied that the goal of the action of the aerial 13 
threats may be: 14 

Disruption - means that the operation of 15 

the object is disturbed, but still possible - 16 
10% of the combat potential destroyed. 17 

Disablement - means that the operation 18 

of the object is limited, and recovery to full 19 
operability is possible after repairing or re-20 

plenishing losses - 30% of the combat poten-21 
tial destroyed. 22 

Destruction - means that the object is out 23 

of service and cannot be repaired or refur-24 
bished - 60% of the combat potential de-25 

stroyed. 26 

5.2.  Defended assets survivability 27 

Generalizing the combat life of the ele-28 

ments of the formation on the battlefield, it 29 
was assumed that from a technical point of 30 

view (not taking into account the battlefield 31 

environment), the following factors will af-32 
fect the combat life: the ability to recognize 33 

the object - i.e. its length and width, speed of 34 
movement and armor. The greatest im-35 

portance is given to length (Wd) and width 36 

(Ws) and armor (Wo) - 0.3 each, and the 37 
march speed 0.1 (Wpm). From the obtained 38 

calculations for individual types of combat 39 

equipment, the average value adopted was 40 
3.3, therefore this value was adopted as the 41 

unit of the quality coefficient of combat life. 42 
Ultimately, the calculation of the combat life 43 

took the following form: 44 

 45 
 46 

 47 

 48 

 49 

 50 

 51 
 52 

 53 

Table 2. 54 

Combat life coefficient of the selected mili-55 

tary equipment 56 

  

W
id

th
 

[m
] 

Ws 
L

e
n

g
th

 
[m

] 
Wd M

a
r

c
h

 s
p

e
e

d
 

[k
m

/h
] 

Wp 

A
r

m
o

r
 

Wo Wż  

Coeffi-
cient 

multipli-
cation in-

dex 0.3 0.3 0.1 0.3 3.30  

Leopard 
tank 

2.7 0.81 3.7 1.11 70 7 2.5 0.75 1.43  

PT-91 
tank 

3.5 1.05 9.6 2.88 60 6 2.5 0.75 4.12  

Infantry 
Fighting 
Vehicle  

2.3 0.69 5.7 1.71 100 10 1.5 0.45 1.61  

Recon-
nais-
sance 

Fighting 
Vehicle 

2.9 0.87 6.7 2.01 100 10 1.5 0.45 2.38  

23 mm 
ZUR-23-2 

1.8 0.54 4.5 1.35 50 5 1 0.3 0.33  

Auto-
mated 
com-
mand 

and staff 
vehicle  

2.3 0.69 5.7 1.71 100 10 1 0.3 1.07 

Engi-
neering 
recon-
nais-
sance 
trans-
porter 

2.9 0.87 6.7 2.01 100 10 1 0.3 1.59 

Engi-
neering 
vehicle 

2.8 0.84 6.4 1.92 60 6 1.5 0.45 1.32  

Armored 
vehicle-

launched 
bridge 

BLG-67M 

3.2 0.96 10.4 3.12 50 5 1.5 0.45 2.04 

 57 

5.3. SAM missile combat effective-58 

ness coefficient  59 

It is a factor that generalizes the proba-60 
bility of hitting a target with a rocket. The 61 

need to use this coefficient results from the 62 
classified nature of these data. Therefore, it 63 

was assumed that the guided missile has a 64 

90% probability of hitting the target, and the 65 
unguided missile 70%. 66 

 67 

5.4. Quality of the aircraft 68 

 69 
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Another variable related to the calcula-1 

tion of the aerial threats quantity is the aerial 2 

threats quality factor (or in other words - the 3 
combat value of the aircraft). Since efficiency 4 

is closely related to tactics, i.e. with the 5 
methods of performing combat tasks in a 6 

specific type of aircraft. The combat effi-7 

ciency of a fighter will be considered in rela-8 
tion to tasks in the scenarios typical for at-9 

tack aircraft (bombers, fighter-bombers, as-10 

sault aircraft) will be evaluated in terms of 11 
effectiveness in operations against ground or 12 

surface targets. 13 
The adopted procedure for assessing the 14 

combat value of airplanes included the fol-15 

lowing elements: 16 

- determining the model parameters of air-17 

planes performing various tactical tasks 18 
defined as fighting ground/surface tar-19 

gets; 20 

- determining the values of coefficients that 21 

define the degree of compliance of param-22 
eters with the standard;  23 

- calculating the partial components for de-24 

termining the combat value of aircraft;  25 

- determining the overall combat value of the 26 

tested aircraft. 27 

The following physical parameters were 28 

included in the criteria for evaluating the 29 
combat value of airplanes: 30 

- Maximum range 31 

- Radar cross section  32 

- Radar range 33 

- Maximum speed at cruising altitude 34 

- Cruising speed 35 

- Maximum ceiling 36 

- Weapon load capacity 37 

It should be emphasized that during the 38 

research,  other parameters characterizing 39 
the aerial threats were also distinguished, 40 

such as: 41 

- maximum speed at low altitude, 42 

- maximum climb speed, 43 

- minimum flight speed, 44 

- number of simultaneously tracked tar-45 

gets, 46 

- number of simultaneous engagement 47 

capability (missile), 48 

- maneuverability and thrust vectoring 49 
ability, 50 

- spatial parameters of the on-board air 51 

and ground target detection and de-52 
struction system, 53 

- supercruise flight capability, 54 

- advanced stealth systems, 55 

- rescue, warning and survival systems, 56 

- the scope of using external C4I systems, 57 

- ability to steer unmanned platforms. 58 

However, due to the degree of repetitive-59 

ness of the respondents' answers and in or-60 
der to simplify the calculation, the scope was 61 

limited to the seven previously mentioned 62 

parameters. 63 
The reference model, adopted to deter-64 

mine the basic combat value indicators and 65 

measurements of the analyzed potential en-66 
emy aircraft, was based on the Su-25 aircraft 67 

data. After calculating the comparative indi-68 
cators for the detailed parameters of the air-69 

craft, the partial indicators of the combat 70 

value were calculated. The obtained results 71 
are presented in Appendix 1. 72 

5.5. Type k air defense system 73 

quality coefficient 74 

 75 

For the purposes of the research, it was 76 
necessary to compare the combat potentials 77 

of anti-aircraft units and sub-units equipped 78 

with various anti-aircraft equipment. There-79 
fore, in order to use formula 2, it was neces-80 

sary to create two databases. The first was a 81 

database of anti-aircraft units and sub-units, 82 
containing data on the structure, equipment 83 

and quantities of anti-aircraft equipment. 84 
The second was the anti-aircraft equipment 85 

database, containing basic tactical and tech-86 

nical data of the equipment and the calcu-87 
lated quality coefficient of the given type of 88 

anti-aircraft equipment. 89 

Determining the quality coefficients for 90 
the given type of combat equipment began 91 

with the selection of a list of factors charac-92 
terizing the combat capabilities of anti-air-93 

craft equipment. 94 

From among these factors, those which 95 
significantly affect the combat potential of 96 

anti-aircraft units and sub-units were se-97 

lected. They include: 98 
• probability of hitting the target; 99 
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• slant range border of the SAM en-1 

gagement envelope; 2 

• altitude border of the SAM engage-3 
ment envelope; 4 

• multiple target engagement capabil-5 
ity; 6 

• firing cycle; 7 

• time to be ready to open fire from the 8 
march position;  9 

• marching speed on dirt roads; 10 

• the ability to cross fords, bridges, fer-11 
ries and ditches. 12 

The remaining factors were rejected be-13 
cause they are secondary indicators or they 14 

have little or no impact on the final result of 15 

the study. Secondary indicators include the 16 
probability of hitting a target with n number 17 

of missiles, which are derivatives of the 18 

probability of hitting a target. 19 
The next research step was to define the 20 

reference coefficient and the rules for calcu-21 
lating the coefficients for individual pieces of 22 

equipment. 23 

The coefficient was calculated with the 24 
following formula: 25 

 26 

𝐽𝑊𝐽𝐴𝐷 =
𝑊𝑖

𝑊𝑤
             (6) 27 

Where: 28 

 Wi - the conversion factor of the i-th type of anti-air-29 

craft equipment 30 

 Ww - the conversion factor of the reference type of 31 
anti-aircraft equipment 32 

 33 

As a model factor, or a reference factor, 34 

the factor calculated for a single OSA anti-35 
aircraft combat vehicle (SA-8) anti-aircraft 36 

combat vehicle firing a series of two missiles 37 

(in the normal mode of fire). Therefore, for 38 
OSA anti-aircraft combat vehicle, the value 39 

of the JWJ qualitative index is one. 40 
 41 

𝐽𝑊𝐽𝐴𝐷 =
𝑊𝑖

𝑊𝑤
= 1      (7) 42 

 43 

The value of the conversion factor was 44 

calculated as follows: 45 
 46 

𝐶𝐾 = 𝐶𝑃 + 𝐶𝐷𝐺 + 𝐶𝐺𝐺 + 𝐶𝐶𝑆 + 𝐶𝑇𝐺  47 

+𝐶𝑉𝑀 + 𝐶𝑀                  (8) 48 
Where: 49 
CP  - coefficient taking into account the probability of hit-50 

ting the target; 51 

CDG  - coefficient taking into account the further border of 52 
the SAM engagement envelope; 53 

CGG  - coefficient taking into account the upper border of 54 
the SAM engagement envelope; 55 

CKC  - coefficient taking into account the number of simul-56 
taneous engagement capability; 57 

CCS  - coefficient taking into account the firing cycle; 58 
CTG  - coefficient taking into account the time to be ready 59 

to open fire from the march position; 60 
CVM  - coefficient taking into account the marching speed 61 

on dirt roads; 62 
CM  - coefficient taking into account the ability to cross 63 

fords, bridges, ferries and ditches. 64 
 65 

From the defined dependencies, the Ck 66 
coefficient was calculated for a given type of 67 

set (measure) of air defense. The values of 68 
this coefficient for the selected sets are pre-69 

sented in Table 3. 70 

Table 3. 71 
Value of the Ck coefficient for the selected 72 

SAM system 73 

Item 
Name of 

equipment 
Kk coefficient 

1 AVANGER 1.77 

2 
BUK (SA-11 

Gadfly) 
10.59 

3 CAROL 1.48 

4 HAWK 5.80 

5 
KUB (SA-6 

Gainful) 
0.72 

6 MANPADS 0.47 

7 MISTRAL 0.25 

8 
S-125 NEWA 
(SA-3 Goa) 

1.16 

9 
9K33 OSA-
AK  (SA-8 

Gecko) 
1.00 

10 PATRIOT 2.59 

11 
RAPIER 

FSB2 
0.72 

12 RAPIER  FSC 0.83 

13 REDEYE 0.16 

14 
S-300W (SA-
12A Gladia-

tor) 
3.92 

 74 
 75 

5.6. Environmental impact coeffi-76 

cient 77 
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As part of the calculation function, it is 1 

calculated how the user-determined atmos-2 

pheric (weather) and terrain conditions af-3 
fect own and enemy troops. In order to de-4 

termine the degree of impact, the program 5 
uses the sum of the individual components 6 

of the coefficient. This means that the impact 7 

of the environment (Wen) is the sum of the 8 
impact of weather conditions (Wwth) and 9 

terrain conditions (Wt). 10 

 11 

Wen=Wwth+Wt (9) 12 
 13 

The weather impact indicator is the sum 14 
of the influence of wind, rainfall, fog, cloudi-15 

ness and temperature, while the field impact 16 

indicator is the sum of the influence of the 17 
terrain in terms of observation, masking, ob-18 

stacles, key terrain and approach and ma-19 
neuver paths. The values assigned to partic-20 

ular parameters oscillate between 1-2% de-21 

pending on the degree of their impact on the 22 
operation (1% - medium impact; 2% - high 23 

impact). 24 

6. Conclusion 25 

In conclusion, it should be stated that the 26 

air defense efficiency is a numerical value 27 
that determines the degree of adaptation of 28 

the air defense system to the implementa-29 
tion of the given task. This indicator can be 30 

used in both ex ante1  and ex post2  evalua-31 

tions. It is also undoubtedly an important el-32 
ement, inseparable in the decision-making 33 

process and in the assessment of the possi-34 

bility of completing the task by air defense 35 
units and sub-units. 36 

The proposed methodology for deter-37 
mining the efficiency of air defense in the 38 

tactical level of command, along with algo-39 

rithms and mathematical formulas, should 40 
be treated as the subject of further scientific 41 

 

 
1 Ex ante evaluation – a term for an analysis aimed at 

identifying (assessing) the need for a specific activity car-

ried out before its implementation. Ex ante in Latin means 

in advance, before something happens. 

considerations and at the same time consti-42 

tutes a kind of invitation to a scientific dis-43 

cussion, which will allow for its improve-44 
ment. We are also deeply convinced that de-45 

spite the qualitative nature of the research 46 
and many limitations resulting from the ex-47 

tensive nature of the problem under consid-48 

eration, our study generated the interest of 49 
the reader. 50 

For the future study, we are planning to 51 

compare real life experiences with the 52 
method and equations proposed in this arti-53 

cle. 54 
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Appendix 1 

Basic tactical and technical parameters of aircraft used by the Air Force of the Russian Federation 2 
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Coefficient multiplica-
tion index 0.1 0.1 0.1 0.1 0.3 0.1 0.3 

MIG-25 1865 
186.

5 
4 0.025 100 10 3390 339 2500 750 23 2.3 5 1.5 1.2 

MIG-29 1500 150 3 
0.0333

3 
70 7 2400 240 1500 450 18 1.8 5.5 

1.6
5 

0.32 

MIG-31 3300 330 3 
0.0333

3 
160 16 2500 250 1500 450 24.4 2.44 6 1.8 2.55 

MIG-35 
200

0 
200 2 0.05 160 16 2560 256 1500 450 17.5 1.75 6.5 

1.9
5 

1.84 

Su-24 940 94 3 
0.0333

3 
150 15 2320 232 1530 459 17.5 1.75 9 2.7 0.69 

Su-25 500 50 3 
0.0333

3 
100 10 880 88 600 180 10 1 4.3 

1.2
9 

1 

Su-27 3790 379 4 0.025 240 24 2450 245 1350 405 18 1.8 8 2.4 2.86 

Su-30 
300

0 
300 4 0.025 240 24 2600 260 1650 495 23 2.3 8 2.4 3.75 

Su-34 
400

0 
400 2 0.05 240 24 2200 220 1300 390 14 1.4 8 2.4 4.06 

Su-35 3600 360 1 0.1 398 
39.
8 

2750 275 1300 390 18.8 1.88 8 2.4 20.35 
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